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eSync Alliance Background
(www.esyncalliance.org)

* Working Groups (established 2018) SESYNC  owe-
d MWG (Marketing)
Od  TWG (Technical)
U CWG (Conformance)

« Liaisons
0 COVESA (topic: VSS)
U Autoware (topic: eSync containers)

Note: informal cooperation with Autosar ol
A Multi-Company Initiative fof DTA Updates andiBiognostics




S
e Sy n C member

companies
ALLIANCE

Over 20

eSync Alliance Program
A multi-company initiative for OTA updates and diagnostics
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eSync Showcased / Demonstrated at CES 2023

1) Aptiv Building aWS ¢ A P T I V ¢
2) AWS Booth N > A

3) COVESA Event

O A |
4) Excelfore Suite Foxconn w.- \//
excelfFore

5) Foxconn MIH Booth

6) Green Hills Booth GUARDKNDX -@ p,us

7) GuardKnox Suite

Accelerating the future of connected vehicles

8) PlusAl Booth AA‘
9) VinFast Booth Gr €Cn H S
10) Wind River Demo (Aptiv Bldg) \/\/ N D R\/ R VINFAST



Commercial Deployments of eSync

Vehicles in Programs Vehicles and Devices on the Road
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eSync Alliance Architecture

www.esyncalliance.org



eSync: Interoperable Spec for a Bi-Directional Data Pipeline

eSync Server

Comp"a nt Servers, Certificates and Authentication,

Clients and Agents Reporting and Notification,

Update Processing,
eSync can come from e —— P s
COMPLIANT B different sources Compression,
Server <=+
|

eSync Compliance e

eSync Client

Conforms to:

1. Architectural Spec In-Vehicle St
o Orchestrator and Hl\/,II
eSync 2. Minimum Feature Spec o

c-oMPLIANT Message Broker
Client 3. APIs

Existing Servers, In-
Vehicle OTA Masters, Decryption,
or Edge Devices can IR

Device Data Gathering,

become eSynC Device Update Management,
Rollback and Status Monitoring

Compliant



Flexible and Scalable In-Vehicle Environment

Agents Distributed Throughout the Car

ECU 11 ECU 12

eSync
Server

‘ eAgent eAgent

Domain Master
Control Unit

Ethernet
eAgent eAgent eAgent eAgent

HU, TCU, GW Gateway Ethernet Domain Master

eSync Client Ethernet Control Unit
eAgent eAgent eAgent
eSync Agents:

Ethernet
« Distributed Throughout the Vehicle

* Written to the Edge Devices

eAgent
Domain Master

Control Unit
eAgent

eAgent

ECU 2 ECU 8

(Proprietary)




Working Automotive OTA ... Out-of-the-Box

dWS

\/‘7

a

Google Cloud

AAzu re

|

|

! Gateway device
= = Edge device
B B <=
I I I:
eSync eSync UDS
Client Agent

2aync

eSync Agent SDK

eSync Server

Standard OTA campaigh manager
Account on AWS

Hosted in the USA

eSync Client
Software deliverable
For placement on Linux platform

eSync Template Agent

Buildable with libraries

For placement on Linux platform

Configure programming I/F to
your edge device

Typical Uses

Familiarization with eSync OTA processes
Development of agent for edge device
Demonstration of OTA on edge device




Application of eSync to AUTOSAR
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AUtoSAR Classic (Fota Client)

Classic Autosar eSync components

Cloud

oSync Server
/ FOTA Message A -

e PduR Handier Alr Intertace
(Communicat (Baswc Saftware (PDU Router) Crypto Servica >¢ boodbosateen
ion Manager) Made Manager)

A ﬂ
: :
Nm sd DolP Vehicle
(Metwork Manager) (Service Discovery)
WByno Clans Communication Manager
Y Memory Operati
0s \J Handler
EthSMICANSM \
(communication “
Sate Manager) - lr ML
(1Pvt/1Pv6) - l Fim_ suws |, | 3 . Polcy
TCRIP Stack ndependen Servico \ 0} Service
Platform ‘ ¢
Y vy ' 3 dependent m i - “&l 'm' o0 - Al i
¥ v
EthIfiCanif
[ (Communication Interface) ] I G ] I Ledr ] 8
" A Y . ax
e e = ;
(ETT LI A Complex Driver
I Bridge Agent

ECU - Hardware

Ethernet
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Demo 1 - Updating AUTOSAR Classic ECUs using eSync

audio (square)

Diagnostic info

eSync
Demonstration Features: server
e FOTA and eSync support to update AutoSAR Classic Secure eSync
ECUS messages
ECU1L N\
Raspberry Pi 3 | eSync Client
ECU2 Adaptive AutoSAR ecifr‘]f
FOTA client —,\ i
I\S/I':\rl:t/lo\gb\lR Classic FOTA AUtOSAR igi%f
(ubs/bolP) A FOTA ] L Broker
V Master "
LED1 On 4 Firmware v00.30 HMI
SWC Agent
Application: pulse

Firmware v00.33

Application: pulse
audio (sine)

{7

Audio stream

[0)

ver RTP

Y

\//;zxcelFDrE

Audio
listener

visualization

of firmware
difference

OTA status
+
connection
status

eSync Client can reside in any OS even Autosar Classic. Demo uses Autosar Adaptive as it an open environment.
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Demo 1 Overview : Update Classic Autosar ECU

Audio Source (RTP talker)

SAMv71 MicroController
Classic AutoSAR (Mentor VSTAR)

Version:
00.00.33

DRI

Version:
00.00.30

DRIVING MODE

7 . ;
160 %, near PON (16031
22 ]

RRTILL AT

AW /
o0 129140
S

(1) FW Version : 00.00.33
(2) Audio Wave : Sine
(3) LEDO On

(1) FW Version : 00.00.30  teoton

(2) Audio Wave : Square
(3) LED1 On 3|
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Demo 2 - Updating AUTOSAR Adaptive ECUs using eSync

eSync Cloud
eSync Server
Cloud Hardware
) 4]
Vehicle o8
= 0
n L 0
= HU (Adaptive AutoSAR)
B N A Adaptive Application Layer
eSync Message eSync agent
Client Broker
Non-PF Service oSynchus  Non-PF Service ems OTA
Client
i i iiiiiiiiiiiiooo..........Non-portable Adaptive Application
ECU (Adaptive AutoSAR) | | . AutoSAR Runtime for Adaptive Applications (ARA)
ara::ucm ara::.com ; v ara::.com | L ara::ucm ara:.:sm ara::diag
via ara::.com |
(some-ip protocol/ : il :
opendds) S Foundation FCS i ... Platform Service FCs . :
ECU Hardware ECU Hardware
Configuration:

. Client and Agent on HU (Adaptive AutoSAR) , UCM subordinate on ECU (Adaptive AutoSAR)
excelfFore




Demo 2 - Updating AUTOSAR Adaptive ECUs using eSync

eSync Cloud

eSync Server

Cloud Hardware

Vehicle

ECU (Adapt

ara::ucm

eSync Agent and eSync
Client running in the same
space (User/Adaptive
Application layer)

This configuration is based
on the eSync Special
Agent-based architecture.
The Special Agent will
implement the UCM-
specific functions.

In Adaptive AutoSAR
Architecture, the eSync
components relevant to
OTA updates can be

referred collectively as the
OTA Client application.

Z

eSync
Client

Non-PF Service

Messages
[

3}
c
>

(9]
[}

HU (Adaptive AutoSAR)

Message eSync agent
Broker «—>
eSync bus  Non-PF Service ~ €Sync bus OTA

Client

ara::com I o

Platform ©
Foundation FCs : :

ECU Hardware

Configuration:

Client and Agent on HU (Adaptive AutoSAR) , UCM subordinate on ECU (Adaptive AutoSAR)

\//excelFDre

The eSync Agent acts as
UCM client to the UCM
Servicelnterface (via
ara::com)

The eSync Agent
translates the eSync
messages (Update Ready,
etc) to UCM messages
(Transfer Start, etc)
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eSync on Adaptive AutoSAR Platform - Update Sequence (1/2)

| eSync Client | | eSync Broker | Update Agent I | ucm client I | ara:.com | ucm

esync.query-package request
on_get_version

VehiclePackageManagement::GetSwClusterinfo_

— (SwCluster name, version, string)

(current version)

\//ExcelFDrE

esync.query-pa
(current version

ckage response
delta capability)

esync.read

ly-download

esync.up
(DOWNLOA

late-status
_CONSENT)

esync.dow

nload-report

esync.dow

nload-report

esync.dow

nload-report

esync.prep
(pkg name, sha2

are-update
56, manifest.xml)

copy from clie

nt to agent side

pay

oad

esync.upt
(INSTAL

Jate-status
_READY)

A

delta reconstruction

The OTA/UCM Client includes
Update Agent and UCM client
actors

The OTA/UCM Client
translates the eSync
messages (Update Ready,
etc) to UCM messages
(Transfer Start, etc)

Ref: White Paper




eSync on Adaptive AutoSAR Platform - Update Sequence (2/2)

\//Ex:eIFDrE

eSync Client ' | eSync Broker I | Update Agent I ucm client | ara::com . ucm
esync.ready-update
>
on_pre_install
__(pre-install success)
esync.update-status
_ (INSTALL_IN| PROGRESS)
on_install
................. T T =
TransferStart
>
<
TransferData N
>
<
TransfefData
»
<
TransfefExit >
check package

A

(install success)

package processing

esync.upd

late-status

(INSTALL_COMPLETED)

esync.confirm-upy

fate (new version)

on_post_install

Y

Activate

Y

A




ECU1/Adaptive AutoSAR

tive AutosAR |Demo 2 Overview : Update
Adaptive Application .Layer ;

eSynC Message eSync agent Demo Ul

Client <> <> : K

Nolrspr'l esync NoELSls(eer\;ce esync e

Service bus

Adaptive App

.................. Sication 1

| |ECU1 (Adaptive AutoSAR)

ECU 1 : Audio Source Adaptive App (audio source)
""""" Raspberry Pi 3
.......... ¥ ... .AUtoSARRuntime for.Adaptive Applications.(ARA). Adaptive AutoSAR
ara::com < ara:ucm | | ara:ism ara::exec
Foundation FCs

Platform Service FCs -

cul Head unit

AutosAr Adsptive  App Adaptive App
¢ Version: 1.0.0

Env: AUtOSAR Adaptive

DRIVING MODE

W Version: *.

ECU1 Head Unit

Audio Visualizer

Format: Linear PCM (18bit)

Source: Head Unit

Env: AutoSAR Adaptive  App Adaptive App
FM Version: 1.0.0 Env: AUtoSAR Adaptive (B4

P Version: 2.5.0 i

1.00

Audio Stream:

2 Network is UP.
&~ Connected to server.

\/ex:dlfore
(@) SWversion 1.1.2

Network is UP.
Connected to server.

Waxcairore
(@) SW version 1.2.1
(b) Adaptive app sends audio source as a
noise wave
\//excel Fore

(b) Adaptive app sends audio source as a
Sine wave
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ECU#1/Adaptive AutoSAR ECU#2/Adaptive AutoSAR Demo 2 OVGfVlew ’ Update

AutoSAR Runtime for Adaptive AutoSAR Runtime for Adaptive
Applications (ARA) Applications (ARA) .
e ECU2 (Adaptive AutoSAR)

Adaptive App Ul

OTA Client)
ECU 2 : Ul Adaptive App (Ul theme display)
utoSAR Runtime for Adaptive AutoSAR Runtime for Adaptive .
Applications (ARA) Applications (ARA) Raspberry Pi 3
AR Adaptive AutoSAR
ara::.com ara::ucm |< »| ara::.com ara::ucm

ECU Hardware ECU Hardware

ECU-2 Light Theme

ECU-2 Dark Theme

Audio Stream: Local Audio Stream
Format: Linear PCM (16bit) Audio Stream: Local Audio Stream
i Format: Linear PCM (16bit)

Morcalie

(@) SWversion2.1.1 (@) SW version 2.2.1
(b) Adaptive app Ul is using light theme (b) Adaptive app Ul is using dark theme

19
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Relevant Links

e Whitepapers

(@)

O

Updating AUTOSAR Classic ECUs using eSync

Updating AUTOSAR Adaptive ECUs using eSync

e Demo Videos

\//excelFDre

Demo 1 Video: Updating Classic ECUs Demo 2 Video: Updating Adaptive ECUs
Link:https://youtu.be/jYbgY793kpg Link: https://youtu.be/-ZNgRtudP5E
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https://www.subscribepage.com/ea-wp-autosarclassic
https://www.subscribepage.com/k2a4f1
http://www.youtube.com/watch?v=jYbgY793kpg
http://www.youtube.com/watch?v=-ZNqRtudP5E
https://youtu.be/-ZNqRtudP5E
https://youtu.be/jYbgY793kpg

Connected Data Solutions
Unifying Edge Systems with the '}
Cloud
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