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shall be processed prior to any 

prioritization. 

standards in CAN and LIN. Also it is not planned to support this service with 
FlexRay. Therefore no support for this service is planned. 

 Subfunction onComparisionOfValues of Service ResponseOnEvent is not 
supported in the current release. 

 Subfunction onTimerInterrupt of Service ResponseOnEvent is limited to the 
resolution of the MainFunction call. 

 UDS Service SecuredDataTransmission (0x84) is not supported in the current 
release. 

 The DCM SWS does not cover any SAE J1939 related diagnostic 
requirements.  

 Due to DEM limitation, the diagnostic service $19 05 is limited to the OBD 
legislative freeze frame. 

 Management of IOControl service without InputOutputControlParameter in 
request and response is not supported 

 The length of controlState parameter in IOControl request and response has 
to be of same size (due to the one configuration parameter DcmDspDataSize) 

 Same layout of a DID which is used in RDBI, WDBI or IOCBI services 
 
 
 

 

own limitations 

e following limitations apply when using the DCM module: 
 The DCM module does not provide any diagnostic multi-channel capabilities.  

This means that parallel requests of a tester addressed to different 
independent functionalities cannot be processed by a single DCM module. 
Furthermore, the concept currently implemented does not take more than one 
instance of a DCM module residing in one ECU into account. As the legislator 
requires that emission-related service requests according to ISO15031-5 [15] 

enhanced diagnostic requests, the DCM 
module provides a protocol switching mechanism based on protocol 

 UDS Service AccessTimingParameter (0x83) is not supported by the ISO 
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1 Introduction and functional overview 

The
AUTO
DCM m
DCM 
manuf

 DCM SWS describes the functionality, the API, and the configuration of the 
SAR Basic Software module DCM (Diagnostic Communication Manager).  The 

odule provides a common API for diagnostic services. The functionality of the 
module is used by external diagnostic tools during the development, 

acturing or service. 

Microcontroller (µC)

DCM*

AUTOSAR Application

Service

Manufacturing

Development

Diagnostic
Tool

*DCM: Diagnostic Communication Manager

Offboard Onboard

 
Figure 1 Overview of the communication between the external diagnostic tools and the 

onboard AUTOSAR Application 

The  states, 
especially diagnostic sessions and security states. Furthermore, the DCM module 
checks if the diagnostic service request is supported and if the service may be 
executed in the current session according to the diagnostic states.The DCM module 
rovides the OSI-Layers 5 to 7 of Table 1 Diagnostic protocols and OSI-Layer. 

 
OSI-

Layer 
Protocols 

7 UDS-Protocol – ISO14229-1 Legislated OBD – 
ISO15031-5 

6 - - - - - 

5 ISO15765-3 - - - ISO 15765-4 

4 ISO15765-2 - - - - 

3 ISO15765-2 - - - ISO 15765-4 

2 CAN-Protocol LIN-
Protocol 

FlexRay MOST ISO 15765-4 

1 CAN-Protocol LIN-
Protocol 

FlexRay MOST ISO 15765-4 

 DCM module ensures diagnostic data flow and manages the diagnostic

p
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Table 1 Diagnostic protocols and OSI-Layers 

xtensive set of ISO14229-1 [14] 

module handles the network-independent sections of the 
following specifications: 

At OSI-level 7, the DCM module provides an e
services.  In addition, the DCM module provides mechanisms to support the OBD 
services $01 - $0A defined in documents [19] and [15]. With these services, Autosar 
OBD functionality is capable of meeting all light duty OBD regulations worldwide 
(California OBDII, EOBD, Japan OBD, and all others). 
At OSI-level 5, the DCM 

 ISO15765-3 [17]: Implementation of unified diagnostic services (UDS on CAN) 
 ISO15765-4 [18]: Requirements for emission-related systems, Chapter 5 

“Session Layer” 
In the AUTOSAR Architecture the Diagnostic Communication Manager is located in 
the Communication Services (Service Layer). 

 
CM module in AUTOSAR 

cifics  like C
module provides a network-independent 

rface module
The DCM module receives a diagnostic me

dule d ch rn d ic As part of 
processing the requested diagnostic service, the DCM will interact with other BSW 

(thro T b d data or to 
execute requested commands.  This processing is very service-specific.  Typically, 

Figure 2 Position of the D Architecture 

The DCM module is network-independent. All network-specific functionality (the 
spe  of networks AN, LIN, FlexRay or MOST) is handled outside of the 
DCM module.  The PDU Router (PduR) 
inte  to the DCM . 

ssage from the PduR
ally the 

 module. The DCM 
 message.  mo processes an ecks inte iagnost

modules or with SW-Components ugh the R E) to o tain requeste
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the DCM will assemble essage back through 
the PduR module. 

 the gathered information and send a m
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2 Acronyms and abbreviations 

2.1 Terms 

Term Description 

Application Layer The Application Layer is placed above the RTE. Within the 
Application Layer the AUTOSAR Software-Components are placed. 

Channel A link at which a data transfer can take place. If there is more than 
one Channel, there is normally some kind of ID assigned to the 
Channel. 

Diagnostic Channel A link at which a data transfer between a diagnostic tool and an ECU 
can take place. Example: An ECU is connected via CAN and the 
diagnostic channel has an assigned CAN-ID. Diagnostic channels 
connected to other bus-systems such as MOST, FlexRay, LIN, etc. 
are also possible. 

External Diagnostic 
Tool 

A device which is NOT permanently connected to the vehicle 
communication network. This External Diagnostic Tool can be 
connected to the vehicle for various purposes, as e.g. for: 

 development,  
 manufacturing, and 
 service (in a garage). 

Example External Diagnostic Tools are: 
 a diagnostic tester, 
 an OBD scan tool. 

The External Diagnostic Tool is to be connected by a mechanic to 
gather information from “inside” the car. 

Freeze Frame A set of the vehicle/system operation conditions at a specific time. 

Functional 
Addressing 

The diagnostic communication model where a group or all nodes of a 
specific communication network receive a message from one sending 
node (1-n communication). This model is also referred to as 
‘broadcast’ or ‘multicast’. OBD communication will always be done in 
the Functional Addressing mode. 

Internal Diagnostic 
Tool 

A device/ECU which is connected to the vehicle communication 
network. The Internal Diagnostic Tool can be used for: 
advanced event tracking, 
advanced analysis, 
for service. 
The behavior of the Internal Diagnostic Tool can be the same as of an 
External Diagnostic Tool. The notion of “Internal Diagnostic Tool“ 
does not imply that it is included in each ECU as an AUTOSAR 
Software-Component. 

Physical Addressing The diagnostic communication model where a node of a specific 
communication network receives a message from one sending node 
(1-1 communication). This model is also referred to as ‘unicast’. 

UDS Service this refers to a UDS Service as defined in ISO14229-1 (see [14]) 
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Term Description 

OBD Service This refers to an OBD Service as defined in ISO15031-5 (see [15]) 

 

2.2 Abbreviations 

Abbreviation/ Description: 
Acronym: 

AP plicI Ap ation Programming Interface 
CAN Controller Area Network 
DC DiagnM ostic Communication Manager 
DEM Diagnostic Event Manager 
DET Development Error Tracer 
DI ID Data dentifier 
DSD nDiag ostic Service Dispatcher (submodule of the DCM module) 
DSL Diagnostic Session Layer (submodule of the DCM module) 
DSP Diagnostic Service Processing (submodule of the DCM module) 
DTC Diagnostic Trouble Codes 
ID Identifier 
LI l N Loca Interconnect Network 
M Micro-CU Controller Unit 
MOST Media Orientated System Transport 
NRC Negative Response Code 
OBD On-Board Diagnosis 
OSI Open Systems Interconnection 
PDU Protocol Data Unit 
PID Paramete er Id ntifier 
ROE ResponseOnEvent 
RTE Runtime Environment 
SAP Service Access Point 
SD ServicU e Data Unit 
SI ServicD e Identifier 
SW Softwa-C re-Component 
TP Trans port Protocol 
UDS Unified Diagnostic Services 
Xxx_ Placeholder for an API provider 

 

2.3 Typographical Conventions 

This document uses
 See configura nce 

to a configura
 myFunction  provided or required by the module as 

a

 the following typographical conventions: 
tion parameter myConfigurationParameter: this is a refere
tion parameter which can be found in Chapter 10. 
(): this is a function

defined in Ch pter 8. 
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3 Related docu

ts  

l Requirements on Basic Soft , 
SAR_SRS_General.pdf 

 
Specification of Module PDU Router,  
AUTOS
 
Requirements on Basic Software Module Diagnostic 
AUTOS
 
Specific
AUTOSAR_SWS_COMManager.pdf 
 

 Layered
AUTOSAR_EXP_LayeredSoftwareArchitecture.pdf 
 
Specification of ECU Configuration,  
AUTOSAR_TPS_ECUConfiguration.pdf 
 
Specification of Diagnostic Event Manager,  
AUTOSAR_SWS_DiagnosticEventManager.pdf 
 
Basic Software Module Description Template, 
AUTOSAR_TPS_BSWModuleDescriptionTemplate.pdf 
 
List of Basic Software Modules  
AUTOSAR_TR_BSWModuleList.pdf 

 Specific
 
AUTOSAR_SWS_NVRAMManager.pdf 

 
n,  
on.pdf 

 
[13

ModeManager.pdf 
 

mentation 

3.1 Input documen

[1] Genera
AUTO

ware Modules

[2] 
AR_SWS_PDURouter.pdf 

[3] 
AR_SRS_Diagnostic.pdf 

[4] ation of Module Communication Manager, 

[5]  Software Architecture, 

[6] 

[7] 

[8] 

[9] 

 
[10] ation of NVRAM Manager,  

[11] Specification of I/O Hardware Abstractio
AUTOSAR_SWS_IOHardwareAbstracti

 
[12] Specification of Diagnostic Log and Trace,  

AUTOSAR_SWS_DiagnosticLogAndTrace.pdf 

] Specification of Basic Software Mode Manager,  
AUTOSAR_SWS_BSW
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3.2 Related standards and norms 

stic services (UDS) – Part 1: Specification and 
Requirements (Release 2006 12-01) 

[15] ISO15031-5.4 Communication between vehicle and external equipment for 
s – Part 5: Emission-related diagnostic services 

 ller Area Networks (CAN) 
 P

[17] controller area network (CAN) – Part 3: 
ices (UDS on CAN) (Release 2004 10-

6)
[18] troller area network (CAN) – Part 4: 

 

[14] ISO14229-1 Unified diagno

emissions-related diagnostic
(2005-01-13) 

[16] ISO15765-2: Road vehicles – Diagnostics on Contro
– art 2: Network layer services 

ISO15765-3: Diagnostics on 
Implementation of unified diagnostic serv
0  

ISO15765-4 Diagnostics on con
Requirements for emission-related systems (Release 2005 01-04) 

[19] SAE J1979 Rev May 2007 
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4 Constraints and assumptions 

4.1

4.2

onsible to fulfill 

Certain requirements cannot be fulfilled by the DCM module by itself, but need to be 
considered at the level of the entire ECU or system. Example: During the integration 
of the DCM module within the system, the timing requirements (50ms response time) 
must be fulfilled. 

 Applicability to car domains 

The DCM module can be used for all car domains. 

 Applicability to emission-related environments (OBD) 

This DCM SWS is intended to fulfill the emission related requirements given by 
f the emission related system is resplegislator. However, the supplier o

the OBD requirements. 
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5 Dependencies to other modules 

The AUTOSAR Diagnostic Communication Manager (DCM) has interfaces and 
dependencies to the following Basic Software modules and SW-Cs: 
 

These are typically provided by SW-C's (through the RTE)
(in certain cases also by other BSWMs)

Dcm

ComM ComM_Dcm

SessionControl

Dem_ReadDataOfOBDFreezeFrame

DataServices_<Data>

DtrServices

InfoTypeServices_<VEHINFODATA>

RequestControlServices_<TID>

RoutineServices_<ROUTINENAME>

Dcm_Services

Dcm_ComM

Dcm_Init

Dcm_MainFunction

Dcm_PduR

PduR ComM

Dem

PduR_General

CallbackDCMRequestServices

SecurityAccess_<LEVEL>

ServiceRequestIndication

BswM

Dlt

NvM

IoHwAb

Dcm_Roe

BswM_Dcm_RequestMode

NvM_WriteBlock

IoHwAb_Dcm

DataServices_DIDRange<range>

«configurable»

«configurable»

«mandatory»

«configurable»

«realize»

«configurable»

«realize»

«use» «realize»«realize»

«configurable»

«realize»
«mandatory»

«optional»

«optional»

«optional»

«configurable»

«configurable»
«configurable» «configurable»

«configurable»

«realize»

«optional»

«realize»

«realize»

«realize» «realize»«realize»

«realize»

 

Figure 3 Interaction of the DCM with other modules 

 Diagnostic Event Manager (DEM): The DEM module provides function to 
retrieve all information related to fault memory such that the DCM module is 
able to respond to tester requests by reading data from the fault memory. 
 Protocol Data Unit Router (PduR module): The PduR module provides 

functions to transmit and receive diagnostic data. Proper operation of the 
DCM module presumes that the PduR interface supports all service primitives 
defined for the Service Access Point (SAP) between diagnostic application 
layer and underlying transport layer (see ISO14229-1 [14] chapter 5. 
Application layer services). 
 Communication Manager (ComM): The ComM module provides functions 
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such that the DCM module can indicate the states “active” and “inactive” for 
diagnostic communication. The DCM module provides functionality to handle 

“Full-/ Silent-/ No-Communication”. 
Additionally, the DCM module provides the functionality to enable and disable 

yze the received 
diagnostic request data stream and handles all functionalities related to 

the communication requirements 

Diagnostic Communication if requested by the ComM module. 
 SW-C and RTE: The DCM module has the capability to anal

diagnostic communication such as protocol handling and timing. Based on the 
analysis of the request data stream the DCM module assembles the response 
data stream and delegates routines or IO-Control executions to SW-Cs .If any 
of the data elements or functional states cannot be provided by the DCM 
module itself the DCM requests data or functional states from SW-Cs via port-
interfaces or from other BSW modules through direct function-calls. 

 BswM: The BswM allows the DCM to request a mode change, e.g. in case of 
reset or session change 

5.1 File structure 

5.1.1 Code file structure 

[Dcm054] ⌈ The code file structure shall not be defined within the DCM SWS 

completely. At this point it shall be pointed out that the code-file structure shall 
include the following files named:  

 If single pre-compile const parameter file is implemented: Dcm_Cfg.c – for 
pre-compile const parameter 

 If multiple pre-compile const parameter file is implemented: 
Dcm<Implementation specific name>_Cfg.c – for pre-compile const parameter 

 If single link time configurable parameters file is implemented: Dcm_Lcfg.c – 
for link time configurable parameters 

 If multiple link time configurable parameter file is implemented: 
Dcm<Implementation specific name>_Lcfg.c – for link time configurable 
parameters 

 If single post build time configurable parameters file is implemented: 
Dcm_PBcfg.c – for post build time configurable parameters. 

 If multiple po mented: st build time configurable parameter file is imple
Dcm<Implementation specific name>_PBcfg.c – for post build time 
configurable parameters  

These files shall contain all link time and post-build time configurable 

ters.⌋(BSW00380, BSW00419, BSW00346, BSW158, BSW00370, parame

BSW00301)  
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«hea
Rte_Typ

der»
e.h

«header»
Std_Types.h

«header»
ComStack_Types.h

«includes» «includes»

«header»
MemMap.h

«header»
Dem.h

«header»
Dlt.h

«header»
Dcm.h

«header»
NvM.h

«source»
Dcm*.c

«header»
Dcm_Types.h

«hea
Rte_Dc

der»
m.h

«hea
Rte_Dcm_

der»
Type.h

«header»
SchM_Dcm.h

«header»
Dcm_Cbk.h

«header»
Dcm_Cfg.h

«head
ComM_Dc

er»
m.h

«header»
Det.h

«h ader»
cm.h

e
BswM_D

«header»
PduR_Dcm.h

«header»
IoHwAb_<ServiceComponentName>_Dcm.h

«source»
Dcm_PBcfg.c

«source»
Dcm_Lcfg.c

«source»
Dcm_Cfg.c

«header»
Dcm_Lcfg.h

«header»
Dcm_PBcfg.h

«includes»

«includes» «includes»

«includes»

«includes» «includes» «includes»

«includes»

«includes»

«includes»

«includes»

«includes»

«includes» «includes»

«includes»

«includes»

«includes»

«includes»
«includes»

«includes» «includes»«includes»

«includes,optional»

«includes»

«includes»

Figure 4: DCM module file structure 

5.1.2 Header file structure 

[Dcm0 in Figure 5 55] ⌈ The DCM module shall use the header file structure shown 

⌋(BSW00381, BSW00412, BSW00435, BSW00436, BSW00302) 
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 Dcm.h 

Dcm*.c 

includes 

Dcm_Cfg.h 

includes 

Rte_Dcm.h 

Includes 

includes 

SchM_Dcm.h 

MemMap.h 
includes 

Dcm_Cbk.h 

includes 

PduR_Dcm.h 

ComM_Dcm.h 

includes 

includes 

Dlt.h 

NvM.h 

IoHwAb_<ServiceComp
onentName_>Dcm.h 

BswM_DCM.h 

includes 

includes 

includes 

includes 

Dcm_Types.h 
includes 

Dcm_Cbk.h Dcm_Cbk.h 

Rte_Dcm_Type.h 

includes 

includes 

 
Figure 5: DCM module header file structure 

[Dcm110] ⌈ The file Dcm.h shall include the public interface of the DCM module. This 

file contains all types, functions and parameters that are visible to any SW-C.⌋()  

[Dcm107] ⌈ The implementation may be contained in one or multiple Dcm*.c files.⌋()  

[Dcm683] ⌈ The file Dcm_Types.h include all DCM type definition⌋()  

[Dcm108] ⌈ Any callbacks supplied by a SW-C shall be located in Rte_Dcm.h.⌋()  

Dcm750 ⌈The file Dcm.h shall include Rte_Dcm_Type.h to include the types which 

are common used by BSW Modules and Software Components. This file shall only 

contain types, that are not already defined in Rte_Dcm_Type.h.⌋() 

 
As shown in Figure 5 the DCM module header files are linked as followed: 

[Dcm109] ⌈ Dcm.c shall include SchM_Dcm.h.⌋()  

[Dcm332] ⌈ The DCM module shall include the file Dem.h.⌋()  
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[Dcm367]  ⌈ The DCM module shall perform Inter Module Checks to avoid the 

integration of incompatible files. The imported included files shall be checked by 
preprocessing directives.  
The following version numbers shall be verified: 
- <MODULENAME>_AR_RELEASE_MAJOR_VERSION 
- <MODULENAME>_AR_RELEASE_MINOR_VERSION 
If the values are not identical to the values expected, an error shall be 

reported.⌋(BSW004)  

 

5.1.3 Design Rules 

[Dcm550] ⌈ The DCM n C) shall conform to module’s source (as long as it is written i

the HIS subset of the MISRA C Standard.⌋() [Dcm551] ⌈ The DCM module’s source 

shall not use compiler and platform specific keywords ⌋(BSW00306)  

[Dcm552] ⌈ The DCM module’s source shall indicate all global data with read-only 

properties by explicitly assigning the keyword const. ⌋(BSW00309)  

[Dcm553] ⌈ The DCM module may use macros (instead of functions) where source 

code is used and runtime is critical.⌋(BSW00330)  

[Dcm554] ⌈ The DCM module shall not define global data in header files (If global 

variables have to be used, the definition should take place in the C file)⌋(BSW00308)  

[Dcm555] ⌈ The DCM module’s source shall not be processor and compiler 

dependent. 

⌋(BSW006)  
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6 Requirements traceability 

 

Requirement Satisfied by 

- Dcm235 

- Dcm107 

- Dcm597 

- Dcm093 

- Dcm435 

- Dcm470 

- Dcm407 

- Dcm520 

- Dcm240 

- Dcm231 

- Dcm550 

- Dcm568 

- Dcm518 

- Dcm211 

- Dcm646 

- Dcm253 

- Dcm655 

- Dcm356 

- Dcm752 

- Dcm618 

- Dcm574 

- Dcm692 

- Dcm196 

- Dcm379 

- Dcm398 

- Dcm118 

- Dcm706 

- Dcm114 

- Dcm654 

- Dcm707 

- Dcm145 

- Dcm272 

- Dcm420 

- Dcm159 
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- Dcm690 

- Dcm161 

- Dcm354 

- Dcm362 

- Dcm249 

- Dcm753 

- Dcm222 

- Dcm442 

- Dcm468 

- Dcm287 

- Dcm325 

- Dcm595 

- Dcm197 

- Dcm699 

- Dcm198 

- Dcm110 

- Dcm403 

- Dcm438 

- Dcm371 

- Dcm324 

- Dcm217 

- Dcm241 

- Dcm439 

- Dcm495 

- Dcm603 

- Dcm167 

- Dcm587 

- Dcm157 

- Dcm394 

- Dcm221 

- Dcm614 

- Dcm352 

- Dcm473 

- Dcm164 

- Dcm544 

- Dcm271 

- Dcm715 

- Dcm202 

- Dcm332 
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- Dcm008 

- Dcm567 

- Dcm160 

- Dcm610 

- Dcm133 

- Dcm094 

- Dcm129 

- Dcm566 

- Dcm647 

- Dcm440 

- Dcm121 

- Dcm640 

- Dcm488 

- Dcm483 

- Dcm688 

- Dcm656 

- Dcm606 

- Dcm612 

- Dcm653 

- Dcm192 

- Dcm321 

- Dcm085 

- Dcm590 

- Dcm123 

- Dcm541 

- Dcm527 

- Dcm641 

- Dcm681 

- Dcm718 

- Dcm151 

- Dcm578 

- Dcm437 

- Dcm153 

- Dcm137 

- Dcm084 

- Dcm620 

- Dcm399 

- Dcm651 

- Dcm701 

26 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

- Dcm602 

- Dcm256 

- Dcm558 

- Dcm345 

- Dcm260 

- Dcm684 

- Dcm255 

- Dcm436 

- Dcm716 

- Dcm336 

- Dcm049 

- Dcm463 

- Dcm539 

- Dcm149 

- Dcm679 

- Dcm594 

- Dcm469 

- Dcm627 

- Dcm148 

- Dcm632 

- Dcm611 

- Dcm397 

- Dcm511 

- Dcm601 

- Dcm622 

- Dcm218 

- Dcm490 

- Dcm642 

- Dcm720 

- Dcm698 

- Dcm236 

- Dcm556 

- Dcm494 

- Dcm607 

- Dcm257 

- Dcm608 

- Dcm154 

- Dcm195 

- Dcm048 
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- Dcm275 

- Dcm418 

- Dcm125 

- Dcm269 

- Dcm134 

- Dcm323 

- Dcm193 

- Dcm422 

- Dcm386 

- Dcm703 

- Dcm562 

- Dcm360 

- Dcm139 

- Dcm135 

- Dcm672 

- Dcm712 

- Dcm695 

- Dcm580 

- Dcm617 

- Dcm224 

- Dcm351 

- Dcm401 

- Dcm112 

- Dcm769 

- Dcm334 

- Dcm052 

- Dcm163 

- Dcm561 

- Dcm128 

- Dcm604 

- Dcm626 

- Dcm346 

- Dcm645 

- Dcm395 

- Dcm570 

- Dcm659 

- Dcm660 

- Dcm113 

- Dcm344 
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- Dcm358 

- Dcm302 

- Dcm443 

- Dcm117 

- Dcm702 

- Dcm512 

- Dcm166 

- Dcm387 

- Dcm259 

- Dcm311 

- Dcm708 

- Dcm433 

- Dcm680 

- Dcm120 

- Dcm729 

- Dcm156 

- Dcm521 

- Dcm540 

- Dcm529 

- Dcm489 

- Dcm165 

- Dcm719 

- Dcm131 

- Dcm530 

- Dcm251 

- Dcm467 

- Dcm691 

- Dcm115 

- Dcm416 

- Dcm481 

- Dcm589 

- Dcm132 

- Dcm517 

- Dcm492 

- Dcm671 

- Dcm392 

- Dcm119 

- Dcm258 

- Dcm697 
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- Dcm670 

- Dcm342 

- Dcm609 

- Dcm710 

- Dcm624 

- Dcm337 

- Dcm673 

- Dcm682 

- Dcm588 

- Dcm109 

- Dcm687 

- Dcm652 

- Dcm169 

- Dcm405 

- Dcm201 

- Dcm402 

- Dcm152 

- Dcm396 

- Dcm677 

- Dcm621 

- Dcm372 

- Dcm569 

- Dcm689 

- Dcm232 

- Dcm605 

- Dcm162 

- Dcm563 

- Dcm581 

- Dcm571 

- Dcm644 

- Dcm127 

- Dcm462 

- Dcm147 

- Dcm146 

- Dcm705 

- Dcm683 

- Dcm377 

- Dcm579 

- Dcm297 
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- Dcm557 

- Dcm223 

- Dcm700 

- Dcm254 

- Dcm419 

- Dcm491 

- Dcm560 

- Dcm713 

- Dcm150 

- Dcm108 

- Dcm170 

- Dcm373 

- Dcm619 

- Dcm639 

- Dcm565 

- Dcm203 

- Dcm409 

- Dcm704 

- Dcm678 

- Dcm237 

- Dcm474 

- Dcm178 

- Dcm349 

- Dcm300 

- Dcm623 

- Dcm204 

- Dcm126 

- Dcm404 

- Dcm694 

- Dcm685 

- Dcm543 

- Dcm350 

- Dcm613 

- Dcm696 

- Dcm333 

- Dcm228 

- Dcm616 

- Dcm168 

- Dcm528 
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- Dcm564 

- Dcm599 

- Dcm039 

- Dcm493 

- Dcm669 

- Dcm628 

- Dcm674 

- Dcm711 

- Dcm686 

- Dcm122 

- Dcm111 

- Dcm081 

- Dcm238 

- Dcm482 

- Dcm415 

- Dcm400 

- Dcm714 

- Dcm638 

- Dcm600 

- Dcm668 

- Dcm273 

- Dcm444 

- Dcm516 

- Dcm353 

- Dcm643 

- Dcm155 

- Dcm434 

- Dcm423 

- Dcm598 

- Dcm136 

- Dcm709 

- Dcm225 

- Dcm092 

- Dcm307 

- Dcm751 

- Dcm408 

BSW Dcm999 

BSW003 Dcm335 

BSW00301 Dcm054 
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BSW00302 Dcm055 

BSW00306 Dcm551 

BSW00307 Dcm999 

BSW00308 Dcm554 

BSW00309 Dcm552 

BSW00310 Dcm548 

BSW00314 Dcm999 

BSW00318 Dcm335 

BSW00321 Dcm999 

BSW00323 Dcm043 

BSW00326 Dcm999 

BSW00327 Dcm364 

BSW00328 Dcm999 

BSW00330 Dcm553 

BSW00331 Dcm364 

BSW00334 Dcm999 

BSW00336 Dcm999 

BSW00337 Dcm041, 
Dcm012 

BSW00338 Dcm042, 
Dcm040 

BSW00339 Dcm999 

BSW00341 Dcm999 

BSW00342 Dcm999 

BSW00346 Dcm054 

BSW00347 Dcm999 

BSW00350 Dcm042 

BSW00353 Dcm549 

BSW00358 Dcm037 

BSW00361 Dcm999 

BSW00369 Dcm044 

BSW00370 Dcm054 

BSW00373 Dcm053 

BSW00374 Dcm335 

BSW00375 Dcm999 

BSW00376 Dcm053 

BSW00378 Dcm999 

BSW00379 Dcm335 

BSW00380 Dcm054 

BSW00381 Dcm055 
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BSW00383 Dcm999 

BSW00385 Dcm999 

BSW00386 Dcm999 

BSW00387 Dcm999 

BSW004 Dcm367 

BSW00406 Dcm999 

BSW00407 Dcm065 

BSW00409 Dcm999 

BSW00412 Dcm055 

BSW00413 Dcm999 

BSW00414 Dcm037 

BSW00415 Dcm999 

BSW00416 Dcm999 

BSW00417 Dcm999 

BSW00419 Dcm054 

BSW00422 Dcm999 

BSW00423 Dcm999 

BSW00424 Dcm053 

BSW00425 Dcm999 

BSW00426 Dcm999 

BSW00427 Dcm999 

BSW00428 Dcm999 

BSW00429 Dcm999 

BSW00432 Dcm999 

BSW00433 Dcm999 

BSW00435 Dcm055 

BSW00436 Dcm055 

BSW00437 Dcm999 

BSW00438 Dcm037 

BSW00439 Dcm999 

BSW00440 Dcm999 

BSW00442 Dcm043, 
Dcm485, 
Dcm484, 
Dcm487, 
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BSW00445 Dcm999 

BSW00446 Dcm999 

BSW00447 Dcm999 

BSW00450 Dcm593 

BSW00453 Dcm999 

BSW00455 Dcm999 

BSW005 Dcm999 

BSW006 Dcm555 

BSW010 Dcm999 

BSW04001 Dcm421, 
Dcm243, 
Dcm246, 
Dcm244, 
Dcm245, 
Dcm414, 
Dcm417, 
Dcm411, 
Dcm410 

BSW04003 Dcm030 

BSW04005 Dcm020, 
Dcm252 

BSW04006 Dcm022, 
Dcm250 

BSW04010 Dcm299, 
Dcm298, 
Dcm295, 
Dcm296, 
Dcm293, 
Dcm393, 
Dcm383, 
Dcm384, 
Dcm385, 
Dcm388, 
Dcm389, 
Dcm289, 
Dcm284, 
Dcm286, 
Dcm279, 
Dcm330, 
Dcm441, 
Dcm304, 
Dcm466, 
Dcm465, 
Dcm464, 
Dcm376, 
Dcm378, 
Dcm476, 
Dcm475, 
Dcm478, 
Dcm380, 
Dcm381, 
Dcm382, 
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Dcm248, 
Dcm406, 
Dcm007, 
Dcm004, 
Dcm005, 
Dcm413, 
Dcm412 

BSW04011 Dcm338, 
Dcm339, 
Dcm340 

BSW04015 Dcm144 

BSW04016 Dcm024 

BSW04017 Dcm028, 
Dcm038 

BSW04019 Dcm547 

BSW04020 Dcm001, 
Dcm200 

BSW04033 Dcm496, 
Dcm499, 
Dcm505, 
Dcm502, 
Dcm504, 
Dcm503 

BSW04058 Dcm077, 
Dcm295, 
Dcm296, 
Dcm293, 
Dcm393, 
Dcm383, 
Dcm384, 
Dcm385, 
Dcm388, 
Dcm389, 
Dcm279, 
Dcm465, 
Dcm378, 
Dcm476, 
Dcm475, 
Dcm382, 
Dcm004, 
Dcm005 

BSW04065 Dcm004, 
Dcm005 

BSW04067 Dcm293, 
Dcm378 

BSW04079 Dcm441 

BSW04082 Dcm421, 
Dcm243, 
Dcm246, 
Dcm244, 
Dcm245, 
Dcm414, 
Dcm417, 
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Dcm411, 
Dcm410 

BSW04098 Dcm592, 
Dcm533, 
Dcm532, 
Dcm531, 
Dcm537, 
Dcm536, 
Dcm535 

BSW04100 Dcm582, 
Dcm522, 
Dcm524, 
Dcm523, 
Dcm526, 
Dcm525 

BSW101 Dcm034, 
Dcm033, 
Dcm037, 
Dcm036 

BSW158 Dcm054 

BSW159 Dcm999 

BSW161 Dcm999 

BSW162 Dcm999 

BSW164 Dcm999 

BSW168 Dcm999 

BSW170 Dcm999 

BSW172 Dcm999 

 
 

6.1 Document: General requirements on Basic Software 
modules: 

 
Functional General Requirements  
Requirement Satisfied by 
Configuration -- 
[BSW00344] Reference to link-time configuration Fulfilled by chapter 10 
[BSW00404] Reference to post build time configuration Fulfilled by chapter 10 
[BSW00405] Reference to multiple configuration sets Fulfilled by chapter 10 
[BSW00345] Pre-compile-time configuration Fulfilled by chapter 10 
[BSW159] Tool-based configuration Not applicable  

[BSW167] Static configuration checking 
Requirement on configuration 
tool  

[BSW171] Configurability of optional functionality Fulfilled by chapter 10 
[BSW170] Data for reconfiguration of AUTOSAR SW-
Components  Not applicable  
[BSW00380] Separate C-Files for configuration parameters Dcm054 
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[BSW00419] Separate C-Files for pre-compile time 
configuration parameter Dcm054s  
[BSW00381] Separate configuration header file for pre-
compil eters Dcm055e time param    
[BSW00412] Separate H-File for configuration parameters Dcm055 
[BSW00383] List dependencies of configuration files Not applicable  
[BSW00384] List dependencies to other modules Fulfilled by chapter 5 
[BSW00387] Specify the configuration class of callback 
function Not applicable 
[BSW00388] Introduce containers Fulfilled by chapter 10 
[BSW00389] Containers shall have names Fulfilled by chapter 10 
[BSW00390] Parameter content shall be unique within the 
module Fulfilled by chapter 10 
[BSW00391] Parameter shall have unique names Fulfilled by chapter 10 
[BSW00392] Parameters shall have a type Fulfilled by chapter 10 

[BSW00393] Parameters shall have a range 
Fulfilled by chapter 10.2 to 
10.5 

[BSW00394] Specify the scope of the parameters N/A 
[BSW00395] List the required parameters (per parameter)  Fulfilled by chapter 10 
[BSW00396] Configuration classes  Dcm171, Dcm172, Dcm173 
[BSW00397] Pre-compile-time parameters  Fulfilled by chapter 10 
[BSW00398] Link-time parameters  Fulfilled by chapter 10 
[BSW00399] Loadable Post-build time parameters  Fulfilled by chapter 10 
[BSW00400] Selectable Post-build time parameters  Fulfilled by chapter 10 
[BSW00438] Post Build Configuration Data Structure Dcm037 
[BSW00402] Published information Fulfilled by chapter 10 
Wake-Up -- 
[BSW00375] Notification of wake-up reason  Not applicable  
Initialization -- 

[BSW101] Initialization interface  
Dcm033, Dcm034; Dcm035, 
Dcm036, Dcm037 

[BSW00416] Sequence of Initialization  Not applicable 
[BSW00406] Check module initialization  Not applicable 
[BSW00437] NoInit–Area in RAM  Not applicable 
Normal Operation -- 
[BSW168] Diagnostic Interface of SW components  Not applicable  
[BSW00407] Function to read out published parameters  Dcm065 
[BSW00423] Usage of SW-C template to describe BSW 

 Not applicable modules with AUTOSAR Interfaces 
[BSW00424] BSW main processing function task allocation Dcm053 
[BSW00425] Trigger conditions for schedulable objects  t applicable No
[BSW00426] Exclusive areas in BSW modules  Not applicable 
[BSW00427] ISR description for BSW modules  Not applicable 
[BSW00428] Execution order dependencies of main 
processing functions Not applicable 
[BSW00429] Restricted BSW OS functionality access Not applicable 
[BSW00432] Modules should have separate main processing 

mit data path  pplicable functions for read/receive and write/trans Not a
[BSW00433] Calling of main processing functions Not applicable 
[BSW00450] Main Function Processing for Un-Initialize
Module 

d 
Dcm593 

[BSW00442] Debugging Support in Modules 
Dcm043, Dcm484, Dcm485, 
Dcm486, Dcm487, Dcm506, 
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Dcm507, Dcm508, Dcm509 
Shutdown Operation -- 
[BSW00336] Shutdown interface  Not applicable 
Fault Operation and Error Detection -- 
[BSW00337] Classification of errors Dcm012, Dcm041 
[BSW00338] Detection and Reporting of development errors Dcm040, Dcm042 
[BSW00369] Do not return development error codes via API Dcm044 
[BSW00339] Reporting of production relevant error status Not applicable 
[BSW00422] Debouncing of production relevant error status Not applicable 
[BSW00417] Reporting of Error Events by Non-Basic 
Software Not applicable 
[BSW00323] API parameter checking Dcm043 
[BSW004] Version check Dcm367 
[BSW00409] Header files for production code error IDs Not applicable 
[BSW00385] List possible error notifications Not applicable 
[BSW00386] Configuration for detecting an error Not applicable 
[BSW00455] Implementation Conformance Class 1 and 2 

pplicable (ICC1 and ICC2) Guidelines  Not a
Non-functional Requirements -- 
Software Architecture Requirements -- 

Not applicable [BSW161] Microcontroller abstraction  
Not applicable [BSW162] ECU layout abstraction  
Not applicable [BSW005] No hard coded horizontal interfaces within MCAL  
Not applicable [BSW00415] User dependent include files  

Software Integration Requirements -- 
[BSW164] Implementation of interrupt service routines Not applicable 
[BSW00325] Runtime of interrupt service routines  plementation specific Im
[BSW00326] Transition from ISRs to OS tasks Not applicable 
[BSW00342] Usage of source code and object code  t applicable No

Fulfilled by chapter 10.2 to 
10.5 [BSW00343] Specification and configuration of time  

[BSW160] Human-readable configuration data  
ter DCM in 
 

Fulfilled by chap
the ECUC SWS

[BSW00453] Harmonization of BSW Modules  Not applicable 
Software Module Design Requirements -- 
Software quality -- 
[BSW007] HIS MISRA C Implementation specific 
Naming conventions 
Requirement Satisfied by 
[BSW00300] Module naming convention Fulfilled by API definitions in 

chapter 8 
[BSW00413] Accessing instances of BSW modules Not applicable.  

(Only 1 instance of Dcm 
allowed) 

[BSW00347] Naming separation of different instances of BSW Not applicable.  
drivers (For driver only.) 
[BSW00441] Enumeration literals and #define naming convention Fulfilled by chapter 8.2 Type 

Definitions 
[BSW00305] Self-defined data types naming convention Fulfilled by type definitions in 

chapter 8 
[BSW00307] Global variables naming convention Not applicable 

al variables are (no glob
specified for this module) 

[BSW00310] API naming convention Dcm548 
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[BSW00373] Main processing function naming convention Dcm053 
[BSW00327] Error values naming convention 364Dcm  
[BSW00335] Status values naming convention  definitions in Fulfilled by API

pter 8 cha
[BSW00350] Development error detection keyword Dcm042 
[BSW00408] Configuration parameter naming convention Fulfilled by configurat

0 
ion chapter 

[BSW00410] Compiler switches shall have defined values Fulfilled by configuration chapter 
0 

[BSW00411] Get version info keyword Fulfilled by configuration chapter 
0 

 
 
Module file structure 
 
Requirement Satisfied by 
[BSW00346] Basic set of module files Dcm054 
[BSW158] Separation of configuration from 
implementation 

Dcm054 

[BSW00314] Separation of interrupt frames and Not applicable 
(this module does not provide any ISRs) service routines 

[BSW00370] Separation of callback interface Dcm054 
from API 
[BSW00435] Header File Structure for the Basic 
Software Scheduler 

Dcm055 

[BSW00436] Module Header File Structure for Dcm055 
the Basic Software Memory Mapping 
[BSW00447] Standardizing Include file structure Not applicable. Imp irement lementation requ
of BSW Modules Implementing Autosar Service 
 
 
Standard header files 
 
Requirement Satisfied by 
[BSW00348] Standard type header See Section 8.1 
[BSW00353] Platform specific type header Dcm549 
[BSW00361] Compiler specific language Not applicable 

(requirement on implementation, not on 
specification) 

extension header 

 
 
Module Design 
 
Requirement Satisfied by 
[BSW00301] Limit imported information Dcm054 
[BSW00302] Limit exported information Dcm055 
[BSW00328] Avoid duplication of code Not applicable 

(requirement on implementation, not on 
specification) 

[BSW00312] Shared code shall be reentrant Fulfilled by API definitions in chapter 8 
[BSW006] Platform independency Dcm555 
[BSW00439] Declaration of interrupt handlers Not applicable 

 and ISRs 
[BSW00448] Module SWS shall not contain 
requirements from Other Modules 

Fulfilled by the wh
 

ole document 

[BSW00449]  BSW Service APIs used by Fulfilled by chapte onfigurable Interfaces r 8.7.3 1 C
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Autosar Application Software shall return a 
Std_ReturnType 
 
 
Types and keywords 
 
Requirement Satisfied by 
[BSW00357] Standard API return type Fulfilled by API definitions in chapter 8 
[BSW00377] Module Specific API return type Fulfilled by API definitions in chapter 8 
[BSW00304] AUTOSAR integer data types Fulfilled by API definitions in chapter 8 
[BSW00355] Do not redefine AUTOSAR integer 

ata types 
Fulfilled by API definitions in chapter 8 

d
[BSW00378] AUTOSAR Boolean type Not applicable (Not used) 
[BSW00306] Avoid direct use of compiler and 

latform specific keywords 
Dcm551 

p
Global data 
 
Requirement Satisfied by 
[BSW00308] Definition of global data Dcm554 
[BSW00309] Global data with read-only Dcm552 
constraint 
 
 
Interface and API 
 
Requirement Satisfied by 
[BSW00371] Do not pass function pointers via 

PI 
Fulfilled by API definitions in chapter 8 

A
[BSW00358] Return type of init() functions Dcm037 
[BSW00414] Parameter of init function Dcm037 
[BSW00376] Return type and parameters of 

ain processing functions 
Dcm053 

m
[BSW00359] Return type of callback functions  definitions in chapter 8 Fulfilled by API
[BSW00360] Parameters of callback functions finitions in chapter 8 Fulfilled by API de
[BSW00440] Function prototype for callback 

on implementation, not on 
Not applicable 

functions of AUTOSAR Services (requirement 
specification) 

[BSW00329] Avoidance of generic interfaces Fulfilled by API definitions in chapter 8 
[BSW00330] Usage of macros instead of 

nctions 
Dcm553 

fu
[BSW00331] Sepa
values 

ration of error and status Dcm364 

 
Safety Related Requirements  

efensive 
 
[BSW00443] Enabling / disabling d Not applicable 
behavior of BSW 
[BSW00444] Error reporting and logging for Not applicable 
defensive behavior of BSW 
[BSW00445]  Protection against untimely call of Not applicable 
BSW initialization 
[BSW00446]  Protection against untimely call of 
BSW de-in

Not applicable 
itialization 
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Software Documentation Requirements  
 
Requirement Satisfied by 
[BSW009] Module User Documentation Fulfilled by the whole document 
[BSW00401] Documentation of multiple 

stances of configuration parameters 
Fulfilled by configuration chapter 0 

in
[BSW172] Compatibility and documentation of Not applicable. 
scheduling strategy (There is no scheduler in the DCM) 
BSW010] Memory resource documentation Not applicable. 

(requirement on implementation, not on 
specification) 

[BSW00333] Documentation of callback function Fulfilled by API definitions in chapter 8 
context 
[BSW00374] Module vendor identification Dcm335 
[BSW00379] Module identification Dcm335 
[BSW003] Version identification Dcm335 
[BSW00318] Format of module version Dcm335 
[BSW00321] Enumeration of module version Not applicable. 

on implementation, not on 
ion) 

numbers (requirement 
specificat

[BSW00341] Microcontroller compatibility 
documentation 

able. 
(requirement on implementation, not on 
specification) 

Not applic

[BSW00334] Provision of XML file Not applicable. 
(requirement on implementation, not on 
specification) 

6.2 Document: AUTOSAR requirements on Basic Software, 
cluster Diagnostic 

 
Requirements on Basic Software Module Diagnostic  
Requirement Satisfied by 
General --  
[BSW04010] Interface between Diagnostic service handling and Dcm007
Diagnostic event (error) management 

, Dcm247, 
Dcm005, Dcm248, 
Dcm376, Dcm293, 
Dcm378, Dcm380, 
Dcm381, Dcm295, 
Dcm296, Dcm478, 
Dcm475, Dcm476, 
Dcm479, Dcm382, 
Dcm480, Dcm298, 
Dcm299, Dcm383, 
Dcm384, Dcm385, 
Dcm441, Dcm429, 
Dcm430 Dcm431 
Dcm388, Dcm389, , 
Dcm393, Dcm466, 
Dcm464, Dcm465, 
Dcm519, Dcm304, 
Dcm406, Dcm279, 
Dcm280, Dcm284, 
Dcm278, Dcm286, 
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Dcm289, Dcm412, 
Dcm330, Dcm004, 
Dcm413 

[BSW04082] Support of ISO15031-5 and SAE 3 J1979 Dcm24 , Dcm244, 
Dcm245, Dcm410, 
Dcm411, Dcm246, 
Dcm414, Dcm417, 
Dcm421 

Diagnostic communication management (DCM) -- 
[BSW04007] Provide Diagnostic service handling Fulfilled by Section 7.4 
[BSW04021] Switch diagnostic communication access Dcm015 
[BSW04032] Support of different diagnostic addresses Dcm770_Conf, 

Dcm772_Conf 
[BSW04058] Access to different event (fault)  Dcm077memories , Dcm005, 

Dcm293, Dcm378, 
Dcm295, Dcm296, 
Dcm475, Dcm476, 
Dcm382, Dcm383, 
Dcm384, Dcm385, 
Dcm429, Dcm388, 
Dcm389, Dcm390, 
Dcm393, Dcm465, 
Dcm279, Dcm004 

[BSW04065] Clearing of events or event groups Dcm005, Dcm004 
[BSW04067] Counting and evaluation of events according to ISO 
14229-1 DTCStatusMask 

Dcm293, Dcm378 

[BSW04097] Decentralized modular diagnostic configuration of 
SW-Cs 

Fulfilled by chapter 
8.7.3 Configurable 
Interfaces 

[BSW04000] Support Diagnostic Standard UDS (ISO14229-1) Fulfilled by the whole 
document 

[BSW04001] Support Diagnostic Standard OBD (ISO15031-5) Dcm243, Dcm244, 
Dcm245, Dcm410, 

411Dcm , Dcm246, 
Dcm414, Dcm417, 
Dcm421 

[BSW04005] SecurityAccess level handling is managed by DCM Dcm252, Dcm020 
[BSW04006] Session handling is managed by DCM Dcm022, Dcm250 
[BSW04016] Provision of Busy Handling  Dcm024 
[BSW04019] Application callback after transmit confirmation Dcm547 

[BSW04020] Suppression of Responses Dcm001, Dcm200 
[BSW04033] Upload/Download services for data handling Dcm496, Dcm499, , 

Dcm502, Dcm503, 
Dcm504, Dcm505 

[BSW04036] Format checking of diagnostic services Dcm272_Conf, 
Dcm273_Conf, 
Dcm071_Conf, 
Dcm074_Conf 

BSW04098 Standard bootloader interaction Dcm531, Dcm532, 
Dcm533, Dcm535, 
Dcm538, Dcm536, 
Dcm537 , Dcm592 
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BSW04100 DLT debug interface using diagnostic services 
22

Fulfilled by ROE 
requirements: Dcm5 , 
Dcm523,  Dcm524, 
Dcm525, Dcm526 
Dcm582 

Timing Requirements -- 
[BSW04015] Provision of timing handling according to ISO15765-3 Dcm027, Dcm143, 

Dcm144, Dcm311, 
m750_ConfDc  

Resource Usage -- 
[BSW04017] Provide optimized buffer handling Dcm028, Dcm038, 

Dcm775_Conf 
Interface and API -- 
[BSW04078] Interface to fault memory, fault status Chapter 8 
[BSW04011] Provide diagnostic state information Dcm338, Dcm339, 

Dcm340 
[BSW04003] Interface to PDU Router shall be network 
independent 

Dcm030 

[BSW04079] The size of a FreezeFrame shall be reported to the 
DCM by the DEM 

Dcm441 

Configuration -- 
[BSW04059] Configuration of timing parameter Dcm031_Conf 
[BSW04024] Configurable size of transferred data Dcm739_Conf 
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7 Functional specification 

7

7 odule 

To define the functionality of the DCM module, The DCM SWS models the DCM 
module as consisting of the following submodules: 

odule: The DSL submodule ensures 

nd manage ostic states 

 
a stream of diagnostic data. The submodule: 

uest over a network and forwards it to a 

 Transmits a diagnostic response over a network when triggered by the 
data processor (e.g. by the DSP submodule). 

 Diagnostic Service Processing (DSP) submodule: The DSP submodule 
handles the actual diagnostic service (respectively subservice) requests. 

The next graphic gives an overview of the interfaces between the submodules DSP, 
DSD, and DSL within the DCM module. 

 
 

.1 General design elements 

.1.1 Submodules within the DCM m

 Diagnostic Session Layer (DSL) subm
data flow concerning diagnostic requests and responses, supervises and 
guarantees diagnostic protocol timing a s diagn
(especially diagnostic session and security). 

 Diagnostic Service Dispatcher (DSD) submodule: The DSD submodule 
es process

 Receives a new diagnostic req
data processor. 
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Figure 6 Possible interaction between the submodules in the DCM 

Note: The implementation of these submodules and the interfaces between them is 
not mandatory. They are introduced only to improve the readability of the 
specification.  

7.1.2 Negative Response Code (NRC) 

The standards defining the UDS Services and OBD Services define the negative 
response codes (NRCs). 
The DCM SWS uses these NRCs in the interfaces between the DCM and other BSW 
modules and the SW-Cs.  These NRCs are defined in the data type 
Dcm_NegativeResponseCodeType. 
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7.2 Diagnostic Session Layer (DSL) 

7.2.1 Introduction 

[Dcm030] ⌈ All functional areas of the DSL submodule shall be in conformance with 

the specifications ISO14229-1 [14] and the network-independent part of ISO15765-3 

[17].⌋(BSW04003)  

There is no network-dependent functional area in the DSL submodule. Within the 
configuration, some parameters can be set dependent on the network. 

7.2.2 Use cases 

The DSL submodule provides the following functionalities: 
 Session handling (as required by ISO14229-1 [14] and ISO 15765-3 [17]), 
 Application layer timing handling (as required by ISO14229-1 [14] and ISO 

15765-3 [17]), 
 Specific response behavior (as required by ISO14229-1 [14] and ISO 15765-3 

[17]). 

7.2.3 Inter

 module provides data of incoming diagnostic requests. 
 The DSL submodule triggers output of diagnostic responses. 

 DSD submodule 
 submodule about incoming requests 

and provides the data. 

module. The DSL submodule provides access to security 

ees the communication behavior required by 

7.2.4  Functional description 

7.2.4.1 Overview 

 
The DSL submodule provides the following functionality: 

action with other modules 

The DSL has the following interaction with other modules: 
 PduR module 

 PduR

 The DSL submodule informs the DSD

 The DSD submodule triggers output of diagnostic responses. 
 SW-Cs / DSP sub

and session state. 
 ComM module 

 The DSL submodule guarant
the ComM module 
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Request Handling 
- Forward requests from the PduR module to the DSD submodule. 
- Concurrent “TesterPresent” (“keep alive logic”). 

Response Handling 
es from the DSD submodule to the PduR module. 

- Guarantee response timing to tester. 
- Support of periodic transmission. 

ling 

- Keep track of active non-default sessions. 
ng timings. 
andling 

Co

The PduR module indicates the DCM module whenever a reception of new 
 which is assigned to the 

DCM module. This is done by calling , which inform the 
DCM to reject the 
recept  ther call to 
Dcm_CopyRxData request the DCM module to copy the data from the provided 
buffer 
If the reception of a diagnostic request is finished (successful or with errors) the 
PduR cation to the 
DC

- Forward respons

- Support of ResponseOnEvent (ROE) transmission. 
- Support of segmented response. 
- Support of ResponsePending response triggered by the application. 

Security Level Hand
- Manage security level. 

Session State Handling 
- Manage session state. 

- Allows modifyi
Diagnostic Protocol H

- Handling of different diagnostic protocols. 
- Manage resources. 
mmunication Mode Handling 
- Handling of communication requirements (Full- / Silent- / No Communication). 

Indicating of ac- tive / inactive diagnostic. 
- Enabling / disabling all kinds of diagnostic transmissions.  

7.2.4.2 Forward requests from the PduR module to the DSD submodule 

diagnostic request content is started on a DcmRxPduId,
Dcm_StartOfReception()

module of the data size to be received and allows the DCM 
ion if the data size overflow its buffer size. The fur

to the DCM buffer. 

module will call Dcm_TpRxIndication() to give a receive indi
M module. 

[Dcm111] ⌈ The DSL submodule shall forward received data to the DSD submodule 

only af  ter a call of Dcm_TpRxIndication() with parameter Result = NTFRSLT_OK 

(see Dcm093).⌋()  
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[Dcm241] ⌈ As soon as a request message is received (after a call of 

Dc T Dcm093m_ pRxIndication() with parameter Result = NTFRSLT_OK (see ) 
and until a call to Dcm_TpTxConfirmation() (see Dcm351) for the associated Tx-
Dcm dP uId), the DSL submodule shall block the corresponding DcmPduId. During the 
processing of this request, no other request of the same protocol type (e.g. an 
enhanced session can be ended by a OBD session) can be received, until the 

corresponding response message is sent and the DcmPduId is released again.⌋()  

Mo  d nd in the 
duR module (see [2]). 

It is allowed to have different DcmPduIds for different diagnostic communication 
e: 

eception of OBD requests, 
 responses, 

r reception of UDS physically addressed requests, 
: for reception of UDS functionally addressed 

nsmission of UDS responses. 
 

con u  
possible because there will always be different
and h  the Transport Layer 
(extended addressing, normal addressing). 

re escriptions of the APIs (prototype, input/output parameter) can be fou
interface description of P

applications. For exampl
 OBD DcmRxPduId: for r
 OBD DcmTxPduId: for transmission of OBD
 UDS phys DcmRxPduId: fo
 UDS func DcmRxPduId

requests, 
 UDS DcmTxPduId: for tra

Address type (physical/functional addressing) is configured per DcmRxPduId (see 
fig ration parameter DcmDslProtocolRx). A configuration per DcmRxPduId is

 DcmRxPduId values for functional 
 p ysical receptions, independent of the addressing format of

7.2.4.3 Concurrent “TesterPresent” (“keep alive logic”) 

It is possible, that functional “TesterPresent” commands are sent by the tester in 
parallel to physical requests/responses. This is called “keep alive logic” in ISO14229-
1 [14]. This functional “TesterPresent” will be received on a separate DcmRxPduId 
(UDS func DcmRxPduId) with a separate receive buffer. Due to that reason, the 
functional TesterPresent (and only functional TesterPresent without response) is 
handled in the following way: 

[Dcm112] ⌈ When the PduR module calls Dcm_TpRxIndication() with parameter 

Result=NTFRSLT_OK (see Dcm093) and if the request is a “TesterPresent” 
command with “suppressPosRspMsgIndicationBit” set to TRUE (SID equal to 0x3E, 
subfunction equal to 0x80), the DSL submodule shall reset the session timeout timer 

(S3Server).⌋()  

[Dcm113] ⌈ When the PduR module calls Dcm_TpRxIndication() with parameter 

Result = NTFRSLT_OK (see Dcm093) and if the request is a “TesterPresent” 
command with “suppressPosRspMsgIndicationBit” set to TRUE (SID equal to 0x3E, 
subfunction equal to 0x80), the DSL submodule shall not forward this request to the 

DSD submodule for further interpretation.⌋()  
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Rationale for Dcm113: Because of bypassing the functional “TesterP
DSL submodule, the DCM module is able to receive and process next physic
requests without any delay. 

7.2.4.4 Forward responses from the DSD submodule to the PduR module

resent” in the 
al 

 

[Dcm114] ⌈ The DSD submodule shall request the DSL submodule for transmission 

of responses.⌋()  

[Dc 1m 15] ⌈ When the diagnostic response is ready the DSL submodule shall trigger 

the transmission of the diagnostic response to the PduR module by calling 

Pd _

 
 

led PduR_DcmTransmit(), the PduR 
module will call Dcm_ CopyTxData() to request the DCM module to provide the 
data to be transmitted and will call  after the complete 

 

uR DcmTransmit().⌋()  

Responses are sent with the DcmTxPduId, which is linked in the DCM module 
configuration to the DcmRxPduId, i.e. the ID the request was received with (see 
configuration parameter DcmDslProtocolTx)  
Within PduR_DcmTransmit() only the length information is given to the PduR 
module. After the DCM module has cal

Dcm_TpTxConfirmation()
PDU has successfully been transmitted or an error occurred.

[Dcm117] ⌈ If the DSL submodule receives a confirmation after the complete DCM 

PDU has successfully been transmitted or an error occurred by a call of 
Dcm_TpTxConfirmation(), then the DSL submodule shall forward this 

confirmation to the DSD submodule.⌋()  

[Dcm118] ⌈ In case of a failed transmission (failed PduR_DcmTransmit() request) 

or error confirmation (Dcm_TpTxConfirmation() with error), the DSD submodule 

shall not repeat the diagnostic response transmission.⌋()  

More descriptions of the APIs (prototype, input/output parameter) can be found in the 
interface description of the PduR module (see [2]). 
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7.2.4.5 Guarantee timing to tester by sending busy responses 

[Dcm024] ⌈ If the Application (or the DSP submodule) is able to perform a requested 

diagnostic task, but needs additional time to finish the task and prepare the 
response, then the DSL submodule shall send a negative response with NRC 0x78 
(Response pending) when reaching the response time (DcmTimStrP2ServerAdjust 

respectively DcmTimStrP2StarServerAdjust).⌋(BSW04016)  

Rationale for Dcm024: The DSL submodule guarantees the response timing to 
tester. 

[Dcm119] ⌈ The DSL submodule shall send negative responses as required in 

Dcm024 from a separate buffer.⌋()  

Rationale for Dcm119: This is needed in order to avoid overwriting the ongoing 
rocessing of requests, e.g. the application already prepared response contents in p

the diagnostic buffer. 
The number of negative responses with NRC 0x78 (Response pending) for one 
diagnostic request is limited by the configuration parameter 
DcmDslDiagRespMaxNumRespPend. This avoids deadlocks in the Application. 

[Dcm120] ⌈ If the number of negative responses for a requested diagnostic tasks 

(see Dcm024) reaches the value defined in the configuration parameter 
DcmDslDiagRespMaxNumRespPend, the DCM module shall stop processing the 
active diagnostic request, inform the application or BSW (if this diagnostic task 
implies the call to a SW-C interface or a BSW interface) by setting OpStatus 
parameter, of active port interface, to DCM_CANCEL and shall send a negative 

response with NRC 0x10 (General reject).⌋()  

7.2.4.6 Support of periodic transmission 

 
 

TYPE1 = messages on the DcmTxPduId already used for normal diagnostic 

The UDS service ReadDataByPeriodicIdentifier (0x2A) allows the tester to request
the periodic transmission of data record values from the ECU identified by one or
more periodicDataIdentifiers. 

responses. 

[Dcm121] ⌈ If a pending message for normal diagnostic responses (higher priority) 

exists, then the DSL submodule shall wait for the transmission confirmation (Call to 
Dcm_TpTxConfirmation()) for this normal diagnostic response before sending 

the periodic transmission message.⌋()  

TYPE2 = messages on a separate DcmTxPduId. 
This type of information can be configured in DcmDslProtocolTransType. 
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In case of TYPE2, the separate DcmPduId can be configured in 
DcmDslPeriodicTxPduRef  

[Dcm122] ⌈ The DCM module shall send responses for periodic transmissions using 

a separate protocol and a separate buffer of configurable size.⌋()  

The DcmDslPeriodicTranmissionConRef configuration parameter allows linkin
the protocol used to receive the periodic transmission reque

g  
st / transmit the periodic 

transmission response to the protocol used for the transmission of the periodic 

 transmission protocol. 
The DCM module respects several restrictions according to the communication 

transmission messages. Note that multiple DcmTxPduIds can be assigned to the 
periodic

mode: 

[Dcm123] ⌈ Periodic transmission communication shall only take place in Full 

Communication Mode.⌋()  

Periodic transmission events can occur when not in Full Communication Mode. So 
the following requirement exists: 

[Dcm125] ⌈ The DCM module shall discard periodic transmission events beside Full 

Communication Mode and shall not queue it for transmission.⌋()  

[Dcm126] ⌈ Periodic transmission events shall not activate the Full Communication 

Mode.⌋()  

7.2.4.7 Support of ROE transmission 

86), a tester requests an ECU to start or With the UDS Service ResponseOnEvent (0x
stop transmission of responses initiated by a specified event. Upon registering an 
event for transmission, the tester also specifies the corresponding service to respond 
to (e.g: UDS Service ReadDataByIdentifier (0x22)). 
 

[Dcm595] ⌈ The ROE functionality is enabled only if the container 

DcmDslResponseOnEvent exists ⌋() 
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 [Dcm597] ⌈ If the configuration parameter DcmDspRoeInitOnDSC is set to TRUE: 

on reception of service DiagnosticSessionControl, if ROE is active (reception of 
startResponseOnEvent) the DCM module shall unactivate all ROE active event. For 
OnChangeOfDataIdentifier events configured as externally managed (presence of a 
DcmDspDidExtRoe container in the associated DcmDspDid container),  the DCM 
shall call the configured Api or RTE operation xxx_ActivateEvent (see 
DcmDspDidRoeActivateFnc) with state value DCM_ROE_UNACTIVE and the 

configured RoeEventId (see DcmDspDidRoeEventId)⌋()  

[Dcm618] ⌈ If the configuration parameter DcmDspRoeInitOnDSC is set to TRUE: on 

S3Server timeout, if ROE is active (reception of startResponseOnEvent) the DCM 
module shall unactivate all ROE active event. For OnChangeOfDataIdentifier events 
configured as externally managed (presence of a DcmDspDidExtRoe container in the 
associated DcmDspDid container),  the DCM shall call the configured Api or RTE 
operation xxx_ActivateEvent (see DcmDspDidRoeActivateFnc) with state value 
DCM_ROE_UNACTIVE and the configured RoeEventId (see 

DcmDspDidRoeEventId)⌋()  

[Dcm709] ⌈ The DCM shall implement the parameter storageState (Bit 6 of the 

eventType sub-function) which indicates whether the event shall be stored in non 
volatile memory in the server and re-activated upon the next power-up of the server 

or if it shall terminate once the server powers down.⌋()  

⌈The DCM shall implement the parameter EventWindowTime used to [Dcm711] 

specify a window for the event logic to be active in the server.⌋()  

Dcm747 ⌈If the parameter value of EventWindowTime is set to 0x02 then the 

response time is infinite.If the parameter value is different from 0x02, then this 

parameter is vehicleManufacturerSpecific.⌋()  

Dcm748 ⌈If EventWindowTime parameter is vehicleManufacturerSpecific, the DCM 

shall call the configured Api XXX_ROEInit(EventWindowTime) (see configuration 
parameter DcmDspRoeInitFnc) to initialize the SWC/integration code. 
Dcm_StopROE() shall be called to stop the ROE event if the EventWindowTime 
timed out (see [Dcm713).Dcm_RestartROE() shall be called if the ROE needs to be 

restarted after a PowerDownReset (see [Dcm714).⌋()  
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[Dcm712] ⌈ If the ROE is stopped by a diagnostic request, the EventWindowTime 

needs to be stopped by calling the configured function XXX_ROEStop().(see 

configuration parameter DcmDspRoeStopFnc)⌋()  

[Dcm713] ⌈ On Dcm_StopROE() call, the DCM shall clear the ROE event from the 

transmission queue.⌋()  

[Dcm714] ⌈ On Dcm_RestartROE() call, the DCM shall restart the ROE event.⌋()  

7.2.4.7.1 TYPE1 = Responses are sent on the same DcmTxPduId that was used 
for the ROE service response. 

[Dcm127] ⌈ If the UDS service ResponseOnEvent (0x86) is received, then the DSP 

submodule shall store the DcmRxPduId, which is provided in the pMsgContext 

parameter of the ROE service function.⌋()  

[Dcm128] ⌈ The DSP submodule shall forward this stored DcmRxPduId as 

parameter in the DslInternal_ResponseOnOneEvent() function, where it is 

used to simulate a request.⌋()  

[Dcm129] ⌈ If a pending message for normal diagnostic responses (higher priority) 

exists, then the DSL submodule shall wait for the transmission confirmation (Call to 
Dcm_TpTxConfirmation()) for this normal diagnostic response before sending 

the event-triggered responses. ⌋() 

7.2.4.7.2 TYPE2 = Responses are sent on a separate DcmTxPduId. 

ef 
arate 

This type of information can be configured in DcmDslProtocolTransType. 
In case of TYPE2, the separate channel can be configured in DcmDslRoeTxPduR
Responses generated by UDS Service ResponseOnEvent (0x86) use a sep
protocol and so a separate buffer of configurable size. 

[Dcm131] ⌈ The configured protocol buffer shall be used for transmission of the ROE 

messages (as the reception shall use a separate protocol, a separate buffer needs to 

be used for reception).⌋()  
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[Dcm132] ⌈ The content of the pMsgContext pointer (ROE message) shall be copied 

into the buffer.⌋()  

Configuration parameter DcmDslROEConnectionRef allows linking the protocol  
used to receive the ROE request / transmit the ROE response to the protocol used 
for the ROE event messages . 

[Dcm133] ⌈ ROE communication shall only be performed in Full Communication 

Mode.⌋()  

[Dcm134] ⌈ ROE events shall be disabled in any other Communication Mode except 

for the Full Communication Mode.⌋()  

[Dcm135] ⌈ ROE events beside Full Communication Mode shall be discarded and 

not queued for later transmission. If the storageState  parameter is enabled (see 
[Dcm709), the ROE event shall be reactivated upon the next power-up of the server 

only after the Full Communication Mode activation.⌋()  

[Dcm136] ⌈ ROE events requested by the Application shall not activate the Full 

Communication Mode.⌋()  

[Dcm558] ⌈ If an ROE event occurs and the serviceToRespondTo is already in 

execution and is not re-entrant (e.g ReadDTCInformation), the DCM shall delay the 

event until the current request is finished.⌋()  

7.2.4.7.3 Please note the following limitations: 

 ⌈ While processing an ROE TYPE1 event, any additional requests [Dcm137]

(external and internal) shall be rejected with the same or lower priority of its Protocol 

Table. ⌋() 

 
This limitation doesn’t apply to ROE TYPE2 event. 
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7.2.4.7.4 OnTimerInterrupt 

If the resolution of the Main function is sufficient, it can be implemented inside the 
DCM, in other case it would be a limitation of the DCM and the subservice 

7.2.4.7.5 OnChangeOfDataIdentifier 

CM 
 outside. 

In the first case, the DCM will poll periodically the DID value to compare it. 
In the second case the DCM will activate the event in the module implementing this 

 

OnTimerInterrupt would not be supported. 

The subservice OnChangeOfDataIdentifier can be fully implemented inside the D
or partially

ROE event and wait a trigger of this module to execute the ROE response. It will be ,
e.g., the case of the DLT module. 
 

[Dcm522] ⌈ The DCM shall implement the subservice 

OnChangeOfDataIdentifier⌋(BSW04100)  

[Dcm523] ⌈ If at least one ROE DID is configured as internally managed, the DCM 

shall provide a temporary buffer to store the DID value during the execution of a ROE 
process for subservice OnChangeOfDataIdentifier. The parameter 

DcmDspRoeBufSize is used to define the size of this buffer. ⌋(BSW04100) 

Note: This buffer is used only in the case a ROE DID is managed internally. If all 
ROE DID are managed externally, this buffer is not required. 

[Dcm524] ⌈ On reception of the subservice startResponseOnEvent, if the event has 

been set up (reception of ROE request with EventType equal to 
OnChangeOfDataIdentifier) and is configured as internally managed (absence of 
DcmDspDidExtRoe container in the associated DcmDspDid container),  the DCM 
shall poll periodically (MainFunction period) the associated DID value and compare it 
to the previous value. If the value has changed the DCM shall execute the associated 
service. (The response message is transmitted directly or added in the ROE queue if 

configured)⌋(BSW04100)  

⌈ On reception of the subservice startResponseOnEvent, if the event has [Dcm525] 

been set up (reception of ROE request with EventType equal to 
OnChangeOfDataIdentifier) and is configured as externally managed (presence of a 
DcmDspDidExtRoe container in the associated DcmDspDid container),  the DCM 
shall call the configured Api or RTE operation xxx_ActivateEvent (see 
DcmDspDidRoeActivateFnc) with state value DCM_ROE_ACTIVE and the 

configured RoeEventId (see DcmDspDidRoeEventId)⌋(BSW04100)  
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[Dcm526] ⌈ On reception of the subservice stopResponseOnEvent, if the event has 

been set up (reception of ROE request with EventType equal to 
OnChangeOfDataIdentifier) and is configured as externally managed (presence of a 
DcmDspDidExtRoe container in the associated DcmDspDid container),  the DCM 
shall call the configured Api or RTE operation xxx_ActivateEvent (see 
DcmDspDidRoeActivateFnc) with state value DCM_ROE_UNACTIVE and the 

configured RoeEventId (see DcmDspDidRoeEventId)⌋(BSW04100)  

 

[Dcm582] ⌈ The DCM shall process external ROE event only if no external diagnostic 

request is in process. If the event cannot be processed, the value E_NOT_OK shall 

be returned on call of Dcm_TriggerOnEvent().⌋(BSW04100)  

 

Interaction with DLT : 
 
For interaction with DLT module, the DCM shall be configured as follow: 
- A DID with one data shall be configured for DLT purpose 
- The data used for DLT purpose shall be set as available trough C function call 

 

e of the 

(DcmDspDataUsePort=USE_DATA_SYNCH_FNC or USE_DATA_ASYNCH_FNC )
- DcmDspDataReadFnc of DLT data shall be set with the name of the DLT Api : 
Dlt_ReadData 
- DcmDspDataReadDataLengthFnc of DLT data shall be set with the nam
DLT Api : Dlt_ReadDataLength 
- DcmDspDidRoeActivateFnc of DLT DID shall be set with the name of the DLT Api : 
Dlt_ActivateEvent 
 
 

7.2.4.7.6 OnDTCStatusChange 

[Dcm598] ⌈ The DCM shall implement the subservice OnDTCStatusChange⌋()  

[Dcm599] ⌈ On reception of the subservice startResponseOnEvent, if the event has 

been set up (reception of ROE request with EventType equal to 
OnDTCStatusChange),  the DCM shall activate the DTC status change supervision. 

⌋() 

[Dcm600] ⌈ On reception of the subservice stopResponseOnEvent, if the event has 

been set up (reception of ROE request with EventType equal to 
OnDTCStatusChange),  the DCM shall unactivate the DTC status change 

supervision⌋()  
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[Dcm602] ⌈ On call to Dcm_DemTriggerOnDTCStatus() by DEM, the DCM shall 

check if the bits that have changed of state, correspond to the status mask provided 
in the the ROE request (with EventType equal to OnDTCStatusChange). If positive 
case, the DCM shall execute the associated service (The response message is 

transmitted directly or added in the ROE queue if enabled)⌋()  

 
To prevent the network from being flooted with Roe-Messages when the fault 

emory provided by the DEM module is cleared by an external test tool, the DCM 
module suppresses the ROE messages of OnDtcStatusChange:  
m

[Dcm603] ⌈ If the DCM module is requested by an external tester to clear all DTCs, 

the DCM module shall not send ROE message triggered by OnDtcStatusChange 

during the clearing. ⌋() 

 

 a later point in time. 

7.2.4.7.7 Roe transmission queue 

The transmission queue of ROE messages is needed, if the DCM module cannot 
send out the message at the point in time when it was triggered (e.g. high bus-load
on CAN). Therefore the DCM module provides a mechanism to shift the message 
transmission to
 

[Dcm604] ⌈ If the ROE functionality is enabled (See Dcm595),  the DCM module 

shall provide a ROE transmission queue depending of value of configuration 

parameter DcmDspRoeQueueEnabled⌋()  

Note: The provided transmission queue is used for all ROE events (e.g. 
OfDataIdentifier, ...). OnDtcStatusChanged, OnChange

 

[Dcm605] ⌈ Due to limitation of resources the buffer for one ROE message is limited 

(refer to configuration Parameter DcmDspRoeMaxEventLength).⌋()  

r 
e is not needed. 

Note: If an ROE message on CAN consists of only one CAN frame (the paramete
DcmRoeMaxEventLength is set to 8 byte), a flow control messag
 

[Dcm710] ⌈ If the transmission queue of ROE messages is full, the Dcm shall drop 

the oldest event from the queue to make space for the new event.⌋()  
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[Dcm606] ⌈ If the ROE queue mechanism is disabled for an event(see configuration 

parameter DcmDspDidRoeQueueEnabled), if the event occurs the response 
message is sended only if no transmission is in progress. The ROE queue 
mechanism can only be disabled event per event for subservice 
OnChangeOfDataIdendifier 

⌋()   

Note: There may some DIDs which will need a large message and therefore the 
queuing mechanism cannot be supported. 

 

[Dcm607] ⌈ The ROE transmission queue of the DCM module shall implement the 

First-In-First-Out principle implying that the element which was put first in the queue 

will be transmitted first. ⌋() 

[Dcm608] ⌈ The DCM module provides the configuration parameter 

DcmDspRoeMaxQueueLength defining the maximum number of queued 

messages.⌋()  

 
Note: The defined length of one ROE message (refer to DcmRoeMaxEventLength) 
and the number of queued mess
d

ages (refer to DcmDspRoeMaxQueueLength) 
efines the maximum memory resources, which have to be allocated/provided by the 

DCM module for the ROE transmission queue 

 

[Dcm609] ⌈ The DCM module shall provide a retry-mechanism of a ROE-Message to 

send out the message at a later point in time.⌋()  
[Dcm610] ⌈ The DCM module shall stop to retry the transmission of an ROE event 

after a configured number of time.(see configuration parameter 

DcmDspRoeMaxNumberOfRetry)    ⌋()

Note : if DcmDspRoeMaxNumberOfRetry is set to 0 no retry mechanism will be 
managed 

[Dcm611] ⌈ If the maximum number of retries is reached (refer to 

DcmDspRoeMaxNumberOfRetry), the DCM module shall remove the specific event 

from ROE queue.⌋()  

Note: If the first queued event of the ROE queue was removed,
continues the transmission with the next event (refer to First-In-First-Out principle). 

 
 the DCM module 
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[Dcm612] ⌈ On reception of the subservice stopResponseOnEvent,  the DCM shall 

clear the ROE transmission queue⌋()  

[Dcm613] ⌈ If the configuration parameter DcmDspRoeInitOnDSC is set to TRUE: on 

reception of service DiagnosticSessionControl, if ROE is active (reception of 

startResponseOnEvent) ,  the DCM shall clear the ROE transmission queue.⌋()  

[Dcm619] DcmDspRoeInitOnDSC is set to TRUE:   ⌈ If the configuration parameter 

on S3Server timeout, if ROE is active (reception of startResponseOnEvent) ,  the 

DCM shall clear the ROE transmission queue.⌋()  

7.2.4.7.8 Roe transmission cycle 

[Dcm601] ⌈ The DCM module shall respect a  minimum time between two (2) 

consecutive Roe transmissions (see configuration parameter 

DcmDspRoeInterMessageTime)⌋()  

 
Note: The inter message time is referred to a sending cycle. The configuration 
parameter DcmDspRoeInterMessageTime is used for the delay between two 

ifferent consecutive Roe transmission and between two transmission of the retry d
mechanism. 

7.2.4.8 Support of segmented response (paged-buffer) 

[Dcm028] ⌈ If enabled (DcmPagedBufferEnabled=TRUE), the DCM module shall 

provide a mechanism to send responses larger than the configured and allocated 

diagnostic buffer.⌋(BSW04017)  

With paged-buffer handling the ECU is not forced to provide a 
large as the maximum length of response. 
Please note:  

 paged-b

buffer, which is as 

uffer handling is for transmit only – no support for reception. 
 paged-buffer handling is not available for the Application (DCM-internal 

use only). 
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7.2.4.9 Support of ResponsePending response triggered by the Application 

In some cases, e.g. in case of routine execution, the Application needs to request an 
immediate NRC 0x78 (Response pending), which shall be sent immediately and not 
just before reaching the response time (P2ServerMax respectively P2*ServerMax). 

 status 
ative 

This response needs to be sent from a separate buffer, in order to avoid overwriting 

 
When the DCM module calls an operation and gets an error
E_FORCE_RCRRP, the DSL submodule will trigger the transmission of a neg
response with NRC 0x78 (Response pending). 

the ongoing processing of the request. 

7.2.4.10 Manage security level 

[Dcm020] ⌈ The DSL submodule shall save the level of the current active security 

level.⌋(BSW04005)  

For accessing this level, the DSL submodule provides interfaces to: 

Level() 
- get the current active security level: Dcm_GetSecurityLevel() 
- set a new security level: DslInternal_SetSecurity

[Dcm033] ⌈ During DCM initialization the security level is set to the value 

0x00.⌋(BSW101)  

By Dcm033, the ECU is locked. 

[Dcm139] ⌈ The DSL shall reset the security level to the value 0x00 (i.e. the security 

is enabled) under one of the following conditions: 
- if a transition from any diagnostic session other than the defaultSession to another 
session other than the defaultSession (including the currently active diagnostic 
session) is performed or 
- if a transition from any diagnostic session other than the defaultSession to the 
defaultSession (DslInternal_SetSecurityLevel()) (initiated by UDS Service 

 or S3Server timeout) is performed.⌋()  DiagnosticSessionControl (0x10)

Only one security level can be active at a time. 

7.2.4.11 Manage session state 

[Dcm022] ⌈ The DSL submodule shall save the state of the current active 

session.⌋(BSW04006)  

For accessing this variable, the DSL submodule provides interfaces to: 
 get the current active session: Dcm_GetSesCtrlType() 
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 set a new session:  DslInternal_SetSesCtrlType() 

[Dcm034] ⌈ During DCM initialization, the session state is set to the value 0x01 

(“DefaultSession”).⌋(BSW101)  

7.2.4.12 Keep track of active non-default sessions 

Dcm140 ⌈Whenever a non-default session is active and when the session timeout 

(S3Server) is reached without receiving any diagnostic request, the DSL submodule 
shall rese  default session state (“Dt to the efaultSession”, 0x01) and invoke the the 
mode switch of the ModeDeclarationGroupPrototype DcmDiagnosticSessionControl 
by calling 
SchM_Switch_Dcm_<vendorApiInfix>_DcmDiagnosticSessionControl(SchM_MODE_ 
DcmDiagnosticSessionControl_DcmConf_ DcmDspSessionRow_ 

DEFAULT_SESSION) .⌋() 

 
Acc d cessed: or ing to following table, the start / stop of S3Server timeout timer is pro

Dcm141 ⌈  

Completion of any final response message or an error indication  
(Dcm_TpTxConfirmation(): confirmation of complete PDU or 
indication of an error) 

Completion of the requested action in case no response message 
(positive and negative) is required / allowed. 

Sub- 
sequent 
start 

Indicates an error during the reception of a multi-frame request message. 
(Dcm_TpRxIndication(): indication of an error) 

Start of a multi-frame request message 
(Dcm_StartOfReception(): indicates start of PDU reception) Sub- 

sequent 
stop Reception of single-frame request message. 

(Dcm_StartOfReception(): indicates start of PDU reception) 

“Start of S3Server” means reset the timer and start counting from the beginning.⌋()  

7.2.4.13 Allow to modify timings 

Dcm027⌈ The DCM module shall handle the following protocol timing parameters in 

compliance with [17]: P2ServerMin, P2ServerMax, P2*ServerMin, P2*ServerMax, 

S3Server⌋(BSW04015)  
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Dc lues: P2min = m143 ⌈ P2min / P2*min and S3Server shall be set to defined va

0ms, P2*min = 0ms, S3Server = 5s.⌋(BSW04015)  

Every protocol (OBD, enhanced diagnosis) have their own protocol timing values 
(given by default session configuration). These timing values are set when the 
protocol is started. 

g parameters can be 
modified while protocol is active with the following means: 

 

7.2.4.14 Handling of different diagnostic protocols 

, 

These protocol timing parameters have influence on the session layer timing (no 
influence on Transport Layer timing). Some of these timin

 UDS Service DiagnosticSessionControl (0x10) 
 UDS Service AccessTimingParameter (0x83) 

The DSL submodule provides the following functionalities to modify the timing
parameters: 

 Provide the active timing parameters, 
 Set the new timing parameters. Activation of new timing values is only allowed 

after sending the response. 

It is necessary to distinguish between different diagnostic protocols (e.g. OBD
enhanced diagnosis ...). 

Dcm018 ⌈ Different protocols shall be used for UDS Services versus OBD 

Services⌋()  

Dcm018 is requir
ferent p

different v
 prioritizati
 preemptio

7.2.4.14.1 Differ

For the different lid (e.g. 
the UDS commands for the enhanced diagnosis, the OBD mode services for the 

e 
diagnostic protocol. 

ed because of  
 dif
 

rotocol settings 
alid service tables 
on of protocols 
n of protocols 

ent service tables 

protocols a different set of allowed diagnostic services is va

OBD protocol). It is possible to create different service tables and link them to th

Dcm035⌈ With every protocol initialization, the DSL submodule sets a link to the 

corresponding service table (see configuration parameter 

DcmDslProtocolSIDTable).⌋(BSW101)  

The DSD submodule uses this link for further processing of diagnostic requests. 
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7.2.4.14.2 Prioritization of protocol 

The configuration parameter DcmDslProtocolPriority makes it possible to give each 
protocol its own relative priority. 

t have a higher priority than the enhanced diagnosis. 

Possible use case: There are ECUs, communicating with a vehicle-internal diagnostic 
tester (running on enhanced diagnosis) and a vehicle-external OBD tester. The OBD 
communication mus

Dcm015 ⌈ A protocol with higher priority is allowed to preempt the already running 

protocol.⌋(BSW04021)  

Differentiation of diagnostic protocols is possible, because of different DcmRxPduId 
values (configured per protocol, see configuration parameter 
DcmDslProtocolRxPduRef) referenced in the protocol configuration. 

7.2.4.1  4.3 Preemption of protocol

⌈ If a running diagnostic request is preempted by a higher prior request (of Dcm459 

another protocol), the DSL submodule shall call all configured 
Xxx_StopProtocol() functions (see configuration parameter 

DcmDslCallbackDCMRequestService).⌋()  

Dcm079 ⌈ In order to cancel pending transmission in lower-layer, related to the lower 

prior request, the DCM module shall call PduR_DcmCancelTransmit () with the 
foll iow ng parameters: 

PduId: the id of the Pdu to be canceled⌋()  

Dcm460 ⌈ When PduR_DcmCancelTransmit () returns E_NOT_OK, the DCM 

module shall assume that the ongoing transmission cannot be cancelled and shall 
not retry to cancel the transmit request. The current protocol shall be stopped and the 

new one started.⌋()  

The PduR later calls Dcm_TpTxConfirmation() to confirm the cancellation. 

Dcm461 ⌈ When  is called with Dcm_TpTxConfirmation()
NTFRSLT_E_CANCELATION_NOT_OK (meaning that an error occurred during the 
cancellation), the DCM module shall assume that the ongoing transmission cannot be 
cancelled and shall not retry to cancel the transmit request because this transmission 
has been confirmed. The current protocol shall be stopped and the new one 

started.⌋()  
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Dcm559 ⌈ If a running diagnostic request is preempted by a higher prior request (of 

another protocol), the DCM shall cancel all pending operation related to this request : 
for DEM operation : call of Dem_DcmCancelOperation(), for external operation call 

the pending operation with Dcm_OpStatus set to DCM_CANCEL.⌋()  

 

Dcm575 ⌈ In order to cancel pending reception in lower-layer, related to the lower 

odule shall call PduR_DcmCancelReceive () with the prior request, the DCM m
following parameters: 

PduId: the id of the Pdu to be canceled⌋()  

Dcm576 ⌈ When PduR_DcmCancelReceive () returns E_NOT_OK, the DCM 

module shall assume that the ongoing reception cannot be cancelled and shall not 
retry to cancel the receiverequest. The current protocol shall be stopped and the new 

one started.⌋()  

 cancellation. The PduR later calls Dcm_TpRxIndication() to confirm the

Dcm577 ⌈ When Dcm_TpRxIndication() is called with 

NTFRSLT_E_CANCELATION_NOT_OK (meaning that an error occurred during the 
cancellation), the DCM module shall assume that the ongoing reception cannot be 
cancelled and shall not retry to cancel the receive request because this reception has 

been indicated. The current protocol shall be stopped and the new one started.⌋()  

Dcm625 ⌈ A Low-priority or same-priority request can preempt a higher priority 

protocol if this higher priority protocol is  in default session and no active request is in 
execution phase. In this case the DSL submodule shall call all configured 
Xxx_StopProtocol() functions (see configuration parameter 

DcmDslCallbackDCMRequestService).⌋()  

Dcm728: ⌈ The handling of protocols with equal priority shall be possible.⌋ 

Dcm727 ⌈If a diagnostic request is already running and a second request (ClientB) 

can not be processed (e.g.due to priority assessment), the response behaviour 
depends on the configuration option parameter 
DcmDslDiagRespOnSecondDeclinedRequest (see Dcm914_Conf). If this 
configuration parameter is TRUE, a negative response with NRC 0x21 
(BusyRepeatRequest) shall be issued for the second request (see Dcm788 and 
Dcm789). If the configuration parameter is FALSE, no response shall be issued (see 

Dcm790).⌋() 
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[Dcm729] ⌈In case of multiple clients with different PduIDs which are requesting the 

same protocol, as all the connections of the same protocol are having the same 
priority, a second request (with the different RxPduId) will not be processed. If the 
configuration parameter DcmDslDiagRespOnSecondDeclinedRequest is TRUE, a 
negative response with NRC 0x21 (BusyRepeatRequest) shall be issued for the 
second request. If the configuration parameter is FALSE, no response shall be 

issued.⌋() 

f protocol start 7.2.4.14.4 Detection o

[Dcm036] ⌈ With first request of a diagnostic protocol, the DSL submodule shall call 

all configured Xxx_StartProtocol() functions (see configuration parameter 

DcmDslCallbackDCMRequestService).⌋(BSW101)  

Inside this function, the Application can examine the environment conditions and 
enable/disable further processing of the protocol. 

[Dcm144] ⌈ After all Xxx_StartProtocol() functions have returned E_OK 

(meaning all components have allowed the start of the protocol), the default timing 
parameters are loaded from the default session configuration (see configuration 
parameter DcmDspSessionRow). The DcmDspSession table used is the one linked 
to the started protocol (see configuration parameter 

DcmDslProtocolSessionRef)⌋(BSW04015)  

[Dcm145] ⌈ After all Xxx_StartProtocol() functions have returned E_OK 

(meaning all components have allowed the start of the protocol), the service table is 

set (see configuration parameter DcmDslProtocolSIDTable).⌋()  

[Dcm146] ⌈ After all Xxx_StartProtocol() functions have returned E_OK 

(meaning all components have allowed the start of the protocol), the security state is 

reset.⌋()  

[Dcm147] ⌈ After all Xxx_StartProtocol() functions have returned E_O

(meaning all components have allowed the start of the protocol), the session st
reset to default session. Furthermore the DCM module  shall  
invoke the the mode switch of the ModeDeclarationGroupP
DcmDiagnosticSessionControl by 
SchM_Switch_Dcm_<vendorApiInfix>_DcmDiagnosticSessionControl(SchM_MO
DcmDiagnosticSessionControl_DcmConf_DcmDspSessionRow_DEFAULT_SESSIO

N) .⌋()  

K 

ate is 

rototype 
calling 

DE_

66 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

7.2.4.14.5 Protocol stop 

 
A protocol stop can appear only in case of protocol preemption (See chapter
7.2.4.14.3 Preemption of protocol) 

 

[Dcm624] ⌈ With the reception of Dcm_TpTxConfirmation() connected to the 

response given by the DSL submodule, the DCM shall not stop the current protocol 

(no call to xxx_StopProtocol).⌋()  

Note: A protocol (e.g. OBD) will be active till reset or other protocol preempts. 
 

 

7.2.4.14.6 Parallel execution of diagnostic response 

[Dcm081] ⌈ The DCM module shall allow the parallel execution of protocol response 

in the case of ResponseOnEvent and PeriodicTransmission services.⌋()  

ter 
el. 

 

7.2.4.15 Manage resources 

for the 

. 
sts and responses.  

 Output of NRC 0x78 (Response pending) responses is done with a separate 
buffer. 

The DCM module provides a configuration parame
DcmDslProtocolIsParallelExecutab to allow a protocol to be executed in parall
Only protocols used for ResponseOnEvent and PeriodicTransmission services can
have the configuration parameter DcmDslProtocolIsParallelExecutab set to TRUE. 

Due to limited resources, the following points should be considered as hints 
design: 

 It is allowed to use and allocate only one diagnostic buffer in the DCM module
This buffer is then used for processing the diagnostic reque

 paged-buffer handling (see Dcm028). 

7.2.4.16 Communication Mode Handling 

7.2.4.16.1 No Communication 

The ComM module will indicate the No Communication Mode to the DCM module by 
calling Dcm_ComM_NoComModeEntered(). In response, the DCM will immediately 
disable all transmissions (see the definition of Dcm_ComM_NoComModeEntered() 
for details). 
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7.2.4.16.2 Silent Communication 

he ComM module will indicate the Silent Communication Mode to the DCM module 

ransmissions (see the definition of 
Dcm_ComM_SilentComModeEntered() for details). 

The ComM module will indicate the Full Communication Mode to the DCM module by 
alling Dcm_ComM_FullComModeEntered(). In response, the DCM will enable all 

() for 
etails). 

T
by calling Dcm_ComM_SilentComModeEntered(). In response, the DCM will 
immediately disable all t

7.2.4.16.3 Full Communication 

c
transmissions (see the definition of Dcm_ComM_FullComModeEntered
d

7.2.4.16.4 Default Session: 

[Dcm163] ⌈ With every request in default session of a diagnostic protocol, the DCM 

shall call ComM_DCM_ActiveDiagnostic(NetworkId),with the networkId 
associated to the received Pdu (see DcmDslProtocolRxChannelId),  to inform the 

ComM module about the need to stay in Full Communication Mode.⌋()  

[Dcm164] ⌈ With the reception of Dcm_TpTxConfirmation() connected to the 

response given by the DSL submodule, the DCM shall call 
ComM_DC ctiveDiagnostic(M_Ina NetworkId),with the networkId associated to 
the transmitted Pdu (see DcmDslProtocolRxChannelId), to inform the ComM module 

that Full Communication is not longer needed.⌋()  

[Dc 165] ⌈ The DCM shall not call m

ComM_DCM_InactiveDiagnostic(NetworkId) for NRC 0x78 (Response 
pen ndi g). The DCM shall only call  
ComM_DCM_InactiveDiagnostic(NetworkId) with the very last response 

(positive or negative) connected to the request.⌋()  

[Dcm166] ⌈ If a “suppressPosRspMsgIndicationBit” is indicated and the positive 

response will be suppressed, the DCM shall call 

.⌋()  ComM_DCM_InactiveDiagnostic(NetworkId)

[Dcm697] ⌈ If a negative response is suppressed in case of functional addressing 

(see Dcm001), the DCM shall call 

ComM_DCM_InactiveDiagnostic(NetworkId).⌋()  
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7.2.4.16.5 Session Transitions: 

[Dcm167] ⌈ If the actual diagnostic session is changed into a session different than 

the default session (initiated by UDS Service DiagnosticSessionControl), the DCM 
shall call ComM_DCM_ActiveDiagnostic(NetworkId),with the networkId 
associated to the received Pdu, to inform the ComM module about the need to stay 

in Full Communication Mode.⌋()  

[Dcm168] ⌈ If the actual diagnostic session is changed from a session different than 

the default into the default session (initiated by UDS Service 
DiagnosticSessionControl or S3Server timeout or protocol preemption), then the 
DCM shall call ComM_DCM_InactiveDiagnostic(NetworkId),with the 
networkId associated to the received Pdu, to inform the ComM module that Full 

Communication is not longer needed.⌋()  

7.2.4.16.6 Non Default Session: 

[Dcm169] ⌈ As long as the server is in a session other than the default session, the 

DCM shall not call ,with the ComM_DCM_ActiveDiagnostic(NetworkId)
networkId associated to the received Pdu, when receiving a request from a client 

provided by the PduR module.⌋()  

[Dcm170] ⌈ As long as the server is in a session other than the default session, the 

DCM shall not call ComM_DCM_InactiveDiagnostic(NetworkId),with the 
networkId associated to the received Pdu, with the reception of 
Dcm_TpTxConfirmation() connected to the response given by the DSL 

submodule.⌋()  

7.3 DSD (Diagnostic Service Dispatcher) 

request (Verification of Diagnostic Session/Security Access levels/Application 

7.3.1 Introduction 

The DSD submodule is responsible to check the validity of an incoming diagnostic 

permission) and keeps track of the progress of a service request execution. 
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[Dcm178] ⌈ The DSD submodule shall only process valid requests and shall reject 

invalid ones.⌋()  

ant and are described in detail in the following: 
 Receive a request message and transmit a positive response message 
 Receive a request message and suppress a positive response 

sponse message 

 transmit a positive response message 

This is the standard use case of normal communication („ping-pong”). The server 
sage. The DSD submodule ensures the validity of 
ase, the request is valid and the response will be 

positive. The request will be forwarded to the appropriate data processor in the DSP 

 

est 
cessor can trigger the transmission inside this 

indication function (“synchronous”). 
If the processing takes a longer time (e. g. waiting on EEPROM driver), the data 

 
s the 

 blocked 

7.3.2 Use cases 

The following use cases are relev

 Receive a request message and suppress a negative response 
 Receive a request message and transmit a negative re
 Send a positive response message without corresponding request 
 Segmented Responses 

7.3.2.1 Receive a request message and

receives a diagnostic request mes
the request message. In this use c

submodule. 
When the data processor has finished all actions of data processing, it triggers the
transmission of the response message by the DSD submodule. 
If the data processor processes the service immediately as part of the requ
indication function, the data pro

processor defers some processing (“asynchronous”). The response pending
mechanism is covered by the DSL submodule. The data processor trigger
transmission explicitly, but from within the data processor’s context. 
As soon as a request message is received, the corresponding DcmPduId is
by the DSL submodule (see Dcm241). During the processing of this request,
request of the s

 no other 
ame protocol type (e.g. an enhanced session can be ended by a 

OBD session) can be received, until the corresponding response message is sent 
and the DcmPduId is released again. 

7.3.2.2 Receive a request message and suppress a positive response 

This is a sub-use-case of the previous one. 
l it is possible to suppress the positive response by setting a 

special bit in the request message (see Dcm200
Within the UDS protoco

). This special suppression handling 
is completely performed within the DSD submodule. 
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7.3.2.3 Receive a request message and suppress a negative response 

In case of functional addressing the DSD submodule shall suppress the negative 
response for NRC 0x11, 0x12 and 0x31 (see Dcm001) 

quest message and transmit a negative response message 

d a 
neg i
If a a d in the current 
ses  response will 
be u
Bu quest 
me n this case, 
the DSP submodule will trigger a negative response including an NRC supplying 
additional information why this request was rejected. 

 

onse shall be send for this request. 

separate DcmTxPduId.  
For Type 1, the outgoing messages must be synchronized with “normal 

ied event.  

PduId. 
For Way 1, the outgoing messages must be synchronized with “normal 
outgoing messages”, which have a higher priority. 

This handling is especially controlled by the DSL submodule. However, the DSD 
submodule also provides the possibility to generate a response without a 
corresponding request. 

7.3.2.4 Receive a re

There are a many different reasons why a request message is rejected an
at ve response is to be sent. 
 di gnostic request is not valid or if a request may not be execute
sion, the DSD submodule will reject the processing and a negative
ret rned. 

ed ret there are even many reasons to reject the execution of a well-form
tem state does not allow the execution. Issage, e.g. if the ECU or sys

In case of a request composed of several parameters (e.g. a UDS Service
ReadDataByIdentifier (0x22) request with more than one identifier to read), each 
parameter is treated separately. And each of these parameters can return an error. 
This kind of request returns a positive response if at least one of the parameters was 
processed successfully. If all of these parameters reports an error, the DSD 
submodule shall transmit a negative response with the first NRC reported and no 
positive resp

7.3.2.5 Send a positive response message without corresponding request 

There are two services within the UDS protocol, where multiple responses are sent 
for only one request. In general, one service is used to enable (and disable) an 
event- or time-triggered transmission of another service, which again is sent by the 
ECU without a corresponding request (see ISO14229-1 [14]). 
These services are: 

- UDS Service ReadDataByPeriodicIdentifier (0x2A). This service allows the 
client to request the periodic transmission of data record values from the 
server identified by one or more periodicDataIdentifiers.  
Type 1 = USDT messages on the DcmTxPduId already used for normal 
diagnostic responses (single frames only);  
Type 2 = UUDT message on a 

outgoing messages”, which have a higher priority.  
- ResponseOnEvent (0x86). This service requests a server to start or stop 

transmission of responses on a specif
Way 1 = USDT messages on the DcmTxPduId already used for normal 
diagnostic responses,  
Way 2 = USDT messages on separate DcmTx
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7.3.2.6 Segmented Responses (paged-buffer) 

Within the diagnostic protocol, some services allow to exchange a significant amount 
of data, e.g. UDS Service ReadDTCInformation (0x19) and UDS Service 
TransferData (0x36). 
In the conventional approach, the ECU internal buffer must be large enough to keep 

 

) 
 transmits the response of the Application to the DSL submodule (Transmit 

the longest data message which is to be exchanged (worst-case) and the complete
buffer is filled before the transmission is started. 
RAM memory in an ECU often is a critical resource, especially in smaller micros. In a 
more memory-saving approach, the buffer is filled only partly, transmitted partly and 
then refilled partly – and so on. This paging mechanism requires only a significantly 
reduced amount of memory, but demands a well-defined reaction time for buffer 
refilling. 
The user can decide whether to use the “linear buffer“ or paged-buffer for 
diagnostics. 

7.3.3 Interaction of the DSD with other modules 

The DSD submodule is called by the DSL submodule when receiving a diagnostic 
message and performs the following operations: 

 delegates processing of request to the DSP submodule 
 keeps track of request processing (provide 

Dcm_ExternalProcessingDone() API

functionality) 

7.3.3.1 Interaction of the DSD with the DSL main functionality 

Direction Explanation 
B nsmit). idirectional Exchange of the Diagnostic Messages (receive/tra
D
to DSL 
submod

SD submodule  Obta

ule 

in latest diagnostic session and latest security level. 

DSL sub
to DSD 
submod

e. module 

ule 

Confirmation of transmission of Diagnostic Messag

Table 2 Interaction between the DSD submodule and the DSL submodule 

7.3.3.2 Interaction of the DSD with the DSP 

Direction Explanation 
DSD su
to DSP 
s

essage. 
bmodule -Delegate processing of request. 

-Confirmation of transmission of Diagnostic M
ubmodule 

D
t
s

SP submodule 
o DSD 
ubmodule 

-Signal that processing is finished. 
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Table 3 Interaction between the DSD submodule and the DSP submodule 

 is recognized. The DSD submodule will start processing by analyzing the 

7.3.4 Functional Description of the DSD 

7.3.4.1 Support checking the diagnostic service identifier and adapting the 
diagnostic message 

The DSD submodule shall be triggered by the DSL submodule if a new diagnostic 
message
diagnostic service identifier contained in the received diagnostic message. 

[Dcm084] ⌈ If configured (configuration parameter 

DcmRespondAllRequest=FALSE), if the DCM module receives a diagnostic 
request that contains a service ID that is in the range from 0x40 to 0x7F or in the 

range from 0xC0 to 0xFF, the DCM shall not respond to such a request.⌋()  

Thi as r nge corresponds to the diagnostic response identifier. 

[Dcm1  (incoming) diagnostic message 92] ⌈ The DSD submodule shall analyze the

for the diagnostic service identifier (based on first byte of the diagnostic message) 
and shall check the supported services with the newly received diagnostic service 

identifier.⌋()  

[D uring this check, the DSD subm arch the newly received cm193] ⌈ D odule shall se

diagnostic servic

For perform

e identifier in the “Service Identifier Table”.⌋()  

ance reasons it might be necessary that the support check is done with a 
un ported Service IDs 

CU are predefined. 
“lookup table” f
of the E

ctionality. In this “Service Identifier Table” all sup

[Dcm195] ⌈ The DSL submodule shall provide the current “Service Identifier 

Table”⌋()  

Rationale for Dcm195: The “Service Identifier Table” and the information about the 
 configuration. More than one Service 
ion. At one time only one Service 

Identifier Table can be active. 

supported services will be generated out of the
Identifier Table can be configured for select
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[Dcm196] ⌈ ce For the check, the DSD submodule shall scan the active “Servi

Identifier Table” for a newly received diagnostic service identifier. If this service 
identifier is supported and if the configuration parameter DcmDsdSidTabFnc (see 
Dcm777_Conf) is not empty, the DSD submodule shall call the configured service 
interface (<Module>_<DiagnosticService>). If the configuration parameter is empty, 

the DCM shall call the internally implemented service interface.⌋()  

The diagnostic service identifier is not supported when it is not included in the 
“Service Identifier Table”. 

[Dcm197] ⌈ If the newly received diagnostic service identifier is not supported, the 

DSD submodule shall transmit a negative response with NRC 0x11 (Service not 

supported) to the DSL submodule.⌋()  

[Dcm198] ⌈ The DSD submodule shall store the newly received diagnostic service 

identifier for later use.⌋()  

For example: 
WriteDataByIdentifier (for writing VIN number): 
1. A new diagnostic message is received by the DSL submodule. (Diagnostic 
Message WriteDataByIdentifier =  
0x2E,0xF1,0x90,0x57,0x30,0x4C,0x30,0x30,0x30,0x30,0x34,0x33,0x4D,0x42,0x35
x34,0x31,0x33,0x32,0x36) 
2. The DSL

,0

 submodule indicates a new diagnostic message with the “Data 
Indication” functionality to the DSD submodule. In the diagnostic message buffer the 
diagnostic message is stored (buffer = 0x2E,0xF1,0x90,..). 

 

4. The incoming diagnostic message is stored in the DCM variable 

7.3.4.2 Handling of „suppressPosRspMsgIndicationBit“ 

d on second byte of the diagnostic message, see ISO14229-1 [14] Section 
6.5: Server response implementation rules). 

3. The DSD submodule executes a check of the supported services with the
determined service identifier (first byte of buffer 0x2E) on the incoming diagnostic 
message. 

Dcm_MsgContextType. 

The “suppressPosRspMsgIndicationBit” is part of the subfunction parameter structure 
(Bit 7 base

[Dcm200] ⌈ If the “suppressPosRspMsgIndicationBit” is TRUE, the DSD submodule 

shall NOT send a positive resp ⌋(BSW04020)onse message.   

[Dcm201] ⌈ The DSD submodule shall remove the 

“suppressPosRspMsgIndicationBit” (by masking the Bit) from the diagnostic 

message.⌋()  
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[Dcm202] ⌈ The DCM module shall transport the information on a suppression of a 

positive response being active (between the layers) via the parameter 

Dcm_MsgContextType.⌋()  

[Dcm203] ⌈ In case of responsePending the DCM module shall clear the 

“suppressPosRspMsgIndicationBit.”⌋()  

Rationale for Dcm203: In the described case the final response (negative/positive) is 
required. 

[Dcm204] ⌈ The DCM module shall only perform the 

“suppressPosRspMsgIndicationBit” handling when the configuration parameter 

DcmDsdSidTabSubfuncAvail is set for the newly received service identifier⌋()  

Rationale for Dcm204: The “suppressPosRspMsgIndicationBit” is only available if
service has a subfunction.

 a 
 

the ECU (e.g. Default session, Extended session). A 
diagnostic session enables a specific set of diagnostic services and/or functionality in 

et of timing parameters 

 

7.3.4.3 Verification functionality 

The DSD submodule will only accept a service, if the following three verifications are 
passed: 

1. Verification of the Diagnostic Session 
2. Verification of the Service Security Access levels 
3. Verification of the Application environment/permission 

 

7.3.4.3.1 Verification of the Diagnostic Session 

The UDS Service DiagnosticSessionControl (0x10) is used to enable different 
diagnostic sessions in 

the ECU. It furthermore enables a protocol-depending data s
applicable to the started session.  
On receiving a service request, the DSD module will obtain the current Diagnostic 
Session with Dcm_GetSesCtrlType() and will verify whether the execution of the 
requested service (NOT the UDS Service DiagnosticSessionControl (0x10)) and sub-
service is allowed in the current diagnostic session or not. 
Note that the handling of the UDS Service DiagnosticSessionControl (0x10) itself is
not part of the DSD submodule. 

[Dcm211] ⌈ If the newly received diagnostic service is not allowed in the current 

Diagnostic Session (according to the configuration parameter 
DcmDsdSidTabSessionLevelRef), the DSD submodule shall transmit a negative 
response with NRC 0x7F (serviceNotSupportedInActiveSession) to the DSL 

submodule.⌋()  
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[Dcm616] ⌈ If the newly received diagnostic service is allowed in the current 

Diagnostic Session ( see Dcm211), but the requested subservice is not allowed in the 
current Diagnostic Session (according to the configuration parameter 
DcmDsdSubServiceSessionLevelRef), the DSD submodule shall transmit a 
negative response with NRC 0x7E (subFunctionNotSupportedInActiveSession) to the 

DSL submodule.⌋()  

7.3.4.3.2 Verification of the Service Security Access levels 

The purpose of the Security Access level handling is to provide a possibility to access 
 access for security, emissions, 

 UDS 

rvice 

curity level is not part of the DSD submodule. 
Note: For some use cases (e.g. UDS Service ReadDataByIdentifier (0x22), where 

it will be necessary for the Application to call also 
. 

data and/or diagnostic services, which have restricted
or safety reasons. The DSD submodule shall perform this handling with the
Service SecurityAccess (0x27). The DSD submodule will perform a verification 
whether the execution of the requested service (NOT the UDS Se
SecurityAccess (0x27)) is allowed in the current Security level by asking for the 
current security level, using the DSL function Dcm_GetSecurityLevel(). 
The management of the se

some DataIdentifier can be secure) 
the function Dcm_GetSecurityLevel()

[Dcm217] ⌈ If the newly received diagnostic service is not allowed in the current 

Security level (according to the configuration parameter 
DcmD all transmit a negative sdSidTabSecurityLevelRef), the DSD submodule sh

response with NRC 0x33 (Security access denied) to the DSL submodule.⌋()  

[Dcm617] ⌈ If the newly received diagnostic service is allowed in the current Security 

level ( see Dcm217), but the requested subservice is not allowed in the current 
Security level (according to the configuration parameter 
DcmDsdSubServiceSecurityLevelRef), the DSD submodule shall transmit a 
negative response with NRC 0x33 (Security access denied) to the DSL 

submodule.⌋()  

7.3.4.3.3 Verification of the Service mode dependencies 

Dcm773 ⌈If the newly received diagnostic service is not allowed in the current mode 

condition (according to the configuration parameter DcmDsdSidTabModeRuleRef), 
the DSD submodule shall transmit the calculated negative response of the 

referenced DcmModeRule to the DSL submodule.⌋() 
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Dcm774 ⌈If the newly received diagnostic service is allowed in the current mode 

condition (Dcm773), but the requested subservice is not allowed in the current mode 
condition (according to the configuration parameter 
DcmDsdSubServiceModeRuleRef), the DSD submodule shall transmit the 
calculated negative response of the referenced DcmModeRule to the DSL 

submodule.⌋() 

7.3.4.4 Check format and subfunction support 

The DSD submodule checks whether a specific subfunction is supported before 
executing the requested command. 

[Dcm273] ⌈ The DSD submodule shall trigger a negative response with NRC 0x12 

(SubFunction not supported), when the analysis of the request message results in 

subfunction not supported.⌋()  

The DSD submodule will check for the minimum message length before executing 
the requested command. 

[Dcm696]  a negative response with NRC 0x13  ⌈ The DSD submodule shall trigger

(Incorrect message length or invalid format), if the length of the request is inferior to 

the minimul length of the request.⌋()  

 
 

7.3.4.4.1 Verification of the Manufacturer Application environment/permission 

The purpose of this functionality is that, just after receivin
Manufacturer Application is requested to check permission/environment. 
E.g. in after-run ECU state, it might be not allowed to process OBD requ

g the diagnostic request, the 

ests. 

[Dcm218] ⌈ If configured (configuration parameter 

DcmRequestManufacturerNotificationEnabled=TRUE), the DSD submodule shall 
call the operation  on all configured ServiceRequestIndication Xxx_Indication()
ports (see configuration parameter 

DcmDslServiceRequestManufacturerNotification).⌋()  

[Dcm462] ⌈ If at least a single Xxx_Indication() function called according to 

Dcm218 returns E_REQUEST_NOT_ACCEPTED, the DSD submodule shall give no 

response.⌋()  
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[Dcm463] ⌈ If at least a single Xxx_Indication() function called according to 

Dcm218 has returned E_NOT_OK and no function has returned 
E_REQUEST_NOT_ACCEPTED, the DSD submodule shall trigger a negative 

response with NRC from the ErrorCode parameter.⌋()  

7.3.4.4.2 Verification of the Supplier Application environment/permission 

before processing the diagnostic 
message, the Supplier Application is requested to check permission/environment. 
The purpose of this functionality is that, right 

E.g. in after-run ECU state, it might be not allowed to process OBD requests. 

[Dcm516] ⌈ If configured (configuration parameter 

DcmRequestSupplierNotificationEnabled=TRUE), the DSD submodule shall call 
the operation Xxx_Indication() on all configured ServiceRequestIndication ports 

(see configuration parameter DcmDslServiceRequestSupplierNotification).⌋()  

[Dcm517] ⌈ If at least a single Xxx_Indication() function called according to 

Dcm516 returns E_REQUEST_NOT_ACCEPTED, the DSD submodule shall give no 

response.⌋()  

[Dcm518] ⌈ If at least a single Xxx_Indication() function called according to 

Dcm516 has returned E_NOT_OK and no function has returned 
E_REQUEST_NOT_ACCEPTED, the DSD submodule shall trigger a negative 

response with NRC from the ErrorCode parameter.⌋()  

7.3.4.5 Distribution of diagnostic message to DSP submodule 

[Dcm221] ⌈ The DSD submodule shall search for the executable functionality of the 

DSP submodule for newly received diagnostic service identifier and shall call the 

corresponding DSP service interpreter.⌋()  

7.3.4.6 Assemble positive or negative response 

[Dcm222] ⌈ When the DSP submodule has finished the execution of the requested 

Diagnostic Service the DSD submodule shall assemble the response.⌋()  

The execution of the DSP service interpreter can have the results: 
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- positive Result or 
- negative Result. 

Following possible Responses can be assembled: 
- positive Response, 
- negative Response, or 
- no Response (in the case of suppression of responses). 

e” 

7.3.4.6.1 Positive Response 

The DSP submodule indicates a positive result by calling 
Dcm_ExternalProcessingDone(). The parameter “Dcm_MsgContextTyp
comprises the diagnostic (response) message. 

[Dcm223] ⌈ The DSD submodule shall add the response service identifier and the 

response data stream (returned by the Application) in the parameter 

“Dcm_MsgContextType”.⌋()  

[Dcm224] ⌈ The DSD submodule shall therefore transfer the Dcm_MsgContextType 

into a (response) buffer and shall add the service identifier at the first byte of the 

buffer.⌋()  

[Dcm225] ⌈ The DSD submodule shall execute the “Initiate transmission” 

functionality in the next execution step⌋()  

7.3.4.6.2 Negative Response 

The DSP submodule can trigger the transmission of a negative response with a 

For the allowed NRC of the executed Service ID please refer to the specification of 
the service in ISO14229-1 [14] (see Section 4.2.4 Response code parameter 

 

specific NRC to the DSD submodule.  

definition Table 12) and ISO15031-5 [15]. The DSP and the Application have to take
care of the correct use of NRC of the executed Service ID. 

[Dcm228] ⌈ The DSD submodule shall handle all NRCs supported from the 

Application and defined in Dcm_NegativeResponseCodeType.⌋()  
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7.3 6 f response .4. .3 Suppression o

[Dc he “suppressPosRspMsgIndicationBit” is indicated in m231] ⌈ In the case that t

the functionality “Handling of suppressPosRspMsgIndicationBit” (stored in the 
Va b he DSD submodule ria le Dcm_MsgContextType (Element: Dcm_MsgAddInfo)), t

shall activate the suppression of Positive Responses.⌋()  

[Dcm001] ⌈ In the case of a Negative Result of the execution and active Functional 

Addressing the DSD submodule shall activate the suppression of the following 
Negative Responses: 
NRC 0x11 (Service not supported), 
NRC 0x12 (SubFunction not supported), 

NRC 0x31 (Request out of range).⌋(BSW04020)  

7.3.4.7 Initiate transmission 

⌈ The DSD submodule shall forward the diagnostic (response) message [Dcm232] 

(positive or negative response) to the DSL submodule.⌋()  

[Dcm237] ⌈ The DSL submodule shall forward the diagnostic (response) message 

(positive or negative response) further to the PduR module by executing a DSL 

transmit functionality.⌋()  

on by the PduR module upon forwarding The DSL submodule will receive a confirmati
the data. 

[Dcm235] ⌈ The DSL submodule shall forward the received confirmation from the 

PduR module to the DSD submodule.⌋()  

[Dcm236] ⌈ The DSD submodule shall forward the confirmation via the internal 

function DspInternal_DcmConfirmation() to the DSP submodule.⌋()  

[Dcm238] ⌈ In the case that no diagnostic (response) message shall be sent 

(Suppression of Responses) the DSL submodule shall not transmit any response.⌋()  

In this case no Data Confirmation is sent from the DSL submodule to the DSD 
submodule but the DSD submodule will still call internal function 
DspInternal_DcmConfirmation(). 

80 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

[Dcm240] ⌈ The DSD submodule shall always finish the processing of one 

Diagnostic Message of the Diagnostic Service Dispatcher by calling 

DspInternal_DcmConfirmation().⌋()  

Rationale for Dcm240: The DSP submodule is waiting for the execution of the
DspInternal_DcmConfirmation() functionality. So it has to be sent, also when
no Data Confirmation is provided. 

 
 

Altogether this means that in any of the following cases: 

ative Response 
spInternal_DcmConfirmation(). 

 Positive Response, 
 Negative Response, 
 Suppressed Positive Response, and 
 Suppressed Neg

the DSD submodule will finish by calling D
 

Dcm741 ⌈The DSD submodule shall call the operation Xxx_Confirmation() on all 

ports using the ServiceRequestNotification interface (see configuration parameter 
DcmDslServiceRequestManufacturerNotification and 

DcmDslServiceRequestSupplierNotification) ⌋() 

 

Dcm742 ⌈The call of Xxx_Confirmation() shall be done right after the call of 

DspInternal_DcmConfirmation()⌋() 

Dcm770 ⌈The DSD submodule shall call the operation Xxx_Confirmation() on all 

DcmDslServiceRequestSupplierNotification).⌋()  

sing – DSP 

When receiving a function call from the DSD submodule requiring the DSP 

 check format and whether the addressed subfunction is supported, 

ports using the ServiceRequestNotification interface (see configuration parameter 
DcmDslServiceRequestManufacturerNotification and 

7.4 Diagnostic Service Proces

7.4.1 General 

submodule to process a diagnostic service request, the DSP always carries out 
following basic process steps: 

 analyze the received request message, 

 acquire data or execute the required function call on the DEM, SW-Cs or other 
BSW modules 

 assemble the response 
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The following sections are some general clarifications. 

7.4.1.1 Check format and subfunction support 

The DSP submodule will check for appropriate message length and structure before 
executing the requested command. 

[Dcm272] ⌈ The DSP submodule shall trigger a negative response with NRC 0x13 

(Incorrect message length or invalid format), when the analysis of the request 

message results in formatting or length failure.⌋()  

Note: It is up to the implementation in which detail the format check might be 
des 

t compile time. 
executed and depends on the level of detail the diagnostic data description provi
a

7.4.1.2 Assemble response 

[Dcm039] ⌈ The DSP submodule shall assemble the response message excluding 

response service identifier and determine the response message length.⌋()  

[Dcm038] ⌈ If the paged-buffer mechanism is used, the DSP submodule shall 

determine the overall response length before any data is passed to the DSD 

submodule or the DSL submodule respectively.⌋(BSW04017)  

Requirement Dcm038 is needed because of segmented diagnostic data transmission 
on CAN using ISO15765-2 [16], which requires the provision of the overall length of 
the complete data stream in the very first CAN frame of the respective data 
transmission (please refer to Section 7.2.4.8 for details about the paged-buffer 
mechanism). 

[Dcm269] ⌈ The DSP submodule shall confirm the completion of the request 

processing with the function call Dcm_ExternalProcessingDone().⌋()  

l Negative Response Codes (NRCs) 7.4.1.3 Additiona

[Dcm271] ⌈ The DSP submodule shall trigger a negative response with NRC 0x22 

(Co de to execute the service do not nditions not correct), when the API calls ma

retu  rn OK.⌋()  
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[Dcm275] ⌈ The DSP submodule shall trigger a negative response with NRC 0x31 

(Request out of range), when the analysis of the request message results in other 

unsupported message parameters.⌋()  

7.4.1.4 Diagnostic mode declaration groups 

Dcm775 ⌈The DCM shall act as a mode manager for the diagnostic modes: 

1) DcmDiagnosticSessionControl (service 0x10) 

2) DcmEcuReset (partly service 0x11) 
 
3) DcmModeRapidPowerShutDown   (partly service 0x11) 

4) DcmCommunicationControl_<symbolic name of ComMChannelId>. (service 0x28) 

5) DcmControlDTCSetting (service 0x85) ⌋() 
 
Note: The RTE/SchM will prefix the names with “MODE_”, wherefore the names do 
not include the MODE keyword. 

Dcm776 ⌈The DCM SWS defines the mode of its ModeDeclarationGroups.⌋() 
 
Dcm778 ⌈For ModeDeclarationGroup Dcm_DiagnosticSessionControl, the mode 

declaration shall be identical to the symbolic names of the parameter 
DcmDspSessionLevel: 

ModeDeclarationGroup DcmDiagnosticSessionControl { 
 {  
 <prefix>DefaultSession, 
 <prefix>ProgrammingSession, 
 <prefix>ExtendedSession,  
 etc. 
 } 
 initialMode = <prefix>DefaultSession 

};⌋() 
 prefix 

 
Note: Refer [ecuc_sws_2108] defining the symbolic name

 ⌈The DCM shall define the ModeDeclarationGroupPrototype Dcm806

DcmDiagnosticSessionControl as provided-ModeGroup based on the 

ModeDeclarationGroup DcmDiagnosticSessionControl. ۂ() 
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Dcm777 ⌈The DCM shall define the ModeDeclarationGroupPrototype 

DcmEcuReset as provided-ModeGroup based on the following 
ModeDeclarationGroup: 
ModeDeclarationGroup DcmEcuReset { 
{  
  NONE,  
  HARD 
  KEYONOFF, 
  SOFT, 
  JUMPTOBOOTLOADER, 
  JUMPTOSYSSUPPLIERBOOTLOADER , 
  EXECUTE 
} 
 initialMode = NONE 

 ()ۂ;{

Dcm807 ⌈The DCM shall define the ModeDeclarationGroupPrototype 

DcmRapidPowerShutDown  as provided-ModeGroup based on the following 
ModeDeclarationGroup: 
ModeDeclarationGroup DcmModeRapidPowerShutDown  { 
{  
  ENABLE_RAPIDPOWERSHUTDOWN, 
  DISABLE_RAPIDPOWERSHUTDOWN 

} 
 initialMode = ENABLE_RAPIDPOWERSHUTDOWN 

 ()ۂ;{

 
Dcm779 ⌈For ModeDeclarationGroup Dcm_CommunicationControl the mode 

declarations shall be identical to the enumarations of the type 
Dcm_CommunicationModeType. The initial mode shall be set to 

DCM_ENABLE_RX_TX_NORM⌋() 
 

Dcm780 ⌈The DCM shall define for each network which is considered in the 

CommunicationControl service a separate ModeDeclarationGroupPrototype with 
the naming convention DcmCommunicationControl_<symbolic name of 

ComMChannelId>.⌋() 
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Dcm781 ⌈The DCM shall define the ModeDeclarationGroupPrototype 

DcmControlDTCSetting as provided-ModeGroup based on the following 
ModeDeclarationGroup: 
ModeDeclarationGroup DcmControlDTCSetting { 
{  
  ENABLE CDT SETTING, 
  DISABLEDTCSETTING 
} 
 initialMode = ENABLEDTCSETTING 

};⌋() 

7.4.1.5 mode dependent r

enab

equest execution  

The execution of a request can be limited depending on mode condition. This 
les the DCM to formalize environmental checks.  

 
Similar to a session/security check a further check (see Dcm773 and Dcm774) can 
be configured to the DCM. The referenced mode rule is arbitrating on to several 

est can be mode declarations of a mode declaration groups in which the requ
processed. Otherwise a configurable NRC (seeDcm812) is responded.  
 
 

Dcm808 ⌈The DcmModeRule shall evaluate all referenced DcmModeConditions 

and/or nested DcmModeRules either by a logial AND in case DcmLogicalOperator 
is set to DCM_AND or by a logical OR in case the DcmLogicalOperator is set to 
DCM_OR. In case only a single DcmModeCondition or DcmModeRule is 
referenced the DcmLogicalOperator shall not be present and therefore not be 

used.⌋() 

 

Dcm809 ⌈Each DcmModeConditions shall either have a DcmSwcModeRef or a 

DcmBswModeRef.⌋() 

 

Dcm810 ⌈The DcmModeConditions shall evaluate if the referenced Mode-

Declaration is set in case of DcmConditionType is set to DCM_EQUALS or is not 

set in case of DcmConditionType is set to DCM_EQUALS_NOT

Note: The current mode of th

.⌋() 

e referenced ModeDeclarationGroupPrototypes could 
e read by either the API SchM_MODE or by the API RTE_MODE. b

 

Dcm811 ⌈In case multiple DcmModeConditions are referenced within a 

DcmModeRule they shall be evaluated in order of the order of the 

DcmArgumentRef references in the ECUC file. ⌋() 

Note: This implies the priority of NRCs 
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Dcm782 ⌈The DcmModeRule shall have an optional parameter 

DcmModeRuleNrcValue to define the NegativeResponseCode which is sent in case 

⌋() the service execution is prohibited due to the DcmModeRule.

Dcm812 ⌈In case a nested DcmModeRule contains also a DcmModeRuleNrcValue 

parameter, this NRC shall be used prior the higher-level NRC.⌋() 

Dcm813 ⌈In case DcmLogicalOperator is set to DCM_AND, the first failed 

odeCondition shall be used to define the NRC for the response message. ⌋() DcmM

Dcm814 ⌈In case DcmLogicalOperator is set to DCM_OR, the last 

DcmModeCondition shall be used to define the NRC for the response message.⌋() 
 
Note: The difference in the AND and OR logical operation is to allow an optimized 
implementation. 
 

Dcm815 ⌈In case the complete evaluation result in no specific NRC the NRC 0x22 

(ConditionsNotCorrect) shall be used.⌋() 
 
 

7.4.2 UDS Services 

[Dcm442] ⌈ The DCM module shall implement the services of UDS according to 

following table: 
SID 

the 

Service Subfunction Supported 

 supported 

formation  supported 

 supported 

supported 

supported 

 supported 

0x10 DiagnosticSessionControl 

0x11 ECUReset  supported 

0x14 ClearDiagnosticIn

0x19 ReadDTCInformation 

0x22 ReadDataByIdentifier  supported 

0x23 ReadMemoryByAddress  supported (callout) 

0x24 ReadScalingDataByIdentifier  supported 

0x27 SecurityAccess  supported 

0x28 CommunicationControl  supported 

0x2A ReadDataByPeriodicIdentifier  supported 

0x2C DynamicallyDefineDataIdentifier  supported 

0x2E WriteDataByIdentifier  

0x2F InputOutputControlByIdentifier  

0x31 RoutineControl 
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0x34 RequestDownload  supported 

0x35 RequestUpload  supported (callout) 

0x36 TransferData  supported  

(callout) 

allout) 

0x3E TesterPresent 0x00, 0x80 supported 

otSupported” 

nEvent onComparision NRC 

bootloader) 

Table 4: Support of UDS Services⌋()  

0x37 RequestTransferExit  supported  

0x3D WriteMemoryByAddress  supported (c

0x3E TesterPresent Not 0x00 and 
not 0x80 

NRC 
“SubFunctionNotSupported” 

0x83 AccessTimingParameter  NRC “ServiceNotSupported” 

0x84 SecuredDataTransmission  NRC “ServiceN

0x85 ControlDTCSetting On, off supported 

All excepted supported 0x86 ResponseOnEvent 
onComparision
OfValues 

x86 ResponseO0
OfValues  “SubFunctionNotSupported” 

0x87 LinkControl  Supported (jump to OEM 

7.4.2.1 General behavior using DEM interfaces 

[Dcm007] ⌈ The DCM requirements use the term DTCStatusAvailabilityMask to 

indicate the value returned by the function 

.⌋(BSW0

the status bits supported by the ECU. 

4010)  Dem_GetDTCStatusAvailabilityMask()

The mask DTCStatusAvailabilityMask reflects 

[Dcm371] ⌈ To avoid updating data va ues while readi nded data records, l ng out exte

the DCM module shall call the following API sequence: first lock updates by calling 
Dem_DisableDTCRecordUpdate() (which is an exclusive area function concerning 
to BSW00434) then call Dem_GetSizeOfExtendedDataRecordByDTC(), then 
Dem_GetExtendedDataRecordByDTC(RecNum) and finally shall re-enable 

updates by calling Dem_EnableDTCR cordUpdate().⌋()  e
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[Dcm372] ⌈ To avoid updating data va ues while reading out freeze frame records, l

the DCM module shall call the following API sequence: first lock updates by calling 
Dem_DisableDTCRecordUpdate() (which is an exclusive area function concerning 
to BSW00434) then call Dem_GetSiz OfFreezeFra RecNum), then e meByDTC(
Dem_GetFreezeFrameDataByDTC(RecNum) and finally shall re-enable updates by 

.⌋()  Dem_EnableDTCRecordUpdate()calling 

[Dcm702] ⌈ If function Dem_DisableD dUpdaTCRecor te() returns 

DEM_DISABLE_DTCRECUP_PENDING, the DCM shall retry to get the lock in the 

next Dcm_MainFunction().⌋()  

Note: 
not to lock the DTC for longer time. 

A um counter ary the DEM guarantees  timeout or maxim is not necess , because 

 ⌈ When the DCM module receives a request with the DTCStatusMask set [Dcm700]

t 0 s value on it ll o 0x0 , it shall handle thi s own and sha not use the DEM interface 

Dem_SetDTCFilter().⌋()  

Note: The parameter DTCFormat  of the functions Dem_ClearDTC(), 
Dem_SetDTCFilter(), ordFilter() and 
Dem_GetNextFilteredDTCA at of the requested DTC 
values for the sub-sequent API calls.  
For the 2-byte ISO15031-6 DTC format, the DTCFormat  parameter shall be equal to 
DEM_DTC_FORMAT_OBD. For the 2-byte ISO14229-1 DTC format, the DTCFormat  

DS.  

r to enable different diagnostic sessions in 
nostic services and/or 

contains the parameter: 

Dem_SetFreezeFrameRec
ndFDC() defines the output-form

parameter shall be equal to DEM_DTC_FORMAT_U

7.4.2.2 UDS Service 0x10 – Diagnostic Session Control 

UDS Service 0x10 allows an external teste
the server. A diagnostic session enables a specific set of diag
functionality in the server. The service request 

 diagnosticSessionType 

[Dcm250] ⌈ The DCM module shall implement the UDS Service 0x10⌋(BSW04006)  

[Dcm307] ⌈ When responding to UDS Service 0x10, if the requested subfunction 

value is not configured in the ECU (configuration parameter DcmDspSessionLevel), 
the DSP submodule shall trigger a negative response with NRC 0x12 (SubFunction 

not supported).⌋()  

If the requested subfunction value is configured, the following steps are processed 
even if the requested session type is equal to the already running session type (see 
ISO14229-1 [14] Section 8.2). 
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 [Dcm311] ⌈The sent confirmation function shall set the new diagnostic session type 

with DslInternal_SetSesCtrlType() and shall set the new timing parameters 
(P2ServerMax, P2ServerMax*) (see configuration parameters 
DcmDspSessionP2ServerMax and DcmDspSessionP2StarServerMax) and do the 
mode switch of the ModeDeclarationGroupPrototype 
DcmDiagnosticSessionControl by calling 
SchM_Switch_Dcm_<vendorApiInfix>_DcmDiagnosticSessionControl() with the new 

diagnostic session type (see Dcm778).⌋()BSW04015)  

 ⌈ The DSP submodule shall manage internally a read access for the [Dcm085]

dataIdentifier 0xF186 (ActiveDiagnosticSessionDataIdentifier) defined in ISO14229-1 

[14].⌋()  

 

7.4.2.3 UDS Service 0x11 - ECUReset 

UDS Service ECUReset (0x11) allows an external tester to request a server reset. 
The service request contains parameter: 

 resetType 

[Dcm260] ⌈ The DCM module shall implement the UDS Service ECUReset (0x11) ⌋() 

[Dcm373] ⌈On reception of a request for UDS Service 0x11 with the sub functions 

leRapidPowerShutDown 

Su  HARD  
Sub function keyOffOnReset (0x02) to KEYONOFF, 

Note: By this mode switch the DCM informs the BswM to prepare the shutdown of 
the ECU.  

f 
oupPrototype DcmEcuReset to the mode EXECUTE (via 

SchM_Switch_Dcm_<vendorApiInfix>_DcmEcuReset 

t. 

other than enableRapidPowerShutDown (0x04) or disab
(0x05), the DCM module shall trigger the mode switch of 
ModeDeclarationGroupPrototype DcmEcuReset equal to the received resetType. 
After the mode switch is requested the DCM shall trigger he start of the positive 
response message transmission. 

b function hardReset (0x01) to

Sub function softReset (0x03) to SOFT⌋() 

 

 [Dcm594] ⌈On the transmit confirmation (call to Dcm_TpTxConfirmation) of the 

positive response, the DCM module shall trigger the mode switch o
ModeDeclarationGr

(SchM_MODE_DcmEcuReset_EXECUTE) ).⌋() 
Note: By this final mode switch the DCM request the BswM to finally shutdown the 

CU and to to perform the reseE
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Dcm818 ⌈On reception of a request for UDS Service 0x11 with the sub functions 

enableRapidPowerShutdown (0x04) or disableRapidPowerShutdown (0x05), the 
DCM module shall trigger the mode switch of ModeDeclarationGroupPrototype 
DcmRapidPowerShutDown: 

Sub function enableRapidPowerShutDown (0x04) to 
ENABLE_RAPIDPOWERSHUTDOWN, 
Sub function disableRapidPowerShutDown (0x05) to 

DISABLE_RAPIDPOWERSHUTDOWN⌋() 

Note: If EnableRapidPowerShutdown is enabled, the ECU should shorten its 

powerdown time. 
 
 

[Dcm589] ⌈ In case the parameter DcmDspPowerDownTime is present, the DCM 

shall set the powerDownTime in positive response to sub-service 

enableRapidPowerShutDown with value set in DcmDspPowerDownTime.⌋()  

 
 
 

7.4.2.4 UDS Service 0x14 - Clear Diagnostic Information 

UDS Service ClearDiagnosticInformation (0x14) requests an ECU to clear the error 
memory. The service request contains the parameter: 

 groupOfDTC.[ 

Dcm247] ⌈ The DCM module shall implement UDS Service 0x14.⌋(BSW04010)  

[Dcm005] ⌈ Upon reception of a UDS Service ClearDiagnosticInformation (0x14) 

request with parameter groupOfDTC, the DCM module shall call the operation 
ClearDTC with the following parameter values: 
DTC: groupOfDTC from the service request 
DTCFormat: DEM_DTC_FORMAT_UDS 

DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04010, BSW04058, 
BSW04065)  

[Dcm705] ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_OK, the DCM module 

shall send a positive response.⌋()  
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[Dcm706] ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_PENDING, the DCM 

shall invoke Dem_ClearDTC() on next Dcm_MainFunction call again. It is up to the 

DCM to send NRC 78 to respect the response behaviour⌋()  

[Dcm707] ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_FAILED, the DCM shall 

send a negative response 0x22 – conditionsNotCorrect.⌋()  

[Dcm708] ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_WRONG_DTC, the 

DCM shall send a negative response 0x31 – requestOutOfRange.⌋()  

7.4.2.5 UDS Service 0x19 – Read DTC Information 

[Dcm248] ⌈ The DCM module shall implement the UDS Service 0x19.⌋(BSW04010)  

Dcm739 ⌈If a DEM_STATUS_PENDING value is returned from 

Dem_GetStatusOfDTC, the DCM shall call the API (at least on each 

Dcm_MainFunction cycle) again as long as DEM_STATUS_PENDING is returned⌋() 

Dcm740 ⌈If a DEM_FILTERED_PENDING value is returned from 

Dem_GetNextFilteredRecord or Dem_GetNextFilteredDTCAndFDC, the DCM shall 
call the API (at least on each Dcm_MainFunction cycle) again as long as 

DEM_FILTERED_PENDING is returned⌋() 

TCByStatusMask), 
elatedOBDDTCByStatusMask) 

ort 
f DTCs matching tester-defined criteria. The service request contains 
: 

 DTCStatusMask 
UDS Service 0x19 with subfunction 0x07 requests the ECU to report the number of 

 

 DTCStatusMask 

7.4.2.5.1 UDS Service 0x19 with subfunctions 
0x01(reportNumberOfDTCByStatusMask), 
0x07(reportNumberOfDTCBySeverityMaskRecord) , 
0x11(reportNumberOfMirrorMemoryD
0x12(reportNumberOfEmissionsR

UDS Service 0x19 with subfunctions 0x01, 0x11 or 0x12 requests the ECU to rep
the number o
the parameter

DTCs matching tester-defined criteria. The service request contains the parameters:
 DTCSeverityMask 
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[Dcm376] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x01, 0x07, 0x11 or 0x12, the DCM module shall use the following data in the 

response message:⌋(BSW04010)  

Parameter name Value 
DTCStatusAvailabilityMask DTCStatusAvailabilityMask (see Dcm007) 
DTCFormatIdentifier nslationType() value returned by Dem_GetTra
D m293TCCount value calculated according to Dc  

[Dcm293]  When responding to UDS Service 0x19 with subfunction 0x01, 0x07, ⌈
0x11 or 0x12, the DCM module shall calculate the number of DTCs using 
Dem_GetNumberOfFilteredDTC() after having set the DEM-filter with 
Dem_SetDTCFilter() using the parameter values of the following table:  

 reportNumber

usMask 

reportNumber

ityMaskRecord

reportNumber
irrorMemo

ryDTCByStatu
sMask 

reportNumberOfE
missionsRelated

OBDDTCByStatus
Mask 

OfDTCByStat OfDTCBySever OfM

 0x01 0x07 0x11 0x12 
DTCStatusMask DTCStatusMas

k from request 
(see Dcm700) (see Dcm700

DTCStatusMas
k from request 

) (see Dcm700

DTCStatusMas
k from request 

DTCStatusMask 
from request (see 
Dcm700) ) 

DTCKind DEM_DTC_GR
OUP_ALL_DT
CS 

DEM_DTC_GR
OUP_ALL_DTC
S 

DEM_DTC_GR
OUP_ALL_DT
CS 

EMISSION_REL_
DTCS 

DTCFormat DEM_DTC_FO
RMAT_UDS 

DEM_DTC_FO
RMAT_UDS 

DEM_DTC_FO
RMAT_UDS 

DEM_DTC_FORM
AT_UDS 

D PRIMARY_MEMOTCOrigin PRIMARY_ME
MORY 

PRIMARY_ME
MORY 

MIRROR_MEM
ORY RY 

FilterWithSeverity NO YES NO NO 
D

quest 
levant TCSeverityMask Not relevant DTCSeverityMa

sk from re
Not relevant Not re

FilterForFaultDete
ctionCounter 

NO NO NO NO 

⌋(BSW04010, BSW04058, BSW04067) 

7.4.2.5.2 

UDS Service 0x19 with subfunctions 0x02, 0x0F or 0x13 requests the DTCs (and 

UDS Service 0x19 with subfunctions     
0x02(reportDTCByStatusMask),                     
0x0A(reportSupportedDTCs), 
0x0F(reportMirrorMemoryDTCByStatusMask), 
0x13(reportEmissionsRelatedOBDDTCByStatusMask), 
0x15(reportDTCWithPermantStatus) 

their associated status) that match certain conditions.  The service request contains 
the parameter: 

 DTCStatusMask 
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UDS Service 0x19 with subfunction 0x0A requests all supported DTCs and their 
associated status. UDS Service 0x19 with subfunction 0x15 requests all DTCs with 
permanent status. 

[Dcm377] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x02, 0x0A, 0x0F, 0x13 or 0x1 ng data in the 5, the DCM module shall use the followi

response message:⌋()  

Parameter name Value 
DTCStatusAvailabilityMask DTCStatusAvailabilityMask (see Dcm007) 
DTCAndStatusRecord As defined in Dcm008 and Dcm378 

[Dcm008] ⌈ On reception of a UDS Service 0x19 request with subfunction 0x02, 

0x0A, 0x0F, 0x13 or 0x15 and if DTCStatusAvailabilityMask (see Dcm007) is equal to 

C.⌋()  0, the D M modul po DTC e shall answer sitively with 0 

[Dcm378]  ⌈ When responding to UDS Service 0x19 with subfunctions 0x02, 0x0A, 

0x0F, 0x13 or 0x1 d  th  D5, the DCM mo ule shall obtain e records with TCs (and their 
associated status) c Ne Talling Dem_Get xtFilteredD C() after having  by repeatedly 
configured the filte tD  using the parameter values of the r with Dem_Se TCFilter()
following table:  

 reportDTC reportSupp
r

reportMirror
o

ySta
s

reportEmiss
el

DT
M

reportDTC

ntStatus 
ByStatusM

ask 
o tedDTCs Mem

B
ryDTC
tusMa

ionsR
OBD

ated
CBy

WithPerma
ne

k Status ask 

 0x02 0x   0A 0x0F 0x13 0x15 
0x00 DTCStatusM

ask fro
request (see 
Dcm700

DTCStatusMask DTCStatus
 

request 
Mask from

(see 
Dcm700) 

m 

) 

DTCStatusM
ask from
request (see 
Dcm700

 

) 

0x00 

DTCKind DEM_DTC_ DEM_DTC_ DEM_DTC_
_ALL

EMISSION_
REL_DTCS 

DEM_DTC_
GROUP_AL
L_DTCS 

GROUP_AL
L_DTCS 

GROUP_AL
L_DTCS 

GROUP
_DTCS 

DTCForma
U ORMAT_UD

DEM_DTC_F
ORMAT_UD
S 

DEM_DTC_
FORMAT_U
DS 

t DEM_DTC_
FORMAT_
UDS 

DEM_DTC_
FORMAT_
DS 

DEM_DTC_F

S 
DTCOrigin

Y 
_M

EMORY 
PERMANE
NT_MEMO
RY 

 PRIMARY_
MEMORY 

PRIMARY_
MEMORY 

MIRROR_ME
MOR

PRIMARY

FilterWithSeverity NO NO NO NO NO 
DTCSeverityMask Not relevant Not relevant Not relevant Not relevant Not relevant 
F
c

ilterForFaultDete
tion

NO NO NO NO NO 
Counter 

⌋(BSW04010, BSW04058, BSW04067)  
Note: 
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 The DCM module can obtain the number of records that will be found using 
Dem_GetNextFilteredDTC() by using 
Dem_GetNumberOfFilteredDTC(). This allows the implementation to 
calculate the total size of the response before cycling through the DTCs. 

se, it’s possible that the number of 
DTC matching the filter change between the calculatio e total size, needed for 

n, an his reason, the 
ply : 

 The value 0x00 used as DTCStatusMask for the subfunctions 0x0A and 0x15 
disables the status byte filtering in Dem_SetDTCFilter(). 

 
When using paged buffer mechanism, in some ca

n of th
the first page transmissio

t ap
d the sending of the further pages. For t

following requiremen

[Dcm587] ⌈ The DCM shall limit the response size to the size calculated when 

sending the first page. If more DTCs match the filter after this sending, the additional 

DTCs shall not be considered.⌋()  

[Dcm588] ⌈ The DCM shall pad the response with the size calculated when sending 

the first page. If less DTC matche the filter after this sending, the missing DTCs shall 

be padded with 0 value as defined in 15031-6.⌋()  

 

7.4.2.5.3 UDS Service 0x19 wit io r ve
Record) 

UDS Service 0x19 with subfunction 0x08 requests the DTCs and the associated 
status that match a tester-defined severity mask record.  The service request 
ontains the follow ramete

erit
 DTCStatusM

h subfunct n 0x08 (repo t DTC by Se rity Mask 

c ing pa rs: 
 DTCSev yMask 

ask 

[Dcm379]   ⌈ When sending a positive response to UDS Service 0x19 with 

subfunction 0x08, d e  d spothe DCM mo ule shall us the following ata in the re nse 
message:  

eter na uParam me Val e 
DTCStatusAvailability D i eeMask TCStatusAva labilityMask (s  Dcm007) 
DTCAndSeverityRec As defined in Dcm380   ord 

⌋() 

[Dcm380]  ⌈ When  t ic su 08 responding o UDS Serv e 0x19 with bfunction 0x , the DCM 

module shall obtain the DTCAndSeverityRecords by repeatedly calling 
Dem_GetNextFilteredDTCAndSeverity() after having configured the filter with 
Dem_SetDTCFilter()  of the following table:   using the parameter values
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Note: The DCM module can obtain the number of records that will be found using 
 

7.4.2.5.4 UDS Service 0x19 with subfunction 0x09 (report Severity Information 
of DTC) 

UDS Service 0x19 with subfunction 0x09 requests the severity information of a DTC.  

 DTCMaskRecord 
 

 
 
 
 

 
⌋(BSW04010)  
 

 reportDTCBySeverityMaskRec
ord 

DT tCS atusMask DTCStatusMask from request 
(see Dcm700) 

DTCKind DEM_DTC_GROUP_ALL_DTC
S 

DTCFormat DEM_DTC_FORMAT_UDS 
DTCOrigin PRIMARY_MEMORY 
FilterWithSeverity YES 
DTCSeverityMask DTCSeverityMask from request 
FilterForFaultDetectionCo
unter

NO 

Dem_GetNextFilteredDTCAndSeverity() by using
Dem_GetNumberOfFilteredDTC(). 

The service request contains the parameter: 

 
 

[Dc  positive response to UDS Service 0x19 with subfunction m381] ⌈ When sending a

0x09, the DCM module shall use the following data in the response message: 

Parameter name Value 
DTCStatusAvailabilityMask DTCStatusAvailabilityMask (see Dcm007) 
DTCAndSeverityRecord Dem_GetSeverityOfDTC() 

DTCFunctionalUnit : use 
Dem_GetFunctionalUnitOfDTC() 

() with 

DTC: DTC from the request 
DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY 

DTCSeverityMask : use 

DTCxxx : the given DTC of the request 
GetStatusOfDTCstatusOfDTC : use Dem_

parameters value: 

⌋(BSW04010)  
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7.4.2.5.5 Service 0x19 subfunctions 0x06/0x10 + DTC + 0xFF – Report all 
Extended Data Records for a particular DTC 

UDS Service 0x19 with subfunction 0x06 or 0x10 and 
taRecord xtended Data Re ords for a 

he reques
CMaskRecord 

 DTCExtendedDataRecordNumber (equal to 0xFF) 

DTCExtendedDa
specific DTC.  T

Number=0xFF requests all E
t contains: 

c

 DT

[Dcm297]  ⌈ When sendin  to UDS Service 0x19 withg a positive response  

subfunction 0x06 or 0x10 and DTCExtendedDataRecordNumber=0xFF, the DCM 
module shall use the follow age: 

Parameter name Value 

ing data in the response mess

DTCAndStatusRecord see Dcm295 
DTCExtendedDataRecordNumber see Dcm296 
DTCExtendedDataRecord see Dcm296 

⌋()  

[Dcm295] ⌈ When responding to UDS Service 0x19 with subfunction 0x06 or 0x10, 

the DCM module shall calculate the statusOfDTC by calling 
Dem_GetStatusOfDTC() with the following parameters: 

 reportDTCExtendedDataRe
cordByDTCNumber 

reportMirrorMemoryDTCExte
ndedDataRecordByDTCNum

ber 

 0x06 0x10 
DTC DTCMaskRecord from 

request 
DTCMaskRecord from request 

DTCOrigin PRIMARY_MEMORY MIRROR_MEMORY 

⌋(BSW04010, BSW04058)  

[Dcm onding to UDS Service 0x19 wit nction 0x06 or 0x10, 296] ⌈ When resp h subfu

the DCM module shall assemble the ExtendedDataRecords by calling 
Dem_GetExtendedDataReco ber rdByDTC() repeatedly (where ExtendedDataNum
goes from 0x01 to 0xEF) with t

 rep rMemoryDTCExte
um

he following parameter values: 

ortDTCExtendedDataRe reportMirro
cordByDTCNumber ndedDataRecordByDTCN

ber 

 0x06 0x10 
DTC DTCMaskRecord from 

request 
DTCMaskRecord from request 

DTCOrigin PRIMARY_MEMORY MIRROR_MEMORY 
ExtendedDataNumber 0x01 to 0xEF 0x01 to 0xEF 

⌋(BSW04010, BSW04058)  
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The DTCExtendedDataRecordNumber is equal to the ExtendedDataNumber,
ed an IN parameter in t

 which 
is us he DEM interface 
Dem_GetExtendedDataRecordByDTC(). 

[Dcm478] ⌈ The DCM module shall obtain the size of the data returned by DEM in 

Dem ecordByD_GetExtendedDataR TC() call by using 

De G 04010)  

ule call 
t to 

ctions 0x06/0x10 + – Report all OBD 
rds for a particular 

 Service 0x19 with subfunction 0x06 or 0x10 and 
DTCExtendedDataRecordNumber=0xFE requests all OBD Extended Data Records 

m_ etSizeOfExtendedDataRecordByDTC().⌋(BSW

To get the size of all extended data, the DCM mod
Dem_GetSizeOfExtendedDataRecordByDTC()with ExtendedDataNumber se
0xFF. 
 

7.4.2.5.6 Service 0x19 subfun
a Reco

DTC + 0xFE 
Extended Dat DTC 

UDS

for a specific DTC.  The request contains: 
 DTCMaskRecord 
 DTCExtendedDataRecordNumber (equal to 0xFE) 

[Dcm474] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x06 or 0x10 and DTCExtended =0xFDataRecordNumber E, the DCM module shall 
use the following data in the response message: 

Parameter n Value ame 
DTCAndStatusRecord see Dcm475 
DTCExtendedDataRecordNumber see Dcm476 
DTCExtendedDataRecord see Dcm476 

⌋()  

[Dcm475] ⌈ When responding to UDS Service 0x19 with subfunction 0x06 or 0x10, 

the DCM module shall calculate the statusOfDTC by calling 
Dem_GetStatusOfDTC() with the following parameters: 

 reportDTCExtendedDataRe reportMirrorMemoryDTCExte
cordByDTCNumber ndedDataRecordByDTCNum

ber 

 0x06 0x10 
DTC DTCMaskRecord from 

request 
DTCMaskRecord from request 

DTCOrigin PRIMARY_MEMORY MIRROR_MEMORY 

⌋(BSW04010, BSW04058)  
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[Dcm476] ⌈ When responding to UDS Service 0x19 with subfunction 0x06 or 0x10, 

the DCM module shall assemble the ExtendedDataRecords by calling 
Dem_GetExtendedDataRecordByDTC() repeatedly (where ExtendedDataNumber 
goes from 0x90 to 0xEF) with the following parameter values: 

 reportDTCExtendedDataRe
cordByDTCNumber 

reportMirrorMemory
ndedDataR

DTCExte
ecordByDTCNum

ber 

 0x06 0x10 
D

request 
TC DTCMaskRecord from DTCMaskRecord from request 

DTCOrigin PRIMARY_MEMORY MIRROR_MEMORY 
ExtendedDataNumber 0x90 to 0xEF 0x90 to 0xEF 

⌋(BSW04010, BSW04058)  
The DTCExtendedDataRecordNumber is equal to the ExtendedDataNumber, whic

in the DEM interface 
h 

is used an IN parameter 
Dem_GetExtendedDataRecordByDTC(). 
 
As required in  Dcm478, the DCM module shall obtain the size of the extended data 
rec izeOfExtendedDataRecordByDTC(). 
 
To get the size of all OBD related extended data, the DCM 

7.4.2.5.7 Service 0x19 subfunctions 0x06/0x10 + DTC + (not 0xFF nor 0xFE) – 
Extended Data Rec ticular DTC 

0x19 with subfunc or 0x10 and 
ExtendedDataRecordNumber different from 0xFF or 0xFE requests a specific 

Extended Data Records for a specific DTC.  The service request contains the 

F or 0xFE) 

ord by using Dem_GetS

module call Dem_GetSizeOfExtendedDataRecordByDTC() with 
ExtendedDataNumber set to 0xFE. 
 

Report one specific ord for a par

The UDS Service tion 0x06 
DTC

parameters: 
 DTCMaskRecord 
 DTCExtendedDataRecordNumber (different from 0xF

[Dcm386]  ⌈ hen sending  S W  a positive response to UDS ervice 0x19 with 

subfunction 0x06 or 0x10 and D cordNTCExtendedDataRe umber different from 0xFF 
or 0xFE, the DCM module shall use the following data in the response message: 

Parameter n Value ame 
DTCAndStatusRecord see Dcm295 
DTCExtendedDataRecordNumber DTCExtendedDataRecordNumber 

from request 
DTCExtendedDataRecord see Dcm382 

⌋()  
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 [Dcm382]  ⌈ When responding to UDS Service 0x19 with subfunction 0x06 or 0x10 

and DTCExtendedDataRecordNumber different from 0xFF or 0xFE, the DCM module 
shall calculate the DTCExtendedDataRecord from 
Dem_GetExtendedDataRecordByDTC() with the following parameter 

values.⌋(BSW04010, BSW04058)

 reportDTCExtendedDataRec
ordByDTCNumber 

r
dedDataRecordByDTCNumber 

  

eportMirrorMemoryDTCExten

 0x06 0x10 
DTC DTCMaskRecord from request DTCMaskRecord from request 
DTCOrigin PR RY MIRROR_MEMORY IMARY_MEMO
ExtendedDataNumber DTCExtendedDataRecordNum

 from request 
DTCExtendedDataRecordNumb
er from request ber

 
As required in  Dcm478, the DCM module shall obtain the size of the extended data 
record by using Dem_GetSizeOfExtendedDataRecordByDTC(). 

shot Record 
Identification 

7.4.2.5.8 UDS Service 0x19 subfunctions 0x03 – Report DTC Snap

UDS Service 0x19 with subfunction 0x03 allows an external tester to request the 
corresponding DTCs for all FreezeFrame records present in an ECU.  

[Dcm300]  ⌈ When sending a positive response to UDS Service 0x19 with 

subfunction 0x03, the DCM module shall use the following data in the response 
message: 

Parameter name Value 
D
D

TCRecord/ 
TCSnapshotRecordNumber 

As defined in Dcm299 

⌋()  

 

DCM

External Tester

Response: $59 $03

(DTC + RecordNumber(s),

DTC2 + ...)

DTC

Dem_GetNextFilteredRecord

Function call

Return value(s)

Request: $19 $03

(no parameter)

DEM

Event 
memory

DTC1 DTC2 free

FreezeFrame
(1st set)

FreezeFrame
(2nd set)

free

FreezeFrame
(1st set)

free

free

free

free

free

Example:

1

2

3

4

5

6

7

8

9

Dem_SetFreezeRecordFilter

NumberOfFilteredRecords 

1 2 3 4           
…

10          
...

DTC1 DTC1 NoDTC
DTC2   

…
Wrong

      
...

ForRec

RecordNumbers mu

ord Record
NumberOfFilteredRecords 

st be absolute
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Figure 7: Request DTC Snapshot Record Identification 

[Dcm298] ⌈ The DSP submodule shall call 

Dem_SetFreezeFrameRecordFilter() that returns the 
NumberOfFilteredRecords value with DTCFormat equal to 

DEM_DTC_FORMAT_UDS.⌋(BSW04010)  

 ⌈ When responding to UDS Service 0x19 with subfunction 0x03, the DCM [Dcm299]

module shall obtain the c aonsecutive DTCs and DTCSn pshotRecordNumbers by 

repeatedly calling Dem_G .

hen using paged buffe some case, it’s possible that the number of 

⌋(BSW04010)  etNextFilteredRecord()

r mechanism, in W
DTC matching the filter change between the calculation of the total size, needed for 
the first page transmission, and the sending of the further pages. For this reason, the 
requirement Dcm587 and Dcm588 shall be considered for the implementation of this 
subservice. 

he service 

MaskRecord 
 DTCSnapshotRecordNumber 

 

7.4.2.5.9 UDS Service 0x19 subfunctions 0x04 – Report DTC Snapshot Record 
by DTC Number 

Using UDS Service 0x19 with subfunction 0x04 an external tester can request 
FreezeFrame information for one or all FreezeFrames of a specific DTC. T
request contains parameters: 

 DTC

[Dcm302] ⌈ When sending a p DS Service 0x19 with subfunction ositive response to U

0x04 and DTCSnapshotRecordNumber not 0xFF, the DCM module shall use the 
following data in the response message:  

Parameter name Value 
DTCAndStatusRecord DTC from the request, statusOfDTC according 

to Dcm383 
DTCSnapshotRecordNumber 

 call. 

The DTCSnapshotRecordNumber is contained 
in the output buffer from the 
Dem_GetFreezeFrameDataByDTC()
See Dcm384 

DTCSnapshotRecordNumberOfIdentifiers/ As defined in Dcm384
DTCSnapshotRecord 

 

⌋()  

[Dcm387] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x04 and DTCSnapshotRecordNumber=0xFF, the DCM module shall use the 
following data in the response message:  
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Parameter name Value 
DTCAndStatusRecord DTC from the request, statusOfDTC according 

to Dcm383 
DTCSnapshotRecordNumber The DTCSnapshotRecordNumber is contained 

rameDataByDTC() call. 
in the output buffer from the 
Dem_GetFreezeF
See Dcm385 

D
D

385TCSnapshotRecordNumberOfIdentifiers/ 
TCSnapshotRecord 

As defined in Dcm   

⌋()  

[Dcm383]  ⌈ When responding to UDS Service 0x19 with subfunction 0x04, the DCM 

module shall obtain the status of the DTC by calling Dem_GetStatusO  with fDTC()
the following parameters: 
DTC: DTC from the request 

DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04010, BSW04058)  

[Dcm384] ⌈ Upon reception of UDS Service 0x019 with subfunction 0x04 and 

DTCSnapshotRecordNumber not 0xff, DCM module shall obtain the 
“DTCSnapshotRecordNumberOfIdentifiers” and the FreezeFrame  by calling 
Dem_GetFreezeFrameDataByDTC() with the following parameter values: 
DTC: DTCMaskRecord from the request in UDS format 
DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY 

RecordNumber: DTCSnapshotRecordNumber from the request⌋(BSW04010, 
BSW04058)  

 

[Dcm385] ⌈ Upon reception of UDS Service 0x19 with subfunction 0x04 and 

DTCSnapshotRecordNumber 0xff, the DCM module shall cycle through all 
FreezeFrame numbers from 0x00 to 0xfe and obtain the corresponding 
“DTCSnapshotRecordNumberOfIdentifiers” and FreezeFrame by calling 
Dem_GetFreezeFrameDataByDTC() with the following parameter values: 
DTC: DTCMaskRecord from the request in UDS format 
DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY 

 0x00 -> 0xFE⌋(BSW04010, BSW04058)  RecordNumber: value from

[Dcm441]  The DCM module shall ob⌈ tain turned by DEM in  the size of the data re

Dem_GetFreezeFrameDataByDTC()call by using 

Dem_GetSizeOfFreezeFrameByDTC().⌋(BSW04010, BSW04079)  

To get the size of all FreezeFrame data, the DCM module call 
Dem_GetSizeOfFreezeFrameByDTC()with RecordNumber set to 0xFF. 
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7.4.2.5.10 UDS Service 0x19 with subfunction 0x05 (Report DTC Snapshot 

subfunction 0x0
FreezeFrame information for a specific FreezeFrame record number.  The service 
request contains parameter: 

on, the diagnostic service $19 05 is limited to the OBD legislative 
e frame. 

Record by Record Number) 

UDS Service 0x19 with 5 allows an external tester to request 

 DTCSnapshotRecordNumber 
 
Due to DEM limitati
freez

[Dcm632] ⌈ On reception of service 0x19 with subfunction 0x05, if  the record 
number of the diagnostic request is different from 0x00, the DCM module shall send 

a negative response with N ⌋()  RC 0x31 (request out of range).

[Dcm574] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x05 and DTCSnapshotRecordNumber is 0x00, the DCM module shall use the 
following data in the response message: 

Parameter name Value 
D  (0x00) TCSnapshotRecordNumber DTCSnapshotRecordNumber from request
DTCAndStatusRecord DTC according to Dcm388, statusOfDTC a

to Dcm389
ccording 

 
D
r

88TCSnapshotRecordNumberOfIdentifie
s / DTCSnapshotRecord 

As defined in Dcm3  

⌋()  
 

 

 
 

 

DEM  
 
 
 
 
 
 
 
 

Event 
External Tester 

DTC DTC free 

 
 
 
 

 

DCM

DTC + 
DTCSnapshotRecordNumberOfIdentifiers +

DTCSnapShotRecord 
 

Function 

Return 

FreezeFrame 

(1st set) 

FreezeFrame 
(2nd set) 

free 

FreezeFrame 
(1st set) 

free 

free 

free 

free 

free 

1

2

3

4 7

Response: $59 $05 
5

6

8

9

RecordNumbers must be absolute 

(DTC + DTCStatus + 
RecordNumber + Number of 

Request: $19 $05 

(RecordNumber) 

Identifiers + SnapshotData) 

    
Dem GetFreezeFrameDataByRecord
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Figure 8: Request DTC Snapshot Record by Snapshot Record Number 

[Dcm388] ⌈ When responding to UDS Service 0x19 with subfunction 0x05 and 

DTCSnapshotRecordNumber is 0x00, the DCM module shall obtain the DTC, the 
DTCSnapshotRecordNumberOfIdentifiers and the DTCSnapshotRecord by calling 
Dem_GetFreezeFrameDataByRecord() with the following parameter values: 
RecordNumber: DTCSnapshotRecordNumber from the request (0x00) 
DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY 
 
BufSize: Data size available in the transmit buffer 

DestBuffer: Address where the DEM shall copy the freeze frame data⌋(BSW04010, 
BSW04058)  
 

[Dcm389] ⌈ When responding to UDS Service 0x19 with subfunction 0x05 and 

DTCSnapshotRecordNumber is 0x00, the DCM module shall obtain the status of the 
DTC by calling Dem_GetStatusOfDTC() with the following parameters: 
DTC: DTC as defined in Dcm388 

DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04010, BSW04058)

e d() copy  the 
S rOfIdentifiers, as defined 

se message to Service 0x19 subfunction 0x05, to the buffer 
ided by the DCM module.  

he DCM module can know the size of data returned in 
em_GetFreezeFrameDataByRecord() using parameter BufSize. 

, 0x0D, 0x0E.   

  

 
The function Dem_GetFreez
DTCSnapshotRecord data and DTC

DS for the respon

FrameDataByRecor
napshotRecordNumbe

by U
prov
T
D

7.4.2.5.11 UDS Service 0x19 with subfunctions  
0x0B(reportFirstTestFailedDTC), 
0x0C(reportFirstConfirmedDTC), 

ort entTestFailedDTC), 
rtMostRecentConfirmedDTC)  

n external test tool may reque  an ECU to report DTCs and the associated status, 
atching a by the tester defined occurrence criterion, by sending a UDS Service 
quest 0x19 including one o tions 0x0B, 0x0C

0x0D(rep MostRec
0x0E(repo

A st
m
re f the following subfunc

[Dcm392]  ⌈ When sending a positive response to UDS Service 0x19 with 

subfunction 0x0B, 0x0C, 0x0D or 0x0E, the DCM module shall use the following data 
in the response message:  

Parameter name Value 
DTCStatusAvailabilityMask DTCStatusAvailabilityMask (see Dcm007) 
DTCAndStatusRecord The DTC is obtained according to Dcm466, the 

StatusOfDtc is obtained according to Dcm393 
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⌋()  

 [Dcm393] ⌈ For the purpose of responding to UDS Service 0x19 with subfunctions 

0x0B, 0x0C, 0x0D or 0x0E, the DCM module shall obtain the StatusOfDtc by calling 
Dem_GetStatusOfDTC() with the following parameter values: 
DTC: the DTC value as defined in Dcm466 

DTCOrigin: DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04010, BSW04058)  

[Dcm466] ⌈ For the purpose of responding to UDS Service 0x19 with subfunctions 

0x0B, 0x0C, 0x0D or 0x0E, the DCM shall obtain the DTC with 
Dem_GetDTCByOccurrenceTime() using the parameter values of the following 
table: 

 reportFirstTe reportFirstConfir reportMostRe reportMostRece
dDTC stFailedDTC medDTC centTestFaile

dDTC 
ntConfirme

 0x0B 0x0D 0x0E 0x0C 
DTCRequest FIRST_ FIRST_ MOST_RECEN MOST_REC_ 

FAILED_DTC DET_CONFIRME
D_DTC 

T_ 
FAILED_DTC 

DET_CONFIRME
D_DTC 

⌋(BSW04010)  
 

Dcm766 ⌈If the Dcm received DEM_OCCURR_NOT_AVAILABLE by calling 

Dem_GetDTCByOccurrenceTime it shall response with a positive and empty 

response⌋() 

7.4.2.5.12 on 

An external test tool may request an ECU to report the FaultDetectionCounter for all 

 UDS Service 0x19 with subfuncti
0x14(reportDTCFaultDetectionCounter) 

DTCs with a “Prefailed” status, by sending a UDS Service request 0x19 with 
subfunction 0x14. 

[Dcm464] ⌈ When sending a positive response to UDS Service 0x19 with subfunction 

0x14,  the DCM module shall use the following data in the response messa

Parameter name 

ge: 

Value 
DTC The DTC is obtained according from the call to 

Dem_GetNextFilteredDTCAndFDC() 
DTCFaultDetectionCounter The DTCFaultDetectionCounter is obtained according from 

() the call to Dem_GetNextFilteredDTCAndFDC

⌋(BSW04010)  
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[Dcm465] ⌈ When responding to UDS Service 0x19 with subfunctions 0x14, the DCM 

module shall obtain the DTCFaultCounter of every DTCs with status “prefailed” by 
repeatedly calling Dem_GetNextFilteredDTCAndFDC() after having configured 
the filter with Dem_SetDTCFilter() using the parameter values of the following 
table: 

DTCStatusMask 0x00 
DTCKind DEM_DTC_GROUP_ALL_DTCS 
DTCFormat DEM_DTC_FORMAT_UDS 
DTCOrigin PRIMARY_MEMORY 
FilterWithSeverity NO 
DTCSeverityMask Not relevant 
FilterForFaultDetectionCounter YES 

⌋(BSW04010, BSW04058)  

Dcm681] ⌈ The DCM module shall obtain the numb ha[ er of records t t will be found 

using Dem_GetNextFilteredDTCAndFDC() by using 

Dem_GetNumberOfFilteredDTC().⌋()  

[ he _S h Dcm519] ⌈ T  calls to Dem etDTCFilter() wit parameter 
FilterForFaultDet  s  nteectionCounter et to YES shall be done in the co xt of the 

Dcm_MainFunction()⌋(BSW04010)  

aged buffer mechanism, in some case, it’s possible that the number of 
DTC matching the filter change between the calculation of the total size, needed for 
the first page transmission, and the sending of the further pages. For this reason, the 
requirement Dcm587

 
This allows the implementation to calculate the total size of the response before 
cycling through the DTCs.  
 
When using p

 and Dcm588 shall be considered for the implementation of this 

 
subservice. 

7.4.2.6 UDS Service 0x22 - ReadDataByIdentifier 

[Dcm253] ⌈ The DCM module shall implement the UDS Service 

ReadDataByIdentifier (0x22)⌋()  

With UDS Service 0x22, the tester can 
 

request the value of one or more DIDs. 
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[Dcm438] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22) ) with DID 

in the range 0x00FF to 0xF1FF or 0xF400 to 0xFEFF, for every requested DID the 
DCM module shall check if the DID is supported (see configuration parameter 
DcmDspDid and DcmDspDidRange) If none of the requested DIDs is supported, 

the DCM module shall send NRC 0x31 (Request out of range).⌋()  

 

⌈ On reception of th ByIdentifier (0x22) with DID [Dcm651] e UDS Service ReadData

in the range 0xF200 to 0xF3F e DCM module shall check if the DID has been F, th
dynamically configured. If not, dule shall send NRC 0x31 (Request out of  the DCM mo

range).⌋()  

[Dcm652] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22) with DID 

in the range 0xF200 to 0xF3FF, if verification has been successfully done (see 
Dcm651) and the dynamic DID has been defined with a DID source (See Dcm646), 

ation of this DID source to read the data.⌋()  the DCM module shall use the configur

[Dcm653] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22) with DID 

in the range 0xF200 to 0xF3FF, if verification has been successfully done (see 
Dcm651) and the dynamic DID has been defined with a memory address (See 
Dcm646), the DCM module shall use the callout Dcm_ReadMemory to read the 

data.⌋()  

 

[Dcm561] ⌈ If a DID is set as unused (DcmDspDidUsed set to FALSE), the DCM 

)⌋()  shall consider the DID as not supported (according to Dcm438

[Dcm433] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID the DCM module shall check if the DID has a Read access configured 
(see configuration parameter DcmDspDidRead in DcmDspDidAccess). If none of 
the DID has a Read access, the DCM module shall send NRC 0x31 (Request out of 

range).⌋()  

[Dcm434] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID the DCM module shall check if the DID can be read in the current 
session (see configuration parameter DcmDspDidReadSessionRef). If none of the 
DID can be renden in the current session, the DCM module shall send a NRC 0x31 

(Request out of Range).⌋()  
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[Dcm435] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID the DCM module shall check if the DID can be read in the current 
security level (see configuration parameter DcmDspDidReadSecurityLevelRef). If 

not, the DCM module shall send NRC 0x33 (Security access denied).⌋()  

Dcm819 ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID the DCM module shall check if the DID can be read in the current 
mode condition (according to the configuration parameter 
DcmDspDidReadModeRuleRef). If not, the DCM module shall send the calculated 

negative response of the referenced DcmModeRule.⌋()  

 

[Dcm440] ⌈ If the requested DID references several other DID (see configuration 

parameter DcmDspDidRef), the DCM module shall process the verification and the 

reading of every referenced DID.⌋()  

 

7.4.2.6.1 Non-OBD DID 

[Dcm578] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID outside the OBD range (F400-F8FF), after all verification (see 
Dcm433, Dcm434 and Dcm435), If the data is configured as a “ECU signal” of the 
IoHwAb (parameter DcmDspDataUsePort), the DCM shall call the Api 
IoHwAb_Dcm_Read_<symbolic name of ECU signal (parameter 
DcmDspDataReadEcuSignal)>() to get the Data. In this case, the requirements 

 shall not apply.⌋()  Dcm439, Dcm436 and Dcm437

 

[Dcm439] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID outside the OBD range (F400-F8FF), the DCM module shall request 
the application if the DID can be read by calling the configured function (if parameter 
DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter 
DcmDspDataConditionCheckReadFnc) on each data of the DID or call the 
associated ConditionCheckRead operation (if parameter DcmDspDataUsePort set 
to USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER). If not (one function returns E_NOT_OK) 
, the DCM module shall send a negative response with NRC set to value from the 
parameter “ErrorCode” of DcmDspDataConditionCheckReadFnc function or 

ConditionCheckRead operation.⌋()  
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[Dcm436] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID outside the OBD range (F400-F8FF), the DCM module shall check if 
the datas of the DID have a fixed data length (see configuration parameter 
DcmDspDataFixedLength): if not (Parameter set to False) the DCM module shall 
call the configured function (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_FNC or USE_DATA_ASYNCH_FNC; see configuration 
parameter DcmDspDataReadDataLengthFnc) to get the data length or call the 
associated ReadDataLength operation (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_CLIENT_SERVER or 

USE_DATA_ASYNCH_CLIENT_SERVER).⌋()  

[Dcm437] ⌈ After all verification (see Dcm433, Dcm434, Dcm435 and Dcm436) the 

DCM module shall get for every requested DID outside the OBD range (F400-F8FF), 
all the data values by calling all the configured function (if parameter 
DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter DcmDspDataReadFnc) 
or call all the associated ReadData operations (if parameter DcmDspDataUsePort 
set to USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) or read all the associated 
SenderReceiver interfaces (if parameter DcmDspDataUsePort set to 

USE_DATA_SENDER_RECEIVER).⌋()  

[Dcm560] ⌈ If the data is configured  as a BlockId of the NvRam (parameter 

DcmDspDataUsePort), the DCM shall call the Api NvM_ReadBlock() with the BlockId 

(parameter DcmDspDataBlockIdRef) ⌋() 

[Dcm638] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 
data transmitted in ReadDataByIdentifier response. (when sender/receiver interface 

DataServices_<Data> is used and reading from IoHwAb).⌋()  

7.4.2.6.2 OBD DID 

[Dcm481] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID inside the OBD range (F400-F4FF), the DCM module shall get the 

DID value as defined for OBD Service $01 (See Dcm407 , Dcm408)⌋()  
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[Dcm482] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID inside the OBD Monitor range (F600-F6FF), the DCM module shall 

⌋()  get the DID value as defined for OBD Service $06 (See Dcm415 , Dcm416)

[Dcm483] ⌈ On reception of the UDS Service ReadDataByIdentifier (0x22), for every 

requested DID inside the OBD InfoType range (F800-F8FF), the DCM module shall 

get the DID value as defined for OBD Service $09 (See Dcm422 , Dcm423)⌋()  

7.4.2.7 UDS Service 0x24 - ReadScalingDataByIdentifier 

[Dcm258] ⌈ The DCM module shall implement the UDS Service 

ReadScalingDataByIdentifier (0x24)⌋()  

 
 

To obtain scaling information, the tester can invoke UDS Service 0x24 with the 2-byte 
DID as parameter. 

rmation (see configuration parameters 
DcmDspDataGetScalingInfoFnc and DcmDspDataUsePort) 

 The length of the ScalingInfo returned by the GetScalingInformation 

The configuration of the DCM contains for each configured DID: 
 The 2-byte DID (see configuration parameter DcmDspDidIdentifier) 
 For every data of the DID : 
 The function GetScalingInfo

function (see configuration parameter DcmDspDataScalingInfoSize) 

[Dcm394] ⌈ On reception of a request for UDS Service ReadScalingByIdentifier, the 

DCM module shall call every function Xxx_GetScalingInformation() 
configured for everay data of the DID received in the request and return the data 

received in the response⌋()  

7.4.2.8 UDS Service 0x27 - SecurityAccess  

[Dcm252] ⌈ The DCM module shall implement the UDS Service SecurityAccess 

(0x27)⌋(BSW04005)  

The purpose of this service is to provide a means to access data and/or diagnostic 
services, which have restricted access for security, emissions, or safety reasons. 
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[Dcm321] ⌈ If the request length is correct, the DSP submodule shall check if the 

requested subfunction value (access type) is configured in the ECU (see 
configuration parameter DcmDspSecurityLevel). If the requested subfunction value 
is not configured, the DSP submodule shall trigger a negative response with NRC 

0x12 (SubFunction not supported).⌋()  

[Dcm323] ⌈ If the requested subfunction value is configured and a service with 

subfunction type request seed (= odd value) has been received and if the requested 
access type is already active (see Dcm_GetSecurityLevel()), the DSP 

submodule shall set the seed content to 0x00.⌋()  

[Dcm324] ⌈ In the other case than the one described in Dcm323 (access type is not 

active or “send key” request), the DSP submodule shall call the configured operation 
Xxx_GetSeed() (in case “request seed” is received) or Xxx_CompareKey() (in 

case “send key” is received).⌋()  

The following list gives as an example, which errors can be detected by the security 
access service and stored in the error code information: 

RequestSequenceError (NRC 0x24), when invalid access type is send at 

eDelayNotExpired (NRC 0x37), when time delay is active (see 

 to get 
ceeds (see configuration parameter 

 Inv

 

“send key”, 
 RequiredTim

configuration parameter DcmDspSecurityDelayTime), 
 ExeedNumberOfAttempts (NRC 0x36), when number of attempts

security access ex
DcmDspSecurityNumAttDelay), and 

alidKey (NRC 0x35), when invalid key is send at “send key”. 

[Dcm325] ss  ⌈ If no errors are detected, the DSP submodule shall set the new acce

type with  DslInternal_SetSecurityLevel().⌋()  

7.4.2.9 UDS Service 0x2A - ReadDataByPeriodicIdentifier  

[Dcm254] ⌈ The DSP submodule shall implement the UDS Service 

ReadDataByPeriodicIdentifier (0x2A)⌋()  

Dcm721: ⌈On reception of the UDS Service ReadDataByPeriodicIdentifier (0x2A), for 

every requested periodicDID the DCM module shall check if the periodicDID can be 
read in the current session (see configuration parameter 
DcmDspDidReadSessionRef). If none of the periodicDID can be read in the current 

session, the DCM module shall send a NRC 0x31 (Request out of Range).⌋() 
110 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

Dcm722: ⌈On reception of the UDS Service ReadDataByPeriodicIdentifier (0x2A), for 

every requested periodicDID the DCM module shall check if the periodicDID can be 
read in the current security level (see configuration parameter 
DcmDspDidReadSecurityLevelRef). If not, the DCM module shall send NRC 0x33 

(Security access denied).⌋() 

Dcm820 ⌈On reception of the UDS Service ReadDataByPeriodicIdentifier (0x2A), for 

every requested periodicDID the DCM module shall check if the periodicDID can be 
read in the current mode condition (see configuration parameter 
DcmDspDidReadModeRuleRef). If not, the DCM module shall send the calculated 

negative response code of the reference DcmModeRule⌋() 

 [Dcm716] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 
data transmitted in ReadDataByPeriodicIdentifier response (when sender/receiver 

interface DataServices_<Data> is used).⌋() 

 

7.4.2.10 UDS Service 0x2C - DynamicallyDefineDataIdentifier 

 [Dcm259] ⌈ The DSP submodule shall implement the 

Dy ) of the Unified namicallyDefineDataIdentifier (service 0x2C, diagnostic data access

Diagnostic Services.⌋()  

emented internally in DCM The DynamicallyDefineDataIdentifier service is impl
module. 

[Dcm646] ⌈ On reception of service DynamicallyDefineDataIdentifier with subservice 

defineByIdentifier or defineByMemoryAddress, the DCM module shall configure this 
new DID with associated information receive from the diagnostic request: Memory 

address and memory length or DID source, position and size.⌋()  

 

[Dcm647] ⌈ On reception of service DynamicallyDefineDataIdentifier with subservice 

clearDynamicallyDefinedDataIdentifier, the DCM module shall remove the 

configuration of this DID.⌋()  
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Dcm723: ⌈On reception of the UDS Service DynamicallyDefineDataIdentifier 

(0x2C),the DCM module shall check if the DDDID can be defined in the current 
session (see configuration parameter DcmDspDidWriteSessionRef). If not, the 

DCM module shall send a NRC 0x31 (Request out of Range).⌋() 

Dcm724: ⌈On reception of the UDS Service DynamicallyDefineDataIdentifier (0x2C), 

the DCM module shall check if the DDDID can be defined in the current security level 
(see configuration parameter DcmDspDidWriteSecurityLevelRef). If not, the DCM 

module shall send NRC 0x33 (Security access denied). ⌋() 

Dcm725: ⌈On reception of the UDS Service DynamicallyDefineDataIdentifier (0x2C), 

the DCM module shall check if the requested Source-DID or the memoryRange are 
supported in the current session (see configuration parameter of referenced DID or 
memoryRange). If not, the DCM module shall send a NRC 0x31 (Request out of 

Range).⌋() 

Dcm726: ⌈On reception of the UDS Service DynamicallyDefineDataIdentifier (0x2C), 

the DCM module shall check if the requested Source-DID or the memoryRange are 
supported in the current security level (see configuration parameter of referenced 
DID or memoryRange). If not, the DCM module shall send a NRC 0x33 (Security 

access denied).⌋() 

Dcm821 ⌈On reception of the UDS Service DynamicallyDefineDataIdentifier (0x2C), 

the DCM module shall check if the requested Source-DID or the memoryRange are 
supported in the current mode condition (see configuration parameter of referenced 
DID or memoryRange). If not, the DCM module shall send the calculated negative 

response code of the referenced DcmModeRule.⌋() 

ataByIdentifier or 
eadDataByPeriodicIdentifier request for a dynamically defined DID, the DCM will 
se the callout Dcm_ ReadMemory for all contained memory addresses  to access 

ntifier or 
 request for a dynamically defined DID, the DCM will 

ned DIDs to read or write the data. 

 
 
 
 
In case of memory address(es), on reception of ReadD
R
u
the data. 
 
In case of DID source(s), on reception of ReadDataByIde
ReadDataByPeriodicIdentifier
use the configuration of the contai
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7.4.2.11 UDS Service 0x2E - WriteDataByIdentifier 

[Dcm255] ⌈ The DCM module shall implement the UDS Service 

WriteDataByIdentifier (0x2E) of the Unified Diagnostic Services.⌋()  

 

pDidIdentifier) 
 For every data of the DID: 
  The function WriteData to be used for this data (see configuration 

When using Service 0x2E, the request of the tester contains a 2-byte DID and a
dataRecord with the data to be written. 
The configuration of the DCM contains a list of supported DIDs and defines for each 
configured DID: 

 The 2-byte DID (see configuration parameter DcmDs

parameters DcmDspDataWriteFnc and DcmDspDataUsePort) 

[Dcm467] ⌈ On reception of the UDS Service WriteDataByIdentifier (0x2E) with DID 

in the range 0x00FF to 0xF1FF , the DCM module shall check if the DID is supported 
(see configuration parameter DcmDspDid and DcmDspDidRange) If not, the DCM 

module shall send NRC 0x31 (Request out of range).⌋()  

 
 
 
 

[Dcm562] ⌈ If a DID is set as unused (DcmDspDidUsed set to FALSE), the DCM 

shall consider the DID as not supported (according to Dcm467)⌋()  

 

[Dcm468] ⌈ On reception of the UDS Service WriteDataByIdentifier (0x2E), the DCM 

module shall check if the DID has a Write access configured (see configuration 
parameter DcmDspDidWrite in DcmDspDidAccess). If not, the DCM module shall 

send NRC 0x31 (Request out of range).⌋()  

[Dcm469] ⌈ On reception of the UDS Service WriteDataByIdentifier (0x2E), the DCM 

module shall check if the DID can be written in the current session (see configuration 
parameter DcmDspDidWriteSessionRef). If not, the DCM module shall send a NRC 

0x31 (Request Out of Range).⌋()  

[Dcm470] ⌈ On reception of the UDS Service WriteDataByIdentifier (0x2E), the DCM 

module shall check if the DID can be written in the current security level (see 
configuration parameter DcmDspDidWriteSecurityLevelRef). If not, the DCM 

module shall send NRC 0x33 (Security access denied).⌋()  
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Dcm822 ception of the UDS Service WriteDataByIdenti⌈On re fier (0x2E), the DCM 

module shall check if the DID can be written in the current mode condition (see 
configuration parameter DcmDspDidWriteModeRuleRef). If not, the DCM module 
shall send the calculated negative response code of the referenced DcmModeRule. 

 On reception of the UDS Service WriteDataByIdentifier (0x2E), if all ⌉ [Dcm473]()ۂ

data of the DID have fixed length (See configuration parameter 
Dc a length mDspDataFixedLength), the DCM module shall check if the received dat

corresponds to the DID data length (addition of all DcmDspDataSize)⌋()  

[Dcm395] ⌈ After all verification (see Dcm467, Dcm468, Dcm469, Dcm470, Dcm473 

) the DCM module shall write all the data of the DID by calling the configured 
functions (if parameter DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter DcmDspDataWriteFnc) 
or call all the associated WriteData operations (if parameter DcmDspDataUsePort 
set to USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) or write all the associated 
SenderReceiver interfaces (if parameter DcmDspDataUsePort set to 
USE_DATA_SENDER_RECEIVER) with the following parameter values: 
Data: the dataRecord form the request 
DataLength: the number of bytes in the dataRecord (get from the configuration if the 
data has fixed length (See configuration parameter DcmDspDataFixedLength) or 

from the diagnostic request length if the data has dynamic length)⌋()  

 ⌈ If the data is configured  as a BlockId of the NvRam (parameter [Dcm541]

DcmDspDataUsePort), the DCM shall call the Api NvM_SetBlockLockStatus(), to lock 
the NvM Block and avoid its update by the application, and the Api NvM_WriteBlock() 

with the BlockId (parameter DcmDspDataBlockIdRef) ⌋() 

[Dcm620] ⌈ The data of a DID can have dynamic datalength (See configuration 

parameter DcmDspDataFixedLength) only if this DID contains only one data. ⌋() 

In other case the DCM won’t be able to split the data from the request 
 

[Dcm639] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 
data received in WriteDataByIdentifier response. (when sender/receiver interface 

DataServices_<Data> is used).⌋()  
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7.4.2.12 UDS Service 0x2F - InputOutputControlByIdentifier  

 

[Dcm256] ⌈ The DCM module shall implement the UDS Service 

In

When using Service 0x2F, the request of the tester contains a 2-byte DID.  
 
The configuration of the DCM contains a list of supported DID’s.  For ea

putOutputControlByIdentifier (0x2F).⌋()  

ch DID, the 
DCM configuration specifies: 

ee 
d 

n 
DataUsePort) 
s DID (see 

eFnc and 

 
 

the function 
Xxx_ShortTermAdjustment() (see configuration parameter and 
DcmDspDataSize) 

 The 2-bytes DID (see configuration parameter DcmDspDidIdentifier) 
 For every data of the DID : 
 The function Xxx_ReturnControlToECU() for this data (s

configuration parameters DcmDspDataReturnControlToEcuFnc an
DcmDspDataUsePort) 

 The function Xxx_ResetToDefault() for this data (see configuratio
parameters DcmDspDataResetToDefaultFnc and DcmDsp

 The function Xxx_FreezeCurrentState() for thi
configuration parameters DcmDspDataFreezeCurrentStat
DcmDspDataUsePort) 

 The function Xxx_ShortTermAdjustment() for this DID (see
configuration parameters DcmDspDataShortTermAdjustmentFnc and
DcmDspDataUsePort) 

 The sizes of the control record used in 

 

[Dcm579] ⌈ The DCM shall support the following InputOutputControlParameter 

definitions: 

Hex Description 
00 returnControlToECU 
01 resetToDefault 
02 freezeCurrentState 
03 shortTermAdjustment 

⌋()  

[Dcm563] ⌈ On reception of the UDS Service InputOutputControlByIdentifier (0x2F), 

the DCM module shall check if the DID is supported (see configuration parameter 
DcmDspDid and DcmDspDidRange) If not, the DCM module shall send NRC 0x31 

(Request out of range).⌋()  
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[Dcm564] ⌈ If a DID is set as unused (DcmDspDidUsed set to FALSE), the DCM 

shall consider the DID as not supported (according to Dcm563)⌋()  

 

[Dcm565]  On reception of the UDS Service InputOutputControlByIdentifier (0x2F), ⌈
the DCM module shall check if the DID has a Control access configured (see 
configuration parameter DcmDspDidControl in DcmDspDidAccess). If not, the 

DCM module shall send NRC 0x31 (Request out of range).⌋()  

[Dcm566] ⌈ On reception of the UDS Service InputOutputControlByIdentifier (0x2F), 

the DCM module shall check if the DID can be control in the current session (see 
con u dule fig ration parameter DcmDspDidControlSessionRef). If not, the DCM mo

shall send a NRC 0x31 (Request Out of Range).⌋()   

[Dcm567] ⌈ On reception of the UDS Service InputOutputControlByIdentifier (0x2F), 

the DCM module shall check if the DID can be control in the current security level 
(see configuration parameter DcmDspDidControlSecurityLevelRef). If not, the 

DCM module shall send NRC 0x33 (Security access denied).⌋()  

Dcm823 ⌈On reception of the UDS Service InputOutputControlByIdentifier (0x2F), 

the DCM module shall check if the DID can be control in the current mode condition 
(see configuration parameter DcmDspDidControlModeRuleRef). If not, the DCM 
module shall send the calculated negative response code of the referenced 

DcmModeRule.⌋() 

[Dcm580] ⌈ On reception of a request for UDS Service 

InputOutputControlByIdentifier (0x2F) , if all verifications have been successfully 
done (see Dcm563, Dcm565, Dcm566, Dcm567 ) and if the data is configured as a 
“ECU signal” of  IoHwAb (pa UsePort), the DCM shall call  the rameter DcmDspData
the Api IoHwAb m_<symbol signal (parameter _Dc ic name of ECU 
DcmDspDataEc gnal)>() with arameter for the ‘action’ uSi  InputOutputControlP
parameter and se of InputO r is set to in ca utputControlParamete
‘shortTermAdjus ent’ the signatm l value for the “signal” parameter. In this case the 

requirements Dcm396, Dcm397, Dcm398 and Dcm399 doesn’t apply.⌋()  

[Dcm581] ⌈ In case of more than one supported I/O signal per DataIdentifier, the 

DCM shall internally consider the parameter controlEnableMaskRecord and control 

only the included signals in the request message. ⌋() 
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The controlMask information are not forwarded to the SW-Cs (DCM internal us
only). 

age 

 ⌈ The following mapping shall be used for the controlMask management: [Dcm680]

First bit of controlMask maps to first DID data element)⌋()  

 The controlEnableMaskRecord is only present, if the DataIdentifer supports more
than one signal. 

[Dcm396] ⌈ On reception of a request for UDS Service 

InputOutputControlByIdentifier (0x2F) with InputOutputControlParameter equal to 
returnControlToEcu, if all verifications have been successfully done (see Dcm563, 
Dcm565, Dcm566, Dcm567 ), the DCM module shall invoke all the configured 
function (if parameter DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter 
DcmDspDataReturnControlToEcuFnc) or call all the associated 
ReturnControlToECU operations (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) for every data of the DID received in the 

request.⌋()  

[Dcm397] ⌈ On reception of a request for UDS Service 

InputOutputControlByIdentifier (0x2F) with InputOutputControlParameter equal to 
resetToDefault, if all verifications have been successfully done (see Dcm563, 
Dcm565, Dcm566, Dcm567 ), the DCM module shall invoke all the configured 
function (if parameter DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter 
DcmDspDataResetToDefaultFnc) or call all the associated ResetToDefault 
operations (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) for every data of the DID received in the 

request.⌋()  

[Dcm398] ⌈ On reception of a request for UDS Service 

InputOutputControlByIdentifier (0x2F) with InputOutputControlParameter equal to 
freezeCurrentState, if all verifications have been successfully done (see Dcm563, 
Dcm565, Dcm566, Dcm567 ), the DCM module shall invoke all the configured 
function (if parameter DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter 
DcmDspDataFreezeCurrentStateFnc) or call all the associated FreezeCurrentState 
operations (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) for every data of the DID received in the 

request.⌋()  
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[Dcm399] ⌈ On reception of a request for UDS Service 

InputOutputControlByIdentifier (0x2F) with InputOutputControlParameter equal to 
shortTermAdjustment, if all verifications have been successfully done (see Dcm563, 
Dcm565, Dcm566, Dcm567 ), the DCM module shall invoke all the configured 
function (if parameter DcmDspDataUsePort set to USE_DATA_SYNCH_FNC or 
USE_DATA_ASYNCH_FNC; see configuration parameter 
DcmDspDataShortTermAdjustmentFnc) or call all the associated 
ShortTermAdjustment operations (if parameter DcmDspDataUsePort set to 
USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER) for every data of the DID received in the 

request.⌋()  

[Dcm626] ⌈ On S3Server timeout, the DCM shall stop all the control in progress:  

- for every DID signals with DcmDspDataUsePort set to USE_ECU_SIGNAL and 
either DcmDspDidFreezeCurrentState or DcmDspDidResetToDefault or 
DcmDspDidShortTermAdjustment enabled: call to IoHwAb_Dcm_<symbolic name of 
ECU signal (parameter DcmDspDataEcuSignal)>() with ‘action’ parameter set to 
returnControlToEcu.  
- for every DID signals with DcmDspDataUsePort set to 
USE_DATA_ASYNCH_CLIENT_SERVER or 
USE_DATA_SYNCH_CLIENT_SERVER  and either DcmDspDidFreezeCurrentState 
or DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
port interface operation “ReturnControlToECU” 
- for every DID signals with DcmDspDataUsePort set to USE_DATA_SYNCH_FNC 
or USE_DATA_ASYNCH_FNC and either DcmDspDidFreezeCurrentState or 
DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
configured function xxx_ReturnControlToECU (See parameter 

DcmDspDataReturnControlToEcuFnc)⌋()  

 

[Dcm627] ⌈ On protocol preemption, the DCM shall stop all the control in progress:  

- for every DID signals with DcmDspDataUsePort set to USE_ECU_SIGNAL and 
either DcmDspDidFreezeCurrentState or DcmDspDidResetToDefault or 
DcmDspDidShortTermAdjustment enabled: call to IoHwAb_Dcm_<symbolic name of 
ECU signal (parameter DcmDspDataEcuSignal)>() with ‘action’ parameter set to 
returnControlToEcu.  
- for every DID signals with DcmDspDataUsePort set to 
USE_DATA_ASYNCH_CLIENT_SERVER or 
USE_DATA_SYNCH_CLIENT_SERVER  and either DcmDspDidFreezeCurrentState 
or DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
port interface operation “ReturnControlToECU” 
- for every DID signals with DcmDspDataUsePort set to USE_DATA_SYNCH_FNC 
or USE_DATA_ASYNCH_FNC and either DcmDspDidFreezeCurrentState or 
DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
configured function xxx_ReturnControlToECU (See parameter 

DcmDspDataReturnControlToEcuFnc)⌋()  
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[Dcm628] ⌈ On a session transition to default session (either from default session or 

from non-default session), the DCM shall stop all the control in progress:  
- for every DID signals with DcmDspDataUsePort set to USE_ECU_SIGNAL and 
either DcmDspDidFreezeCurrentState or DcmDspDidResetToDefault or 
DcmDspDidShortTermAdjustment enabled: call to IoHwAb_Dcm_<symbolic name of 
ECU signal (parameter DcmDspDataEcuSignal)>() with ‘action’ parameter set to 
returnControlToEcu.  
- for every DID signals with DcmDspDataUsePort set to 
USE_DATA_ASYNCH_CLIENT_SERVER or 
USE_DATA_SYNCH_CLIENT_SERVER  and either DcmDspDidFreezeCurrentState 
or DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
port interface operation “ReturnControlToECU” 
- for every DID signals with DcmDspDataUsePort set to USE_DATA_SYNCH_FNC 
or USE_DATA_ASYNCH_FNC and either DcmDspDidFreezeCurrentState or 
DcmDspDidResetToDefault or DcmDspDidShortTermAdjustment enabled: call the 
configured function xxx_ReturnControlToECU (See parameter 

DcmDspDataReturnControlToEcuFnc)⌋()  

[Dcm640] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 
data received and transmitted in InputOutputControlByIdentifier service.(when 

reading from IoHwAb)⌋()  

 

[Dcm682] ⌈ The ControlStatusRecord for the IoControl response shall be retrieved 

using the associated ReadData operations⌋()  

7.4.2.13 UDS Service 0x31 - RoutineControl  

[Dcm257] ⌈ The DCM module shall implement the UDS Service RoutineControl 

(0x31) for subFunctions startRoutine, stopRoutine and requestsRoutineResults.⌋()  

A tester can use UDS Service 0x31 to start, stop or ob
identified by a 2-byte routineIdentifier. 
The DCM module configuration contains a list of the routineIdentifiers (see 
configuration parameter DcmDspRoutineIdentifier) supported by the DCM.  For 
each routineIdentifier, the DCM configuration specifies: 

 The function Xxx_Start() associated with this routineIdentifier (se
configuration parameters DcmDspStartRoutineFnc an
DcmDspRoutineUsePort) 

tain the results of a routine 

e 
d 
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 List of signal available in the request and in the response (see configuration
parameters DcmDspStartRoutineIn and DcmDspStartRoutineOu

 The function Xxx_Stop() associated with this routineIdentifier (
configuration parameters DcmDspStopRoutineFnc and 
DcmDspRoutineUsePort) 

 List of signal available in the request and in the response (see configurati
parameters Dcm  and 

 The function Xxx_RequestResults() associat
(see configuration parameters Dcm
DcmDspRoutineUsePort) 

 List of signal available in the response (see configuration parameter 
DcmDspRoutineRequestResOut) 

 

 
t) 

see 

on 
DspRoutineStopIn DcmDspRoutineStopOut) 

ed with this routineIdentifier 
DspRequestResultsRoutineFnc and 

[Dcm568] ⌈ On reception of the UDS Service RoutineControl (0x31), the DCM 

module shall check if the Routine is supported (see configuration parameter 
DcmDspRoutine) If not, the DCM module shall send NRC 0x31 (Request out of 

range).⌋()  

[Dcm569] ⌈ If a Routine is set as unused (DcmDspRoutineUsed set to FALSE), the 

DCM shall consider the Routine as not supported (according to Dcm568)⌋()  

 

[Dcm570] ⌈ On reception of the UDS Service RoutineControl (0x31), the DCM 

module shall check if the Routine can be executed in the current session (see 
configuration parameter DcmDspRoutineSessionRef). If not, the DCM module shall 

send a NRC 0x31 (Request Out of Range).⌋()  

[Dcm571 reception of the UDS Service RoutineCo] ⌈ On ntrol (0x31), the DCM 

module shall check if the Routine can be executed in the current security level (see 
configuration parameter DcmDspRoutineSecurityLevelRef). If not, the DCM 

module shall send NRC 0x33 (Security access denied).⌋()  

Dcm824 ⌈On reception of the UDS Service RoutineControl (0x31), the DCM module 

shall check if the Routine can be executed in the current mode condition (see 
configuration parameter DcmDspRoutineModeRuleRef). If not, the DCM module 

shall send the calculated negative reponse code of the referenced DcmModeRule.⌋() 
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[Dcm590] ⌈ When receiving a request for UDS Service RoutineControl (0x31) if all 

verifications have been successfully done (see Dcm568, Dcm570, Dcm571), the 
DCM module shall split the routineControlOptionRecord received according of the list 
of input signal configured for this routine ( See configuration parameters 

DcmDspStartRoutineIn and DcmDspRoutineStopIn)⌋() [Dcm400] ⌈ When 

rece iiv ng a request for UDS Service RoutineControl (0x31) with subfunction 
startRoutine, if all verifications have been successfully done (see Dcm568, Dcm570, 
Dcm571), the DCM module shall call the configured Xxx_Start() function passing 
the dataIn, calculated from routineControlOptionRecord (see Dcm590), and the 
dataOut reference according of the list of output signal configured for this routine ( 
See configuration parameter DcmDspStartRoutineOut). The datalength of the 
dataIn  DcmDspRoutineFixedLength. If  can be fixed or dynamic according to
dynamic, the datalength shall be provided in bits in currentDataLength parameter. 

The datalength can be dynamic only on the last dataIn parameter.⌋()  

[Dcm401] ⌈ Upon completing Dcm400, when Xxx_Start() returns no ErrorCode, 

the DCM module shall reply with a positive response with the data returned by 
Xxx_Start() in the dataOut as routineStatusRecord (dataOut are merged 
according  to the list of output signal configured for this routine ( See configuration 
parameter DcmDspStartRoutineOut)). The datalength of the dataOut can be fixed 
or dynamic according to DcmDspRoutineFixedLength. If dynamic, the datalength is 
provided in bits in currentDataLength parameter. The datalength can be dynamic only 

on the last dataOut parameter.⌋()  

[Dcm402] ⌈ When receiving a request for UDS Service RoutineControl (0x31) with 

subfunction stopRoutine, if all verifications have been successfully done (see 
Dcm568, Dcm570, Dcm571),  the DCM module shall call the configured 
Xxx_Stop() function passing the dataIn, calculated from 
routineControlOptionRecord (see Dcm590), and the dataOut reference according of 
the list of output signal configured for this routine ( See configuration parameter 
DcmDspRoutineStopOut). The datalength of the dataIn can be fixed or dynamic 
according to DcmDspRoutineFixedLength. If dynamic, the datalength shall be 
provided in currentDataLength parameter. The datalength can be dynamic only on 

the last dataIn parameter.⌋()  

[Dcm403] ⌈ Upon completing Dcm402, when Xxx_Stop() returns no ErrorCode, 

the DCM module shall reply with a positive response with the data returned by 
Xxx_Stop()in the dataOut as routineStatusRecord (dataOut are merged according  
to the list of output signal configured for this routine ( See configuration parameter 
DcmDspStopRoutineOut)).The datalength of the dataOut can be fixed or dynamic 
according to DcmDspRoutineFixedLength. If dynamic, the datalength is provided in 
currentDataLength parameter.The datalength can be dynamic only on the last 

dataOut parameter.⌋()  
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[Dcm404] ⌈ When receiving a request for UDS Service RoutineControl (0x31) with 

subfunction requestRoutineResults, if all verifications have been successfully done 
(see Dcm568, Dcm570, Dcm571),  the DCM module shall call the configured 
Xxx_RequestResults() function and provide the dataOut reference according of 
the list of output signal configured for this routine ( See configuration parameter 

DcmDspRoutineRequestResOut).⌋()  

[Dcm405] ⌈ Upon completing Dcm404, when Xxx_RequestResults() returns no 

ErrorCode, the DCM module shall reply with a positive response with the data 
returned by Xxx_RequestResults()in the dataOut as routineStatusRecord 
(dataOut are merged according  to the list of output signal configured for this routine ( 
See configuration parameter DcmDspRoutineRequestResOut)).The datalength of 
the dataOut can be fixed or dynamic according to DcmDspRoutineFixedLength. If 
dynamic, the datalength is provided in currentDataLength parameter.The datalength 

can be dynamic only on the last dataOut parameter.⌋()  

 

[Dcm641] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 

data received and transmitted in RoutineControl service.⌋()  

[Dcm701] ⌈ On reception of the UDS Service RoutineControl (0x31), for every 

requested TID inside the OBD range (E000-E0FF), the DCM module shall get the 

TID value as defined for OBD Service $08 (See Dcm418 , Dcm419). ⌋() 

7.4.2.14 UDS Service 0x3E - Tester Present 

[Dcm251] ⌈ The DCM module shall implement the Tester Present (service 0x3E, 

diagnostic communication and security) of the Unified Diagnostic Services for the 

subfunction values 0x00 and 0x80.⌋()  

ng This service is used to keep one or multiple servers in a diagnostic session bei
different than the defaultSession. 
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7.4.2.15 UDS Service 0x85 - ControlDTCSetting 

[Dcm249] ⌈ The DCM module shall implement UDS Service ControlDTCSetting 

(0x85) for DTCSettingType on or off.⌋()  

An external test tool can request an ECU to either disable or enable DTC storage in 
the ECUs error memory by sending a UDS Service 0x85 request with subfunction on 
or off. 

[Dcm304] ⌈On invocation of the sent confirmation function of the UDS Service 0x85 

from DSD with DTCSettingType=on of the  request, the DCM module shall call 

Dem_EnableDTCSetting().⌋(BSW04010) 

 Dcm783 ⌈On invocation of the sent confirmation function of the UDS Service 0x85 

from DSD with DTCSettingType=on of the  request (see [Dcm304), the DCM shall 
invoke a mode switch of the ModeDeclarationGroupPrototype 
DcmControlDTCSetting by calling SchM_Switch_DCM_<vendorApiInfix>_ 
DcmControlDTCSetting (SCHM_MODE_ DcmControlDTCSetting 

_ENABLEDTCSETTING).⌋() 

  

[Dcm406] ⌈On invocation of the sent confirmation function of the UDS Service 0x85 

from DSD with DTCSettingType=off of the  request, the DCM module shall call 

Dem_DisableDTCSetting().⌋(BSW04010)  

Dcm784 ⌈On invocation of the sent confirmation function of the UDS Service 0x85 

from DSD with DTCSettingType=off of the  request (see Dcm304), the DCM shall 
invoke a mode switch of the ModeDeclarationGroupPrototype 
DcmControlDTCSetting by calling SchM_Switch_DCM_<vendorApiInfix>_ 
DcmControlDTCSetting (SCHM_MODE_ DcmControlDTCSetting 

_DISABLEDTCSETTING).⌋()  

[Dcm751] ⌈In case the DTCSetting is disabled, the DCM module shall call 

Dem_EnableDTCSetting() and doing the mode switch of the 
ModeDeclarationGroupPrototype  DcmControlDTCSetting  to ENABLEDTCSETTING 
while transitioning to default session or upon any diagnostic session change where 

the new session do not support UDS Service ControlDTCsetting anymore.⌋()  

For some use-cases the DCM may re-enable the controlDTCsetting due to external 
changed mode conditions: 
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[Dcm752 hermore in case the DTCSetting is disabled] ⌈Furt , the DCM module shall 

call Dem_EnableDTCSetting()and doing the mode switch of the 
ModeDeclarationGroupPrototype DcmControlDTCSetting  to ENABLEDTCSETTING 
in case at least one referenced arbitrary ModeDeclarationGroupPrototypes (see 
configuration parameter DcmDspControlDTCSettingReEnableModeRuleRef) for 
service ControlDTCSetting (0x85) with DTCSettingType off (0x02) are not fulfilled 

anymore.⌋()  

Note: This active observation of the referenced mode declaration groups can either 

 
be achieved by polling the mode condtion each MainFuntion cycle or by attaching to 
the change notification of mode declaration group (SchM will trigger a BSWEntitiy in
DCM on changes of this mode declaration group) 
 

7.4.2.16 UDS Service 0x3D – WriteMemoryByAddress 

[Dcm488] ⌈ The DCM module shall implement the WriteMemoryByAddress (service 

0x3D) of the Unified Diagnostic Services.⌋()  

This service is used to write data using a physical memory address. 
 

[Dcm489] ⌈ On reception of the UDS Service WriteMemoryByAddress (0x3D), the 

DCM shall check if the complete memory range to write (from ‘memoryAddress’ 
parameter to ‘memoryAddress + memorySize -1’)  is inside the allowed memory 
ranges (check of DcmDspWriteMemoryRangeLow and 
DcmDspWriteMemoryRangeHigh parameters for each 
DcmDspWriteMemoryRangeInfo container). If not, the DCM module shall send 

NRC 0x31 (Request out of range).⌋()  

[Dcm490] ⌈ On reception of the UDS Service WriteMemoryByAddress (0x3D), the 

DCM shall check if the complete memory range (from ‘memoryAddress’ parameter to 
‘memoryAddress + memorySize -1’)  can be written in the current security level (see 
DcmDspWriteMemoryRangeSecurityLevelRef). If security level is not correct, the 

DCM module shall send NRC 0x33 (securityAccessDenied).⌋()  

Dcm825 ⌈On reception of the UDS Service WriteMemoryByAddress (0x3D), the 

DCM shall check if the complete memory range (from ‘memoryAddress’ parameter to 
‘memoryAddress + memorySize -1’)  can be written in the current mode condition 
(see DcmDspWriteMemoryRangeModeRuleRef). If mode condition is not correct, 
the DCM module shall send the calculated negative response code of the referenced 

dcmModeRule.⌋()  
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[Dcm491] ⌈ On reception of the UDS Service WriteMemoryByAddress (0x3D), and 

after verification of the validity of the request (see [Dcm489 and [Dcm490) the DCM 

module shall call the callout Dcm_WriteMemory().⌋()  

7.4.2.17 UDS Service 0x23 – ReadMemoryByAddress 

[Dcm492] ⌈ The DCM module shall implement the ReadMemoryByAddress (service 

0x23) of the Unified Diagnostic Services.⌋()  

This service is used to read data using a physical memory address. 
 

[Dcm493 reception of the UDS Service ReadMemoryByAdd] ⌈ On ress (0x23), the 

DCM shall check if the complete memory range to read (from ‘memoryAddress’ 
parameter to ‘memoryAddress + memorySize -1’)  is inside the allowed memory 
ranges (check of DcmDspReadMemoryRangeLow and 
DcmDspReadMemoryRangeHigh parameters for each 
DcmDspReadMemoryRangeInfo container). If not, the DCM module shall send 

NRC 0x31 (Request out of range).⌋()  

[Dcm494] ⌈ On reception of the UDS Service ReadMemoryByAddress (0x23), the 

DCM shall check if the complete memory range (from ‘memoryAddress’ parameter to 
‘memoryAddress + memorySize -1’)  can be readen in the current security level (see 
DcmDspReadMemoryRangeSecurityLevelRef). If security level is not correct, the 

DCM module shall send NRC 0x33 (securityAccessDenied).⌋()  

Dcm826 ⌈ On reception of the UDS Service ReadMemoryByAddress (0x23), the 

DCM shall check if the complete memory range (from ‘memoryAddress’ parameter to 
‘memoryAddress + memorySize -1’)  can be readen in the current mode condition 
(see DcmDspReadMemoryRangeModeRuleRef). If mode condition is not correct, 
the DCM module shall send calclulated negative response code of the referenced 

DcmModeRule.⌋()  

[Dcm495] ⌈ On reception of the UDS Service ReadMemoryByAddress (0x23), and 

after verification of the validity of the request (see [Dcm493 and [Dcm494) the DCM 

module shall call the callout Dcm_ReadMemory().⌋()  
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7.4.2.18 UDS Service 0x34 – RequestDownload 

[Dcm496] ⌈ The DCM module shall implement the RequestDownload (service 0x34) 

of the Unified Diagnostic Services.⌋(BSW04033)  

 
This service is used to request the start of a download process. 

7.4.2.19 UDS Service 0x35 – RequestUpload 

[Dcm499] ⌈ The DCM module shall implement the RequestUpload (service 0x35) of 

⌋(BSW04033)  the Unified Diagnostic Services.

This service is used to request the start of a upload process. 
 

7.4.2.20 UDS Service 0x36 – TransferData 

[Dcm502] TransferData (service 0x36) of the  ⌈ The DCM module shall implement the 

Unified Diagnostic Services.⌋(BSW04033)  

This service is used to transfer data during a download or upload process. 
 

[Dcm503] ⌈ On reception of the UDS Service TransferData (0x36), if a download 

process is running (RequestDownload service has been previously received) and the 
request format is correct, the DCM module shall call the callout 

Dcm_WriteMemory().⌋(BSW04033)  

[Dcm504] ⌈ On reception of the UDS Service TransferData (0x36), if an upload 

process is running (RequestUpload service has been previously received) and the 
request format is correct, the DCM module shall call the callout 

Dcm_ReadMemory().⌋(BSW04033)  

[Dcm645] ⌈ On reception of the UDS Service TransferData (0x36), if a block 

sequence error is detected, the DCM module shall trigger a negative response with 

NRC 0x73 (WrongBlockSequenceCounter)⌋()  
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7.4.2.21 UDS Service 0x37 – RequestTransferExit 

[Dcm505] ⌈ The DCM module shall implement the RequestTransferExit (service 

0x37) of the Unified Diagnostic Services.⌋(BSW04033)  

7.4.2.22 UDS Service 0x28 – CommunicationControl 

 

This service is used to terminate a download or upload process. 

[Dcm511] ⌈ The DCM module shall implement the CommunicationControl (service 

0x28) of the Unified Diagnostic Services.⌋()  

 

[Dcm512] ⌈ On invocation of the sent confirmation function of the UDS Service 

CommunicationControl (0x28) from DSD with the subnet parameter of the request 
equal to 0 e DCM shall do for each NetworkHanx00, th dle (see 
DcmDspAllComMChannelRef) which is configured in 
DcmDspComControlAllChannel: 

1) trigger the mode switch Dcm_CommunicationControl_<Network> 
ModeDeclarationGroupPrototype to the mode corresponding the 
communicationType  and controlType parameter from the 
CommunicationControl request. 

2) call the Api BswM_Dcm_CommunicationMode_CurrentState 
  with the parameters NetworkHandleType and Dcm_CommunicationModeType 
corresponding to the communicationType  and controlType parameter from the 

CommunicationControl request (see Dcm_CommunicationModeType definition).⌋(
 

)  

Dcm785 ⌈On invocation of the sent confirmation function of the UDS Service 

CommunicationControl (0x28) from DSD with the subnet parameter of the request 
equal to 0x0F(CommunicationControl on the network which request is received on), 
the DCM shall do for the NetworkHandle (see 
DcmDslProtocolRxComMChannelRef) of the current received 
DcmDslProtocolRxPduRef: 

1) trigger the mode switch Dcm_CommunicationControl_<Network> 
ModeDeclarationGroupPrototype to the mode corresponding to the 
communicationType  and controlType parameter from the 
CommunicationControl request. 

2) call the Api BswM_Dcm_CommunicationMode_CurrentState with the 
parameters NetworkHandleType and Dcm_CommunicationModeType  
corresponding to the communicationType  and controlType parameter from 
the CommunicationControl request (see Dcm_CommunicationModeType 

definition)⌋()  
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Dcm786 ⌈On invocation of the sent confirmation function of the UDS Service 

CommunicationControl (0x28) from DSD with the subnet parameter of the request 
between 0x01 and  0x0E, the DCM shall check if the received subnet parameter (see 
DcmDspSubnetNumber) is supported. In case it is not supported a 
NegativeResponse code 0x31 shall be sent. In case it is supported the DCM shall do 
for the corresponding NetworkHandle (see DcmDspSpecificComMChannelRef) of 
the received subnet parameter (see DcmDspSubnetNumber): 

1) tigger the mode switche Dcm_CommunicationControl_<Network> 
Mo larationGroupPrototype to the mode corresponddeDec ing the 
communicationType  and controlType parameter from the 
CommunicationControl request. 

2) call the Api BswM_Dcm_CommunicationMode_CurrentState the parameters 
NetworkHandleType and with Dcm_CommunicationModeType  corresponding 
the communicationType  and controlType parameter from the 
CommunicationControl request (see Dcm_CommunicationModeType 

definition) ⌋()  

to 
 
For some use-cases the DCM may re-enable the CommunicationControl due 
external changed mode conditions: 
 

[Dcm753] ⌈The DCM module shall do for all NetworkHandles wich are currently 

und t least one er control (state other DCM_ENABLE_RX_TX_NORM_NM) in case a
referen n parameter ced arbitrary ModeDeclarationGroupPrototype (see configuratio
DcmD is not fulfilled spComControlCommunicationReEnableModeRuleRef) 
anymore: 

1) trigger the mode switches of each Dcm_CommunicationControl_<Network>  
ModeDeclarationGroupPrototype to mode 
DCM_ENABLE_RX_TX_NORM_NM 

2) call BswM_Dcm_CommunicationMode_CurrentState with the parameters 
NetworkHandleType and RequestedCommunicationMode set to 

DCM_ENABLE_RX_TX_NORM_NM⌋()  

 
 

128 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

7.4.2.23 UDS Service 0x87 – LinkControl 

This service is used to gain bus bandwidth for diagnostic purposes 

Dcm743 ⌈The DCM module shall implement the LinkControl (service 0x87) of the 

Unified Diagnostic Services⌋() 

Dcm7 M shall jump to 44 ⌈Upon receiving a request for UDS Service 0x87, the DC

OE

It is po
reques ould be 
configu agnostic 
service

M b

ssible to disable the jump to bootloader upon the reception of a Linkcontrol 
t. To do so, a vendor specific service implementation callout sh
red to manage an external processing (see chapter 8.9 External di
 processing) 

ootloader (see Dcm533)⌋() 

7.4.3 OBD Services 

7.4.3.1 Overview 

The following table defines the OBD Services supported by the DCM. 
Relevant OBD Support in the DCM 

Service 
Identifier 

$01 Supported 
$02 Supported 
$03 Supported 
$04 Supported 
$06 Supported 
$07 Supported 
$08 Supported 
$09 Supported 
$0A Supported 

Table 5: Support for OBD services in the DCM 

7.4.3.2 General behavior 

In many cases, the DCM protocol allows the bundling of several requests (for 
example several “PIDs”) and the corresponding bundling of the responses.  The 
descriptions of the behavior for the individual services do not explicitly consider this.  
As the DCM needs to comply with OBD standard (as is defined through various 

129 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

requirements below), the DCM might need to repeat the steps defined below to parse 
a request and assemble a valid response. 

[Dcm077] ⌈ When calling the DEM module for OBD services, the DCM module shall 

use the following values for the parameter DTCOrigin: 
Service $0A uses DEM_DTC_ORIGIN_PERMANENT_MEMORY 

All other services use DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04058)  

7.4.3.3 OBD Service $01 – Request Current Powertrain diagnostic Data 

[Dcm243] ⌈ The DCM module shall implement the OBD service $01 (Request 

Current Powertrain diagnostic Data) in compliance to all provisions of the OBD 

standard.⌋(BSW04082, BSW04001)  

Using Service $01, an external test tool can request an emission-related ECU to 
return PID-values or to return the supported PIDs.  OBD reserves certain PIDs for the 

ing the list of available PIDs in a certain range.  These PIDs 
are called “availability PIDs” and are $00, $20, $40, $60, $80, $A0, $C0 an $E0. 
 

the PID information from 1 to n SW-Cs. This applies in particular 
ain several data values for potentially different sources.  

n one  

 
 
The DCM c def Ds that are available on the ECU.  The DCM 
configuration defines for each such PID: 

 The dentifier (se tion parameter DcmDspPidIdentifier) 
 Indication of the PID is used or not (for postbuild configuration) (see 

confi tion parame pPidUsed) 
 The f the PID ( ration parameter DcmDspPidSize) 
 The supported information for this PID (see configuration parameter  

Dcm idSuppor
 
 List of data (Dcm wing configuration for 

every data 
 
 The length of the data associated with the PID (see configuration 

spPidDataSize) 
the data in the PID (see configuration parameter 

special purpose of obtain

The DCM collects 
for PIDs which cont
Example: PID$83 reports Nox Sensor Data for sensor 1 and sensor 2 i
composed P t come froID which migh

uration 

m different SW-C. 

onfig ines the PI

PID I e configura

gura ter DcmDs
size o see configu

tInfo) DspP

DspPidData) for the PID with the follo

parameter DcmD
 The position of 

DcmDspPidDataPos) 
 The reference to the supported information container (see configuration 

parameter DcmDspPidDataSupportInfo) 
 The Xxx_ReadData() function that the DCM must call to obtain the 

current value of the data or the name of the port that the DCM uses to 
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obtain the current value through the RTE from a SW-C (see configuration 
parameters DcmDspPidDataReadFnc and DcmDspPidDataUsePort) 

[Dcm407] ⌈ On reception of an OBD Service $01 request with one or more 

“availability PIDs” as parameter, the DCM shall respond with the corresponding 

supported (=configured) PIDs encoded according to the OBD standard.⌋()  

To obtain the value for a PID, the DCM uses the configured Xxx_ReadData() 
functions for every data of the PID. 

 that is 
needed by the DCM. 

orrect 

To provide OBD Service $01, the DCM relies on external functions that allow it to 
obtain the value of the PIDs.  There is one such function per data of every PID

 
When using a Xxx_ReadData() function, the DCM provides a buffer of the c
length, which is filled by the function with the data PID value.  

[Dcm408] ⌈ On reception of an OBD Service $01 request with one or more PIDs that 

are not “availability PIDs”, the DCM shall obtain the current value of these PIDs by 
invoking the configured Xxx_ReadData() functions for every data of the PID and 

shall return these values as response to Service $01.⌋()  

The entity providing the actual implementation of the Xxx_ReadData() function for 
a specific signal of a PID might be a SW-C or another basic software module.  The 
origin of the function is not known to the DCM but is part of the DCM config

e also explicitly config
uration.  
ured in 

correct DCM configuration to 
ake the Xxx_ReadData() function point to the correct function provided by the 

Which 
PID
 
 
The
Sin
(e.g. there is only a Nox-sensor 1 available in the vehicle in the example above), the 
PID response contains in this data byte 
the l
bytes – even if not all values are really available. 
 

Some PIDs are provided by the DEM.  These PIDs ar
he DCM configuration and it is the responsibility of a t
m
DEM. 
 
For e c rtain PIDs, the DEM provides the function to obtain the PID  value.  

s come from the DEM are part of the DCM configuration. 

 d ta byte A of the PIDs contain the support status of the subsequent da ata bytes. 
ce not all data values might be available due to the particular vehicle configuration 

A the information about the support status of 
 fo lowing data values. Note, that the PIDs always contain the same number of 

 ⌈ If a PID contains support informa[Dcm621] tion (presence of 

DcmDspPidDataSupportInfo container) the DCM shall add the support information 

in the g

 

dia nostic response.⌋()  
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 ⌈ If a PID contains support information (presence of [Dcm622]

DcmDspPidDataSupportInfo container) the DCM shall calculate the support 
information value according to the available data for this PID:  for every 
DcmDspPidData container existing for this PID, the associated support information 

bits, referenced in DcmDspPidDataSupportInfo,  shall be set to one⌋()  

 

ded by an SW-C need to be replaced with  
The response to the OBD-tester needs to be composed out of the available data  
values. Data bytes that are not provi
fill-byte to obtain a complete PID contents. 
 

[Dcm623] ⌈ When responding to OBD Service $01, the DCM shall add fill byte in the 

DcmDspPidSize) ⌋() PID in order to fit to the PID size (see configuration parameter 

[Dcm718] ⌈ To support the required AUTOSAR data types (signed- and unsigned 

integer), if configuration parameter DcmDslProtocolEndiannessConvEnabled is set to 
TRUE, the DCM module must perform endianness conversion of all integer types for 
data received in Mode 1 response (when sender/receiver interface 

DataServices_<Data> is used).⌋()  

7.4.3.4 OBD Service $02 – Request Power Train FreezeFrame Data 

[Dcm244] ⌈ The DCM shall implement OBD Service $02 (Request Power Train 

FreezeFrame Data) in compliance to all provisions of the OBD 

standard.⌋(BSW04082, BSW04001)  

For OBD-relevant FreezeFrames AUTOSAR only supports frame 0, which is the 
minimum required by legislation. 

[Dcm409] ⌈ The DCM shall ignore all requests regarding record-numbers that are not 

0⌋()  

he following sections define how specific PIDs are handled by the DCM. T

7.4.3.4.1 OBD Service $02 – PID$02 – Request for the DTC o
FreezeFrame 

An external tester can request the DTC t

f a specific 

hat caused a FreezeFrame to be stored by 
sing the Service $02 with the PID value $02. u
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[Dcm279] ⌈ On reception of a request for Service $02 with PID $02, the DCM shall 

call Dem_GetDTCOfOBDFreezeFrame() with FrameNumber set to 0x00 to get the 

DTC number⌋(BSW04010, BSW04058)  

 
 

he DEM module returns the corresponding DTC. Note that  

e. 

7.4.3.4.2 OBD Service $02 – availability PID – Request supported PIDs of a 

 
freeze-frame by using the “availability PIDs”. 

T
this 2-byte DTC is packed into the 4-byte data returned by the call to  
Dem_GetDTCOfOBDFreezeFrame ().  See DEM specification on how this is don

particular FreezeFrame 

Using Service $02, an external tester may request the supported PIDs for a specific

[Dcm284] ⌈ On reception of a service $02 request with an “availability PID”, the DCM 

shall respond with the corresponding supported (=configured) PIDs encoded 

according to the OBD standard.⌋(BSW04010)  

7.4.3.4.3 OBD Service $02 – other PIDs – Request the data records assigned to 
a specific PID included in a specific FreezeFrame 

Using Service $02, an external tester may request the values of specific PIDs in 
specific FreezeFrames. 

[Dcm286] ⌈ On reception of a service $02 request with a PID that is not an 

“availability PID” and is not $02, the DCM shall call 
Dem_ReadDataOfOBDFreezeFrame() for every data of the PID with the following 
parameter values: 
PID = the PID received in the OBD request 
DestBuffer = a buffer in which the callee can write the value of the PID 
BufSize = the size of the DestBuffer, this must be at least equal to the size needed to 
store the value of the PID as configured in the DCM 
DataElementIndexOfPid = implicit index (from 0 to n) of the DataElement calculated 
by DCM according to the order of the DataElement positions in the PID (see 

parameter DcmDspPidDataPos)⌋(BSW04010)  

 
Note that is not necessary for the DCM module to lock or unlock the record 

M module. 
updates 

of the DE

[Dcm287] ⌈ Upon the completion of Dcm286, the DCM shall generate a response 

message including the respective PID, FreezeFrame Number and the associated 

data record for the requested FreezeFrame number.⌋()  
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7.4.4 OBD Service $03 / $07 / $0A – Obtaining DTCs 

[Dcm245] ⌈ The DCM module shall implement OBD Service $03 (Request emission-

related diagnostic trouble codes) in compliance to all provisions of the OBD 

standard.⌋(BSW04082, BSW04001)  

[Dcm410] ⌈ The DCM module shall implement OBD Service $07 (Request Emission-

Related Diagnostic Trouble Codes Detected during Current or Last Completed 

Driving Cycle) in compliance to all provisions of the OBD standard.⌋(BSW04082, 
BSW04001)  

[Dcm411] ⌈ The DCM module shall implement OBD Service $0A (Request Emission-

Related Diagnostic Trouble Codes with Permanent Status) in compliance to all 

provisions of the OBD standard.⌋(BSW04082, BSW04001)  

An external test tool can request an emission-related ECU to report all stored, 
pending or permanent emission-related DTCs by sending the request $03, $07, $0A 
respectively.  

 

[Dcm289] ⌈ When receiving a request for OBD Service $03, the DCM module shall 

obtain from the DEM all DTCs in primary memory and with a “confirmed” status using 
the functions Dem_SetDTCFilter() and 

Dem_GetNextFilteredDTC().⌋(BSW04010)  

[Dcm412] ⌈ When receiving a request for OBD Service $07, the DCM module shall 

obtain from the DEM module all DTCs in primary memory with a “pending” status 
using the functions Dem_SetDTCFilter() and 

Dem_GetNextFilteredDTC().⌋(BSW04010)  

[Dcm330] ⌈ When receiving a request for OBD Service $0A, the DCM module shall 

obtain from the DEM all DTCs stored in permanent memory using the functions 

Dem_SetDTCFilter() and Dem_GetNextFilteredDTC().⌋(BSW04010)  

The following table illustrates the parameters the DCM module must use when calli
Dem_SetDTCFilter() in response to a request for OBD Service $03, $07 or $0A

Parameters to Dem_SetDTCFilter 

ng 
. 

O $0A BD Service $03 $07 
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D x00 TCStatusMask 0x08  
(confirmed bit set) 

0x04 
(pending bit set) 

0

DTCKind DEM_DTC_KIND_ DEM_DTC_KIND_ DEM_DTC_KIND_ 
EMISSION_REL_DT
CS 

EMISSION_REL_DT
CS 

EMISSION_REL_DTC
S 

D
_OBD 

ORMAT_
OBD 

TCFormat DEM_DTC_FORMAT
_OBD 

DEM_DTC_FORMAT DEM_DTC_F

DTCOrigin DEM_DTC_ORIGIN_ 
PRIMARY_MEMORY 

DEM_DTC_ORIGIN_ 
PRIMARY_MEMORY 

DEM_DTC_ORIGIN_ 
PERMANENT 

ilterWithSeverity DEM_FILTER_WITH
_ 
SEVERITY_NO 

DEM_FILTER_WITH
_ 
SEVERITY_NO 

DEM_FILTER_WITH_ 
SEVERITY_NO 

F

DTCSeverityMask Not relevant Not relevant Not relevant 
FilterForFault 
DetectionCounter FOR_FDC_NO FOR_FDC_NO FOR_FDC_NO 

DEM_FILTER_ DEM_FILTER_ DEM_FILTER_ 

 
When using paged buffer mechanism, in some case, it’s possible that the number of 

 
n, the 

DTC matching the filter change between the calculation of the total size, needed for
the first page transmission, and the sending of the further pages. For this reaso
requirement Dcm587 and Dcm588 shall be considered for the implementation of this 
service. 
 

7.4.4.1 OBD Service $04 – Clear/reset emission-related diagnostic information 

[Dcm246] ⌈ The DCM module shall implement OBD Service $04 (Clear/reset 

emission-related diagnostic information) in compliance to all provisions of the OBD 

standard.⌋(BSW04082, BSW04001)  

An external test tool can request an emissio
by sending the request $04. 

n–related ECU to clear the error memory 

[Dcm004] ⌈ When receiving a request for OBD Service $04, the DCM module shall 

call the operation ClearDTC with the following parameter values: 
DTC = DEM_DTC_GROUP_ALL_DTCS  
DTCFormat: DEM_DTC_FORMAT_OBD                                                          

DTCOrigin = DEM_DTC_ORIGIN_PRIMARY_MEMORY⌋(BSW04010, BSW04058, 
BSW04065)  

[Dcm413] ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_OK, the DCM module 

shall send a positive response.⌋(BSW04010)  
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[Dcm703] ⌈ In case  retu R_PE G, the DCM  Dem_ClearDTC() rns DEM_CLEA NDIN

shall invoke Dem_C Dcm ll alearDTC() on next _MainFunction ca gain. It is up to the 

DCM to send NRC 7 ponse behaviour⌋()  8 to respect the res

 ⌈ In case Dem_ClearDTC() returns DEM_CLEAR_FAILED, the DCM shall [Dcm704]

send a negative res

rv Request Monitori ults for 
 Mo s 

nsNotCorrect.⌋()  ponse 0x22 – conditio

7.4.4.2 OBD Se ice $06 – On-Board ng Test-res
Specific nitored System

[Dcm414] ⌈ The DCM module shall implement OBD Service $06 (Request On-Board 

Monitoring Test-results for Specific Monitored Systems) in compliance to all 

provisions of the OBD standard.⌋(BSW04082, BSW04001)  

Using Service $06, an external test tool can request an emission-related ECU to 
return the DTR’s associated with the OBDMID or to return the supported OBDMIDs. 
OBD reserves certain OBDMIDs for the special purpose of obtaining the list of 

 
OBDMIDs” and are $00, $20, $40, $60, $80, $A0, $C0 an $E0. 
 

 to the 
er 

DcmDspTestResultObdmidTids) 

configuration parameter 

n 
ion parameter 

supported OBDMIDs in a certain range.  These OBDMIDs are called “availability

The DCM module’s configuration defines the OBDMIDs that are available
DCM.  For each OBDMID, the configuration defines (see configuration paramet
DcmDspTestResultObdmidTid): 

 A list of TIDs (see configuration parameter 
 And for each TID: 

o The name of the port through which the DCM module has access to a 
DTRService interface (see 
DcmDspTestResultTid and DcmDspTestResultObdmidTid) 

o The Unit and Scaling ID to be returned with the service for the give
OBDMID and TID (see configurat
DcmDspTestResultObdmidTidUaSid) 

[Dcm415] ⌈ On reception of an OBD Service $06 request with “availability OBDMIDs” 

as parameter, the DCM module shall respond with the corresponding supported 

(=configured) OBDMIDs.⌋()  

 on external functions that allow it to 
s one such function per OBDMID/TID 

that is needed by the DCM. 

 
To provide OBD Service $06, the DCM relies
obtain the DTR of an OBDMID/TID.  There i
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[Dcm416] ⌈ On reception of an OBD Service $06 request with an OBDMID that is not 

an “availability OBDMID”, the DCM module shall run through the list of TIDs 
configured for the OBDMID, shall call the configured Xxx_GetDTRValue() function.  
In case the returned Status==DCM_DTRSTATUS_VISIBLE, the DCM module shall 
assemble the response to the service call as follows: 
Std./Manuf. Defined TID: TID from the configuration 
Unit And Scaling ID: this is configured for the OBDMID/TID combination 
Test Value (High/Low Byte): as returned from the Xxx_GetDTRValue() function 
called for the OBDMID/TID combination 
Min. Test Limit (High/Low Byte): as returned from the Xxx_GetDTRValue() function 
called for the OBDMID/TID combination 
Max. Test Limit (High/Low Byte): as returned from the Xxx_GetDTRValue() 

function called for the OBDMID/TID combination⌋()  

Dcm416  implies that DTRs for which the function Xxx_GetDTRValue() returns a 
status of DCM_DTRSTATUS_INVISIBLE are ignored. 
When using the Xxx_GetDTRValue() functions, the DCM module provide
in which the DTR can be stored. The actual i

s buffers 
mplementation of the 

Xxx_GetDTRValue() function for a specific OBDMID is provided by a SW-C. The 
origin of the function is not known to the DCM but is part of the DCM configuration.  

7.4.4.3 OBD Service $08 – Request Control of On-Board System, Test or 
Component 

[Dcm417] ⌈ The DCM module shall implement OBD Service $08 (Request Control of 

On-Board System, Test or Component) in compliance to all provisions of the OBD 

sta a

Using Se
component u
obtaining 
“availabilit
 
The DCM mo t are available on the ECU for 

ices 
ation parameter DcmDspRequestControl) 

 the number of bytes this function takes as input (see  configuration parameter 
DcmDspRequestControlInBufferSize) 

 
To provide OBD Service $08, the DCM relies on external functions configured per 
TID 

nd rd.⌋(BSW04082, BSW04001)  

rvice $08, an external test tool can control an on-board system, test or 
sing a TID.  OBD reserves certain TIDs for the special purpose of 

the list of supported TIDs in a certain range.  These TIDs are called 
y TIDs” and are $00, $20, $40, $60, $80, $A0, $C0 an $E0. 

dule’s configuration defines the TIDs tha
the purpose of OBD Service $08.  The configuration defines for each such TID (see 
configuration parameter DcmDspRequestControlTestId): 

 the name of the port the DCM uses to access the RequestControlServ
interface (see configur

 the number of bytes this function writes as output (see configuration 
parameter DcmDspRequestControlOutBufferSize) 
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[Dcm418] ⌈ On reception of an OBD Service $08 request with one or more 

“availability TIDs” as parameter, the DCM module shall respond with the 

corresponding supported (=configured) TIDs.⌋()  

[Dcm419] ⌈ On reception of an OBD Service $08 request with a TID that is not an 

“availability TID”, the DCM module shall invoke the configured 
Xxx_RequestControl() function with the following parameters values: 
InBuffer: data contained in the OBD request (the size of which must correspond to 
the size configured in the DCM module’s configuration) 
OutBuffer: space in which the RequestControl function can store its result (the size of 

the buffer is taken from the DCM module’s configuration)⌋()  

[Dcm420] ⌈ After the execution of Dcm419, the Dcm module shall respond to the 

service request using the data stored by the RequestControl function in the 

OutBuffer.⌋()  

7.4.4.4 OBD Service $09 – Request Vehicle Information 

[Dcm421] ⌈ The DCM module shall implement OBD Service $09 (Request Vehicle 

Information) in compliance to all provisions of the OBD standard.⌋(BSW04082, 
BSW04001)  

Using Service $09, an external test tool can request vehicle information or can obtain 

btain the value for this 
InfoType data OR the port-name through which the DCM module can 

lists of supported vehicle information.  OBD reserves certain InfoTypes for the special 
purpose of obtaining the list of supported InfoTypes in a certain range.  These 
Infotypes are called “availability InfoTypes” and are $00, $20, $40, $60, $80, $A0, 
$C0 an $E0. 
 
The DCM module’s configuration defines the InfoTypes and associated data that are 
available on one or several SW-C.  The configuration defines for each such InfoType: 

 The value of InfoType (see configuration parameter 
DcmDspVehInfoInfoType) 

 For every data of the InfoType: 
o The position of this data in the InfoType (see configuration parameter 

DcmDspVehInfoDataOrder) 
o the size of the value of the InfoType data (see configuration parameter 

DcmDspVehInfoDataSize) 
o the function that the DCM module must call to o

obtain the value for this InfoType data (see configuration parameter 
DcmDspVehInfoDataReadFnc and DcmDspVehInfoDataUsePort).  
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To provide OBD Service $09, the DCM relies on external functions that a
obtain the value of an InfoType data.  There is one such function per In
that is needed by the DCM. 

llow it to 
foType data 

When invoking a Xxx_GetInfotypeValueData() function, the DCM module 
provides a buffer of the correct size in which the value of the InfoType data can be 

he 
Type data might be a 

part of the 

ice $09 are provided by the 

stored. The entity providing the actual implementation of t
Xxx_GetInfotypeValueData() function for a specific Info
SW-C or another basic software module.  The origin of the function is 
DCM module’s configuration. 
Certain InfoTypes needed by the DCM to provide Serv
DEM.  This is handled in the DCM configuration. 

[Dcm422] ⌈ On reception of an OBD Service $09 request with one or more 

“availability InfoTypes” as parameter, the DCM module shall respond with the 

corresponding supported (=configured) InfoTypes.⌋()  

[Dcm423] ⌈ On reception of an OBD Service $09 request for an InfoType that is not 

an “availability InfoType”, the DCM module shall obtain the value of this InfoType by 
invoking all the configured  function for every data Xxx_GetInfotypeValueData()

of this InfoType and shall return the value as response to Service $09⌋()  

[Dcm684] ⌈ Additional to collecting the available InfoType value contributions from 
the individual SW-C, the DCM shall compute the data byte NofDataItems in the 
diagnostic response, which defines the number of DataItems included in one 

InfoType .⌋()  

7.4 1

7.4.5 Bootloader interaction 

 
The DCM shall be able to manage a jump to the bootloader. Due to the diversity of 
possibility to realize this jump, this will be done using callout call. 
 

.5.   Jump to Bootloader 

[Dcm531] ⌈ A jump to bootloader is possible only with services 

DiagnosticSessionControl and LinkControl services⌋(BSW04098)  
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[Dcm532] ⌈ On reception of service DiagnosticSessionControl if the provided session 

is used to jump to OEM bootloader ( parameter DcmDspSessionForBoot set to 
DCM_OEM_BOOT) the DCM shall prepare the jump to the OEM bootloader (see 
Dcm535 and Dcm538) by triggering the mode switch of 
ModeDeclarationGroupPrototype DcmEcuReset to 

JUMPTOBOOTLOADER.⌋(BSW04098)  

Note: By this mode switch the DCM informs the BswM to prepare the jump to the 
bootloader. 
 

[Dcm592] ⌈ On reception of service DiagnosticSessionControl if the provided session 

is used to jump to System Supplier bootloader ( parameter DcmDspSessionForBoot 
set to DCM_SYS_BOOT) the DCM shall prepare the jump to the System Supplier 
bootloader (see Dcm535 and Dcm538) by triggering the mode switch of 
ModeDeclarationGroupPrototype DcmEcuReset to  

JUMPTOSYSSUPPLIERBOOTLOADER ⌋(BSW04098)  

 Note: By this mode switch the DCM informs the BswM to prepare the jump to the
bootloader. 
 

[Dcm533] ⌈ On reception of service LinkControl,  the DCM shall prepare the jump to 

the OEM bootloader (see Dcm535 and Dcm538) by triggering the mode switch of 
ModeDeclarationGroupPrototype DcmEcuReset to 

JUMPTOBOOTLOADER⌋(BSW04098)  

 [Dcm654] ⌈In case the ModeDeclarationGroupPrototype DcmEcuReset is 

switched to mode JUMPTOBOOTLOADER or 
JUMPTOSYSSUPPLIERBOOTLOADER and the configuration parameter 

 is set to TRUE, the DCM shall trigger DcmSendRespPendOnTransToBoot
transmission of NRC 0x78 – RCR-RP. 
In the sent confirmation of this NRC 0x78 the DCM shall trigger the mode switch of 

the ModeDeclarationGroupPrototype DcmEcuReset to EXECUTE.⌋() 

 
NRC 0x78 before switching to Bootloader shall reload Note: This final transmission of 

the P2* timout in the client. 

[Dcm719] ⌈In case the ModeDeclarationGroupPrototype DcmEcuReset is 

switched to mode JUMPTOBOOTLOADER or 
JUMPTOSYSSUPPLIERBOOTLOADER the and the configuration parameter 
DcmSendRespPendOnTransToBoot is set to FALSE, the DCM shall shall trigger the 
mode switch of the ModeDeclarationGroupPrototype DcmEcuReset to EXECUTE 

in the next Dcm_MainFunction cycle without sending a NRC 0x78.⌋()  
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In case of [Dcm719, the exact response handling depends on the state of the 
‘suppressPosRspMsgIndicationBit’ (TRUE or FALSE) in the request message. 

 [Dcm535] ⌈ If the jump to bootloader is requested (see [Dcm532, [Dcm592 and 

[Dcm533) and the configuration parameter DcmSendRespPendOnTransToBoot is 
set to TRUE (See [Dcm654), the DCM shall call Dcm_SetProgConditions() after 

confirmation of the transmission of NRC 0x78 (Response pending).⌋(BSW04098)  

 to store all relevant information prior to jumping to the bootloader. 

Note: It is up to the software integrator to decide where to store that data. Usually it 

This will allow
 

will be stored in non-volatile memory like e.g. data flash. It is also acceptable to 
"store" this data in a RAM section which is not initialized out of reset.  
 

[Dcm720] ⌈ If the jump to bootloader is requested (see [Dcm532, [Dcm592 and 

[Dcm533) and the configuration parameter DcmSendRespPendOnTransToBoot is 
set to FALSE (see [Dcm719), the DCM shall call Dcm_SetProgConditions() 

immediately.⌋()  

[Dcm715] ⌈ If the jump to bootloader is requested (see [Dcm532, [Dcm592 and 

[Dcm533) and if the call to Dcm_SetProgConditions() returns E_NOT_OK (see 
[Dcm535), the DCM shall not request any reset, shall not perform the jump to 
bootloader, and shall answer negatively to the request with NRC 0x22 (Conditions 

not correct).⌋()  
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7.4.5.2  Jump from Bootloader 

 

[Dcm536] ⌈ At DCM initialization (First call to Dcm_MainFunction), the DCM shall call 

Dcm_GetProgConditions() to know if the initialization is the consequence of a jump 

from the bootloader.⌋(BSW04098)  

Note: It is the responsibility of the software integrator to ensure that the data 
contained in Dcm_ ProgConditionsType is valid when Dcm_Init is called. E.g. if this 
data is stored in non-volatile memory, it may take some time to make it available after 
n ECU reset. This has to be taken into account when designing the ECU's startup a

process.  
 

[Dcm537] If the initialization of the DCM is the consequence of a jump from the 
[Dcm536bootloader (see ), the DCM shall call 

ComM_DCM_ActiveDiagnostic(NetworkId) to request the ComManager for the full 
communication mode. 

Dcm767 ڿWhen the ComM reports full communication to the Dcm, the Dcm shall 

send the Response to the Service Id passed in the Dcm_ProgConditionsType. 

 (BSW04098)ۂ

Dcm768 ⌈If the initialization of the DCM is the consequence of a jump from the 

bootloader (see [Dcm536) and  the application is updated by an FLASH download 
(Dcm_ProgConditionsType.ApplUpdated == True). The DCM shall call 
BswM_Dcm_ApplicationUpdated() to notify the BswM that the application was 
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7.4.5.3 Flags management 

 0x10 request (Diagnostic Session Control) with 
 or UDS Service 0x87 (LinkControl), 

e DCM shall set the ReprogramingRequest flag and, if indicated for this service, the 
ResponseRequired flag. 

e 
if required - send a response and clear the 

esponseRequired flag. 

how the DCM module has to treat the several error classes 
that may happen during the life cycle of the DCM module. 
The general requirements document of AUTOSAR [1] specifies that all Basic 
Software modules shall distinguish (according to the product life cycle) two error 

- Development errors: those errors shall be detected and fixed during the 
development phase. In most cases, those errors are software errors. The detection of 

uction 
de (by static configuration namely preprocessor switches). 

dware errors and software exceptions 
avoided and are expected to occur in production (i.e. series) code.  

On reception of a UDS Service
subfunction 0x02 (Start Programming Session)
th

 
After an ECU reset, when the flashloader is started, it will clear th
ReprogramingRequest flag and - 
ResponseRequired flag. 
After successful reprograming of the application software, the flashloader 
will set the ApplUpdated flag and, if configured, the ResponseRequired flag. 
 
After an ECU reset, when the newly programmed application is started for the first 
time, the DCM shall clear the ApplUpdated flag and, if required, send a response and 
lear the Rc

 

7.5 Error classification 

This section describes 

types: 

errors that shall only occur during development can be switched off for prod
co
- Production errors: those errors are har
that cannot be 

] ⌈ The DCM module shall provide no Production-Errors⌋(BSW00337)  

RCs. 

[Dcm012

Diagnostic-Communication-Errors are handled directly in the ISO-Protocols by N

[Dcm044] ⌈ The used return values shall be the same for development and 

production. Only the values given by the DCM SWS shall be used.⌋(BSW00369)  

[Dcm364] ⌈ Development error values are of type uint8.⌋(BSW00327, BSW00331)  

[Dcm040] ⌈ The following errors and exceptions shall be detectable by the DCM 

odule depending on its build version (development/production mode).⌋(BSW00338)  m
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Type or error Relevance Related error code Value 

Interface: 
Timeout occurred during 
interaction with another 

odule (e.g. maximum 

Development DCM_E_INTERFACE_TIMEOUT 0x01 

m
number of response 
pending is reached, refer 
to Dcm120) 

Interface return-value is Development DCM_E_INTERFACE_RETURN_VALUE
out of range 

 0x02 

Interface: 
Boundary check of 

uffers provided by the 

Development DCM_E_INTERFACE_BUFFER_OVERF
LOW 

0x03 

b
Dcm failed during 
interaction with another 

 

module (application, 
Dem, PduR, etc.) 

Internal: 
DCM not initialized  

Development DCM_E_UNINIT 0x05 

DCM API function with 
invalid input parameter 

Development DCM_E_PARAM 0x06 

DCM API service Development DCM_E_PARAM_POINTER 0x07 
invoked with NULL 
POINTER as parameter 
 

[Dcm041] ⌈ Additional errors that are detected because of specific implementation 

and/or specific hardware properties shall be added in the DCM module 
implementation specification. The classification and enumeration shall be compatible 

to the errors listed above⌋(BSW00337)  

7.6 Error detection 

[Dcm042] ⌈ The detection of development errors is configurable (ON/OFF) at pre-

compile time. The configuration parameter DcmDevErrorDetect shall activate or 

deactivate the detection of all development errors.⌋(BSW00338, BSW00350)  

[Dcm043] ⌈ If the development error detection is enabled for this module, for every 

request except Dcm_Init, it shall be ensured that the DCM module is already 
initialized. Detected errors shall be reported to the Development Error 

Tracer.⌋(BSW00442, BSW00323)  
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[Dcm ⌈  configuration param048]  If the DcmDevErrorDetect eter is enabled, API 

parameter checking shall be enabled except for .   

ation 

⌋()Dcm_Init()

7.7 Error notific

[Dcm049]  Detected development errors shall be reported to the ⌈
Det_ReportError() service of the Development Error Tracer (DET) if the pre-

processor switch DcmDevErrorDetect

lopment Erro u n  
t not be contained inside the production code. The API is defined, 

an be chosen and implemented according to the development 
nt, send error information via a serial interface to an external 

 is set.⌋()  

The Deve r Tracer mod le is just help for BSW developme t and
integration. It mus
but the functionality c
needs (e.g. errors cou
logger, and so on). 

[Dcm052] ⌈ The header file of the DCM, DCM.h, shall provide a module ID called 

5.⌋()  DCM_MODULE_ID set t 3

g 

o the value 0x

7.8 Debuggin

[Dcm484] ⌈ Each variable that shall be accessible by AUTOSAR Debugging, shall be 

defined as global variable.⌋(BSW00442)  

[Dcm485] ⌈ All type definitions of variables which shall be debugged, shall 

beaccessible by the header file Dcm.h.⌋(BSW00442)  

[Dcm486] ⌈ The declaration of variables in the header file shall be such, that it is 

possible to calculate the size of the variables by C-“sizeof”.⌋(BSW00442)  

[Dcm487] ⌈ Variables available for debugging shall be described in the respective 

Basic Software Module Description⌋(BSW00442)  
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[Dcm506] ⌈ The current status of diagnostic activity (linked to 

ComM_DCM_InactiveDiagnostic(NetworkId) and 
ComM_DCM_ActiveDiagnostic( ) call) shall be available for NetworkId

debugging.⌋(BSW00442)  

[Dcm507] ⌈ The current security level shall be available for debugging.⌋(BSW00442)  

[Dcm508] ⌈ The current session state shall be available for debugging.⌋(BSW00442)  

[Dcm509] ⌈ The current protocol shall be available for debugging.⌋(BSW00442)  

7.9 Synchronous and Asynchronous implementation 

parameter DcmDspDataUsePort is set to USE_DATA_SYNCH_CLIENT_SERVER or 
USE_DATA_ASYNCH_CLIENT_SERVER. 

_SYNCH_CLIENT_SERVER, the interface shall be compatible 
with the Dem interface "DataServices_<SyncDataElement>" (no OpStatus 
parameter). 

_SERVER. 

Note: a Dcm implementation using AsynchronousServerCallPoint or 
letely an 
tus of the 

he SW-C (initiating a request, 
checking if a request is still pending, or cancelling a pending request, see Dcm686). 
There is no correlation to the operation signature (i.e. existence of OpStatus 

nds 

of supported DIDs wich can be 
configured in two ways: 
 
 

 
The DCM can access data using an R-Port requiring either a synchronous or an 
asynchronous ClientServertInterface DataServices_<Data>. In the DCM SWS, the 

 
In case of USE_DATA

The parameter OpStatus and return parameter E_PENDING shall only be available 
in case of USE_DATA_ASYNCH_CLIENT
 

SynchronousServerCallPoint when calling service processors is comp
implementation decision. This only indicates that the operation uses the sta
operation to allow an asynchronous processing by t

parameter and E_PENDING return code) that dema
AsynchronousServerCallPoint or SynchronousServerCallPoint usage. 
 

7.10 DID configuration 

The configuration of the DCM contains a list 
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 The individual DID configuration,which required one
configured DID to access to the datas (reading and 
DataServices should be used for each DID in this case. 

 
 The DID range conf

 port-connection per 
writing). The interface 

iguration, used to handle a set of DIDs sharing the same 
behavior uniformly in one SW-C with only one port-connection. The interface 
DataServices_DIDRange_<Range> should be used in this case. Using this 

The following parameters shall be configured in order to use the DIDRange 
optimization: DcmDspDidRangeIdentifierLowerLimit (see Dcm938_Conf :) 

delimited the range of the DIDs. DcmDspDidRangeMaxDataLength (see 
Dcm940_Conf :) and DcmDspDidRangeHasGaps (see Dcm Dcm941_Conf :) 

configuration allows an interface optimization. 

and DcmDspDidRangeIdentifierUpperLimit (see Dcm939_Conf :) which 
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8 AP

hi e


 e functions which are used by 

8.1 I

[Dcm333]  

⌈  

I specification 

T s s ction defines: 
 The syntax and semantics of the functions that are provided and required from 

other BSW modules.  These take the form of “C”-APIs. 
The syntax and semantics of a subset of thos
software-components through the RTE.  These take the form of descriptions 
using the concepts of the Software-Component Template. 

mported types  

This section lists all types included from other modules. 

Module Imported Type 
BufReq_ReturnType 
NetworkHandleType 
NotifResultType 
PduIdType 
PduInfoType 
PduLengthType 
RetryInfoType 

ComStack_Types 

TPParameterType 
Dem_DTCFormatType 
Dem_DTCGroupType 
Dem_DTCKindType 
Dem_DTCOriginType 
Dem_DTCRequestType 
Dem_DTCSeverityType 
Dem_DTCTranslationFormatType 
Dem_FilterForFDCType 
Dem_FilterWithSeverityType 
Dem_ReturnControlDTCSettingType 
Dem_ReturnDisableDTCRecordUpdateType 
Dem_ReturnGetDTCByOccurrenceTimeType 
Dem_ReturnGetExtendedDataRecordByDTCType 
Dem_ReturnGetFreezeFrameDataByDTCType 
Dem_ReturnGetFreezeFrameDataByRecordType 
Dem_ReturnGetFunctionalUnitOfDTCType 
Dem_ReturnGetNextFilteredDTCType 
Dem_ReturnGetNumberOfFilteredDTCType 
Dem_ReturnGetSeverityOfDTCType 
Dem_ReturnGetSizeOfExtendedDataRecordByDTCType 
Dem_ReturnGetSizeOfFreezeFrameByDTCType 
Dem_ReturnGetStatusOfDTCType 

Dem 

Dem_ReturnSetFilterType 
<EcuSignalDataType> GENERIC TYPES 
<datatype> 

NvM NvM_BlockIdType 
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SchM SchM_ReturnType 
Std_ReturnType Std_Types 

nInfoType Std_Versio

⌋()  
The o f llowing types are contained in the Rte_Dcm_Type.h header file, which is 

er ted by the RTE generator: gen a
 
Imp
 
 
0 -> DCM_SEC_LEV_LOCKED 
1 -> DCM_SEC_LEV_L1 

dent (up to 127) 
ent (up to 254) 

plementationDataType SesCtrlType { 

 M
1
2 -> PROGRAMMI
3 -> EXTENDED_DIAGNOSTIC_SESSION 
4 -> SAFETY_SYSTEM_DIAGNOSTIC_SESSION 
5 -> Configuration dependent (up to 127) 
128 -> Reserved by document (up to 254) 
255 -> ALL_SESSION_LEVEL 
}; 
 
ImplementationDataType ProtocolType { 
 LOWER-LIM
 UPPER-LIM
0 -> DCM_OBD_O
1 -> DCM_OBD_O
2 -> DCM_OBD_O
3 -> DCM_UDS_O
4 -> DCM_UDS_O
5 -> DCM_UDS_O
6 -> DCM_ROE_O
7 -> DCM_ROE_O
8 -> DCM_ROE_O
9 -> DCM_PERIO
10 -> DCM_PERI
11 -> DCM_PERI
12 -> Reserved for further AUTOSAR implementation (up to 239) 
240 -> Reserved for software supplier specific implementation (up to 
255) 
}; 
 
ImplementationDataType NegativeResponseCodeType { 
 LOWER-LIM
 UPPER-LIM
0x00  -> DCM_E
0x10  -> DCM_E
0x11  -> DCM_E_SERVICENOTSUPPORTED 
0x12  -> DCM_E_SUBFUNCTIONNOTSUPPORTED 
0x13  -> DCM_E_INCORRECTMESSAGELENGTHORINVALIDFORMAT 

lementationDataType SecLevelType { 
LOWER-LIMIT = 0 
UPPER-LIMIT = 255 

3 -> Configuration depen
128 -> Reserved by docum
255 -> DCM_SEC_LEV_ALL 
}; 
 
Im
 LOWER-LIMIT = 1 

UPPER-LI
 -> DEFAULT_S

IT = 255 
ESSION 
NG_SESSION 

IT = 0 
IT = 255 
N_CAN 
N_FLEXRAY 
N_IP 
N_CAN 
N_FLEXRAY 
N_IP 
N_CAN 
N_FLEXRAY 
N_IP 
DICTRANS_ON_CAN 
ODICTRANS_ON_FLEXRAY 
ODICTRANS_ON_IP 

IT = 0 
IT = 255 
_POSITIVERESPONSE 
_GENERALREJECT 
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0x14  -> DCM_E_RESPONSETOOLONG 
0x21  -> DCM_E_BUSYREPEATREQUEST 
0x22  -> DCM_E_CONDITIONSNOTCORRECT 

  -> DCM_E_NORESPONSEFROMSUBNETCOMPONENT 

SDENIED 

37 EDELAYNOTEXPIRED 
LOADNOTACCEPTED 
TASUSPENDED 

ESPONSEPENDING 
ONNOTSUPPORTEDINACTIVESESSION 

  -> DCM_E_SERVICENOTSUPPORTEDINACTIVESESSION 

OTRUNNING 
IMETOOLOW 

 

DALTOOLOW 
  -> DCM_E_TRANSMISSIONRANGENOTINNEUTRAL 

D  -> DCM_E_TRANSMISSIONRANGENOTINGEAR 

90 VERNOTINPARK 
VERTERCLUTCHLOCKED 
OHIGH 
LOW}; 

ome additional types have to be defined, 

First letter of each word upper case, consecutive letters lower case. 
Dcm module shall ensure that implementation-specific types are not “visible” 

itecture would be 

fined by the DCM SWS. 

0x24  -> DCM_E_REQUESTSEQUENCEERROR 
0x25
0x26  -> DCM_E_FAILUREPREVENTSEXECUTIONOFREQUESTEDACTION 
0x31  -> DCM_REQUESTOUTOFRANGE 
x33  -> DCM_E_SECURITYACCES0

0x35  -> DCM_E_INVALIDKEY 
x36  UMBEROFATTEMPTS 0 -> DCM_E_EXCEEDN

0x  -> DCM_REQUIREDTIM
0x70  -> DCM_E_UPLOADDOWN

FERDA0x71  -> DCM_E_TRANS
0x72  -> DCM_E_GENERALPROGRAMMINGFAILURE 

 0x73  -> DCM_E_WRONGBLOCKSEQUENCECOUNTER
ORRECTLYRECEIVED-R0x78  -> DCM_E_REQUESTC

E  -> DCM_E_SUBFUNCTI0x7
0x7F
0x81  -> DCM_E_RPMTOOHIGH 
0x82  -> DCM_E_RPMTOOLOW 

83 SRUNNING 0x  -> DCM_E_ENGINEI
0x  -> DCM_E_ENGINEISN84 
0x85  -> DCM_E_ENGINERUNT
0x86  -> DCM_E_TEMPERATURETOOHIGH
0x87  -> DCM_E_TEMPERATURETOOLOW 
0x88  -> DCM_E_VEHICLESPEEDTOOHIGH 
0x89  -> DCM_E_VEHICLESPEEDTOOLOW 
0x8A  -> DCM_E_THROTTLE_PEDALTOOHIGH 
0x8B  -> DCM_E_THROTTLE_PE
0x8C

80x
0x8F  -> DCM_E_BRAKESWITCH_NOTCLOSED 
0x  -> DCM_E_SHIFTERLE
0x  -> DCM_E_TORQUECON91 
0x92  -> DCM_E_VOLTAGETO
0x93  -> DCM_E_VOLTAGETOO
 
 

8.2 Type Definitions 

[Dcm549] ⌈ If, for implementation reasons, s

es as follows: Dcm_<TypeName>Type, where the Dcm module shall label these typ
<TypeName> is the name of this type adhering to the rules: 

- No underscore usage 
 -

he T
outside of Dcm. Otherwise, the complete arch

corrupted.⌋(BSW00353)  

 
 deThis section lists the types which are
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8.2.1 Dcm_StatusType 

 
Name: Dcm_StatusType 

Type: uint8 

DCM_E_OK 0x0
0 

This value is representing a successful 
operation. 

DCM_E_COMPARE_KEY_FAILED 0x0
1 

ECU compares by tester requested key 
with own calculated key. When 
comparison fails this definition is used. 
(used at API: RTE_DcmCompareKey() 

y access within processing of securit
service) 

DCM_E_TI_PREPARE_LIMITS 0x0
2 

New timing
requested v

 parameters are not ok, since 
alues are not within the 

defined limits (used at API: 
Dcm_PrepareSesTimingValues()). 

DCM_E_TI_PREPARE_INCONSTENT 0x0
3 

New timing parameters are not ok, since 
requested values are not consistent 
(e.g. P2min not smaller than P2max) 
(used at API: 
Dcm_PrepareSesTimingValues()) 

DCM_E_SESSION_NOT_ALLOWED 0x0
4 

Application does not allow start of  
requested session  
(used at API:  

_DcmGetSesChgPermission()) RTE

DCM_E_PROTOCOL_NOT_ALLOWED 0x0
5 

lication does not allow start of  
requested protocol  
(used at API: RTE_DcmStartProtocol()) 

App

DCM_E_ROE_NOT_ACCEPTED 0x0 R
a6 

esponseOnOneEvent request is not  
ccepted by DCM (e.g. old  

ResponseOnOneEvent is not finished) 
(used at API:  
Dcm_ResponseOnOneEvent()) 

DCM_E_PERIODICID_NOT_ACCEPTE
D 

0x0
7 

Periodic transmission request is not  
accepted by DCM (e.g. old Periodic  
transmission is not finished)  
(used at API:  
Dcm_ResponseOnOneDataByPeriodicI
d  
()) 

DCM_E_REQUEST_NOT_ACCEPTED 0x0
8 

Application rejects diagnostic request -> 
(used at API: RTE_DcmIndication()) 

Range: 

DCM_E_REQUEST_ENV_NOK 0x0 Diagnostic request is not al

9 application because of not fitting  
environmental conditions -> (used at  
API: RTE_DcmIndication()) 

lowed by  

Description: Base item type to transport status information. 
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8.2.2 Dcm_SecLevelType 

his type is defined in Rte_Dcm_Type.h header file, which is generated by the RTE 
generator. 
 

T

Name: Dcm_SecLevelType 

Type: uint8 

-- DCM_SEC_LEV_LOCKE
D 

0x00 

DCM_SEC_LEV_L1 0x01 -- 

configuration dependent 0x02...0x7F -- 

Reserved by Document 0x80...0xFE -- 

Range: 

DCM_SEC_LEV_ALL 0xFF -- 

Description: Security Level type definition 

 

8.2.3 Dcm_SesCtrlTy

This type is defined in Rte_Dcm_Type.h header le nerated by the RTE 
generator. 
 

pe 

 fi , which is ge

Name: Dcm_SesCtrlType 

Type: uint8 

DCM_DEFAULT_SESSION 0x01 -- 

DCM_PROGRAMMING_SESSION 0x02 -- 

DCM_EXTENDED_DIAGNOSTIC_SESSION 0x03 -- 

DCM_SAFETY_SYSTEM_DIAGNOSTIC_SESSI
N 

-- O 0x04 

configuration dependent (according to 

DiagnosticSessionContro

0x40...0x7E
"diagnosticSessionType" 
parameter of 

l request) 

0x7F...0xF
E 

-- Reserved by Document 

Range: 

DCM_ALL_SESSION_LEVEL 0xFF -- 

Description: Session type definition 
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8.2.4 Dcm_ProtocolType 

This type is defined in Rte_Dcm_Type.h header file, which is generated by the RTE 
generator. 
 
 
Name: Dcm_ProtocolType 

Type: uint8 

DCM_OBD_ON_CAN 0x00 OBD on CAN (ISO15765-4; 
ISO15031-5) 

XRAY 0x01 (OBD on Flexray (Manufacturer 
specific; ISO15031-5)) 

DCM_OBD_ON_FLE

DCM_OBD_ON_IP 0x02 (OBD on Internet Protocol 
(Manufacturer specific; 
ISO15031-5)) 

DCM_UDS_ON_CAN 0x03 UDS on CAN (ISO15765-
ISO14229-1) 

3; 

DCM_UDS_ON_FLEXRAY 0x04 UDS on FlexRay (Manufacturer 
specific; ISO14229-1) 

DCM_UDS_ON_IP 0x05 (UDS on Internet Protocol 
(Manufacturer specific; 
ISO14229-1)) 

DCM_ROE_ON_CAN 0x06 Response On Event on CAN 

DCM_ROE_ON_FLEXRAY 0x07 Response On Event on FlexRay

Reserved for further AUTOSAR 
 

0x07..0xE
F 

-- 

implementation

DCM_ROE_ON_IP 0x08 (Response on Event on Internet 
Protocol) 
Periodic Transmission on CAN DCM_PERIODICTRANS_ON_CAN 0x09 

DCM_PERIODICTRANS_ON_FL
Y 

EXRA 0x0A 
lexRa

Periodic Transmission on 
F y 

DCM_PERIODICTRANS_ON_IP 0x0B Period  Transmission on 
Internet Protocol) 
( ic

DCM_SUPPLIER_1 0xF0 Reserv  for SW supplier 
specific. 

ed

DCM_SUPPLIER_2 0xF1 plier Reserv
specific

ed for SW sup
. 

DCM_SUPPLIER_3 0xF2 Reserved for SW supplier 
specific. 

DCM_SUPPLIER_4 0xF3 Reserved for SW supplier 
ispecif c. 

DCM_SUPPLIER_5 0xF4 
specific. 
Reserved for SW supplier 

DCM_SUPPLIER_6 0xF5 eserv  for SW supplier 
specific. 
R ed

DCM_SUPPLIER_7 0xF6 Reserved for SW supplier 
specific. 

Range: 

DCM_SUPPLIER_8 0xF7 Reserved for SW supplier 
specific. 
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DCM_SUPPLIER_9 0xF8 Reserved for SW supplier 
specific. 

DCM_SUPPLIER_10 0xF9 Reserved for SW supplier 
specific. 

DCM_SUPPLIER_11 0xFA Reserved for SW supplier 
specific. 

DCM_SUPPLIER_12 0xFB Reserved for SW supplier 
specific. 

SUPPLIER_13 0xFC Reserved for SW supplier 
specific. 

DCM_

DCM_SUPPLIER_14 0xFD Reserved for SW supplier 
specific. 

DCM_SUPPLIER_15 0xFE Reserved for SW supplier 
specific. 

Description: Protocol type definition 

 
 
 

8.2.5 Dcm_NegativeResponseCodeType 

This type is defined in Rte_Dcm_Type.h header file, which  RTE 
generator. 
 

 is generated by the

Name: Dcm_NegativeResponseCodeType 

Type: uint8 

DCM_E_POSITIVER SPONSE 0x00 PR E

range o served by ISO 14229 RVD0x01..0x0F ISOSAERESf values 0x01..0x0F re

DCM_ 0x10 GR E_GENERALREJECT 

DCM_ 0x11 SNS E_SERVICENOTSUPPORTED 

DCM_E_SUBFUNCTIONNOTSUPPORTED 0x12 SFNS 

DCM_E_INCORRECTM AGELENGTHORINV FORMAT 0x13 IMLOIF ESS ALID

DCM_E_RESPONSETOOLONG 0x14 RTL 

range of values 0x15..0x20 reserved by ISO 14229 ISOSAERESRVD0x15..0x20 

DCM_E_BUSYREPEATREQUEST 0x21 BRR 

DCM_E_CONDITIONSNOTCORRECT 0x22 CNC 

value 0x23 reserved by ISO 14229 0x23 ISOSAERESRVD

DCM_E_REQUESTSEQUENCEERROR 0x24 RSE 

DCM_E_NOR MSUBNETCOMPONENT 0x25 NRFSC ESPONSEFRO

Range: 

DCM_ CUTIONOFR STED 0x26 A ACTIO FPEORE_FAILUREPREVENTSEXE EQUE
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N 

range o rved by ISO 14229 ERESRVD0x27..0x30 ISOSAf values 0x27..0x30 rese

DCM_E_REQUESTOUTOFRANGE 0x31 ROOR 

0x32 ISOSAERESRVDvalue 0x32 reserved by ISO 14229 

DCM_E_SECURITYACCESSDENIED 0x33 SAD 

value 0x34 reserved by ISO 14229 ISOSAERESRVD0x34 

DCM_E_INVALIDKEY 0x35 IK 

DCM_E_EXCEEDNUMBEROFATTEMPTS 0x36 ENOA 

DCM_E_REQUIREDTIMEDELAYNOTEXPIRED 0x37 RTDNE 

range of values 0x38..0x4F reserved by ISO 15764 0x38..0x4F RBEDLSD 

range of values 0x50..0x6F reserved by ISO 14229 0x50..0x6F ISOSAERESRVD

DCM_E_UPLOADDOWNLOADNOTACCEPTED 0x70 UDNA 

DCM_E_TRANSFERDATASUSPENDED 0x71 TDS 

DCM_E_GENERALPROGRAMMINGFAILURE 0x72 GPF 

DCM_E_WRONGBLOCKSEQUENCECOUNTER 0x73 WBSC 

range of values 0x74..0x77 reserved by ISO 14229 0x74..0x77 ISOSAERESRVD

DCM_E_REQUESTCORRECTLYRECEIVEDRESPONSEPENDING 0x78 RP RCR

ISOSAERESRVDrange of values 0x79..0x7D reserved by ISO 14229 0x79..0x7
D 

SFNSIAS DCM_E_SUBFUNCTIONNOTSUPPORTEDINACTIVESESSION 0x7E 

DCM_E_SERVICENOTSUPPORTEDINACTIVESESSION 0x7F SNSIAS 

value 0x80 reserved by ISO 14229 0x80 ISOSAERESRVD

DCM_E_RPMTOOHIGH 0x81 RPMTH 

DCM_E_RPMTOOLOW 0x82 RPMTL 

DCM_E_ENGINEISRUNNING 0x83 EIR 

DCM_E_ENGINEISNOTRUNNING 0x84 EINR 

DCM_E_ENGINERUNTIMETOOLOW 0x85 ERTTL 

DCM_E_TEMPERATURETOOHIGH 0x86 TEMPTH 

DCM_E_TEMPERATURETOOLOW 0x87 TEMPTL 

DCM_E_VEHICLESPEEDTOOHIGH 0x88 VSTH 
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DCM_E_VEHICLESPEEDTOOLOW 0x89 VSTL 

DCM_E_THROTTLE_PEDALTOOHIGH 0x8A TPTH 

DCM_E_THROTTLE_PEDALTOOLOW 0x8B TPTL 

DCM_E_TRANSMISSIONRANGENOTINNEUTRAL 0x8C TRNIN 

INGEAR  DCM_E_TRANSMISSIONRANGENOT 0x8D TRNIG

ISOSAERESRVDvalue 0x8E reserved by ISO 14229 0x8E 

_NOTCLOSED 0x8F NC BSDCM_E_BRAKESWITCH

DCM_E_SHIFTERLEVERNOTINPARK 0x90 SLNIP 

DCM_E_TORQUECONVERTERCLUTCHLOCKED 0x91 TCCL 

DCM_E_VOLTAGETOOHIGH 0x92 VTH 

DCM_E_VOLTAGETOOLOW 0x93 VTL 

range of values 0x94..0xFE reserved by ISO 14229 0x94..0xFE C RFSCN

ISOSAERESRVDvalue 0xFF reserved by ISO 14229 0xFF 

Description
: 

es represents the a  Res  Codes an 
AUTOSAR SW Component shall return after a function call. 

please refer to the specification of the service 
in ISO14229-1 (UDS) and ISO15031-5 (OBD/CARB) (see chapter 4.2.4 Response code 

This Table of available Negative Response Cod llowed ponse

For the allowed NRC of the executed Service ID 

parameter definition Table 12). 

 
For the im eeded in the 
c-code bec  to the MISRA ru
 

8.2.6 Dcm_CommunicationModeType 

 

plementation of this table a comment or a special concept is n
ause the table is not structured conform les. 

Name: Dcm_CommunicationModeType 

Type: uint8 

DCM_ENABLE_RX_TX_NORM 0x00 Enable the Rx and Tx for 
normal communication 

DCM_ENABLE_RX_DISABLE_TX_NORM 0x01 Enable the Rx and disable 
the Tx rma
communication 

 for no l 

_TX_NORM 0x02 Disable the Rx and enable 
the Tx for normal 
communication 

DCM_DISABLE_RX_ENABLE

DCM_DISABLE_RX_TX_NORMAL 0x03 Disable Rx and Tx for normal 
communication 

Range: 

 0x04 Enable the Rx and Tx for 
netwo nage
communication 

DCM_ENABLE_RX_TX_NM
rk ma ment 
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DCM_ENABLE_RX_DISABLE_TX_NM 0x05 Enable Rx and disable the Tx 
for network management 
communication 

DCM_DISABLE_RX_ENABLE_TX_NM 0x06 Disable the Rx and enable 
the Tx twor
management communication

 for ne k 

DCM_DISABLE_RX_TX_NM 0x07 Diable Rx and Tx for network 
management communication

DCM_ENABLE_RX_TX_NORM_NM 0x08 Enable Rx and Tx for normal 
and network management 
communication 

X_NORM_N 0x09 Enable the Rx and disable 
the Tx rma
network manage
communication 

DCM_ENABLE_RX_DISABLE_T
M  for no l and 

ment 

DCM_DISABLE_RX_ENABLE_TX_NORM
M 

_N 0x0
A 

Disable the Rx and enable 
the Tx rma
network manage
communication 

 for no l and 
ment 

X_NORM_NM 0x0B Disable Rx and Tx for normal 
and network management 
communication 

DCM_DISABLE_RX_T

Description: -- 

 

8.2.7 Dcm

 

_ConfigType 

Name: Dcm_ConfigType 

Type: Structure 

Range: Implementation 
specific 

-- 

Description: This type defines a data structure fo
initialization the DCM gets a pointer 

r the post build parameters of the DCM . At 
to a structure of this type to get access to its 

configuration data, which is necessary for initialization. 

 

8.2.8 Dcm_ConfirmationStatusType 

 
Name: Dcm_ConfirmationStatusType 

Type: uint8 

-- DCM_RES_POS_OK 0x00 

DCM_RES_POS_NOT_OK 0x01 -- 

DCM_RES_NEG_OK 0x02 -- 

Range: 

DCM_RES_NEG_NOT_O 0x03 -- 
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K 

Description: -- 

 

8.2.9 Dcm_Op

 

StatusType 

Name: Dcm_OpStatusType 

Type: uint8 

DCM_INITIAL 0x0
0 

Indicates the initial call to the operation 

DC PENDING 0x0
1 

e g n the 
previous call of the er

M_ Indicates that a p ndin
 op

 return has been done o
ation 

DC
2 

that the D
peration

M_CANCEL 0x0 Indicates 
pending o

CM r
 

equests to cancel the 

Range: 

DCM_FORCE_RCRRP_O
K 

0x0
3 

Confirm a response pending transmission 

Description: -- 

 
 
 
For the operation using the Dcm_OpStatusType, the DCM shall work as follow : 

[Dcm527] ⌈ At first call of an operation using the Dcm_OpStatusType, the DCM call 

t ation with CM NITIAL⌋()  he oper  OpStatus = D _I

[Dcm528]  If the ⌈  value E_FORCE_RCRRP is returned  from an operation using 

Dcm_OpStatusTy or RCR-RP (NRC pe, the DCM shall invoke the transmit request f
0x78 transmission) and the DCM shall not realize further invocation of the operation 

till RCR-RP is transmitted (call to Dcm_Confirmation).⌋()  

[Dcm529] ⌈ After transmit confirmation of a RCR-RP transmitted on the context of 

[Dcm528, the DCM calls, from Dcm_MainFunction (due to call context), the operation 

again with OpStatus = DCM_FORCE_RCRRP_OK.⌋()  

[Dcm530] ⌈ If a E_PENDING value is returned from an operation using the 

Dcm_OpStatusT ation on each Dcm_MainFunction call ype, the DCM call the oper

with OpStatus = DCM_PENDING as long as E_PENDING is returned.⌋()  
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.2.10 Dcm_ReturnReadMemoryType 8

 
Name: Dcm_ReturnReadMemoryType 

Type: uint8 

DCM_READ_OK 0x0
0 

Reading has been done 

DCM_READ_PENDIN
G 

0
1 the reading 

x0 Reading is pending, another call is request to finalize 

Range: 

ILED 0
2 

x0 Reading has failed DCM_READ_FA

Description: f Callout Return values o Dcm_ReadMemory 

 

8.2.11 Dcm_ReturnWriteMemoryType 

 
Name: Dcm_ReturnWriteMemoryType 

Type: uint8 

DCM_WRITE_OK 0x0
0 

Writing has been done 

DCM_WRITE_PENDIN 0x0 Writing is

G 1 

 pending, another called is requested 

Range: 

DCM_WRITE_FAILED 0x0
2 

The writing has failed 

Description: Return type of callout Dcm_WriteMemory 

 

8.2.12 Dcm_RoeStateType 

 
Name: Dcm_RoeStateType 

Type: uint8 

DCM_ROE_ACTIVE 0x00 -- Range: 

DCM_ROE_UNACTIV
E 

0x01 -- 

Description: -- 
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8.2.13 Dcm_EcuStartModeType 

 
Name: Dcm_EcuStartModeType 

Type: uint8 

DCM_COLD_START 0x00 The ECU starts normally Range: 

DCM_WARM_STAR 0x01 The ECU starts from a bootloader jump 

T 

Description: Allows the DCM to know if a diagnostic response shall be sent in the case of a 
jump from bootloader 

 

8.2.14 Dcm_ProgConditionsType 

 
Name: Dcm_ProgConditionsType 

Type: Structure 

uint8 ProtocolId 
has been received 
Id of the protocol on wich the request 

uint8 TesterSourceAddr Tester source address configured per 
protocol 

uint8 Sid Service identifier of the received request

uint8 Su f the received subfonction bFncId Identifier o

boolean Reprogr Set to true in order to request 

HIS representation of 
FL_ExtProgRequestType. 

amingRequest
reprogramming of the ECU. 

boolean Ap hether the application has 
been updated or not. 
HIS representation of 
FL_ApplicationUpdateType. 

plUpdated Indicate w

Element: 

boolean ResponseRequired Set to true in case the flashloader or 
application shall send a response. 
HIS representation of 
FL_ResponseRequiredType. 

Descriptio Used in Dcm_SetProgConn: ditions() to allow the integrator to store relevant 
information prior to jumping to bootloader. 

 

8.2.15 Dcm_MsgItemType 

 
Name: Dcm_MsgItemType 

Type: uint8 

Description: Base type for diagnostic message item 
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8.2.16 Dcm

 

_MsgType 

Name: Dcm_MsgType 

Type: Dcm_MsgItemType* 

Description: se type for diagnostic message (request, positive or negative response) Ba

 
 

8.2.17 Dcm_MsgLenType 

 
 
Name: Dcm_MsgLenType 

Type: uint32 

Description: Length of diagnostic message (request, p
um length is d f the und

E. g. the maximum message length for C

ositive or negative response). The 
erlying transport protocol/media.  maxim ependent o
AN Transport Layer is 4095bytes. 

 

8.2.18 Dcm sgAddInfo

Please note that owing tab ding its 
struct items "elements".  
 

_M Type 

the foll le describes a struct type definition - inclu

Name: gAddInfoTypDcm_Ms e 

Type: Structure 

bit reqType (Pos LSB+0) 
0 = physical request 
1 = functional request 

Element: 

bit suppressPosResponse

 be 
nt) 

Position LSB+1 
0 = no (do not suppress) 
1 = yes (no positive response will
se

Description: Additional information on message request.  
Datastructure: Bitfield 

 

8.2.19 Dcm_IdContextType 

 
Name: Dcm_IdContextType 
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Type: uint8 

Description: This message context identifier can be used to determine the relation between 
se confirmation. request and respon

 

8.2.20 Dcm_MsgContextType 

Please note that the following table describes a struct type definition - including its 
 "elemstruct items ents".  

Name: Dcm_MsgContextType 

Type: Structure 

Dcm_MsgType reqData Request data, starting directly after 
service identifier (which is not part of 
this data) 

Dcm_MsgLenType reqDataLen Request data length (excluding service 
identifier) 

Dcm_MsgType resData Positive response data, starting directly 
after service identifier (which is not part 
of this data). 

Dcm_MsgLenType resDataLen Positive response data length (exc
service identifier) 

luding 

Dcm_MsgAddInfoTyp msgAddInfo Additional information about servic
request and response (see: e 

e 

Dcm_MsgAddInfo) 

Dcm_MsgLenType resMaxDataLen The maximal length of a response is 
restricted by the size of the buffer. The 
buffer size can depend on the diagnostic 
protocol identifier which is assigned to 

can obtain other properties than the 
enhanced diagnostic protocol id. 
The resMaxDataLen is a property of the 
diagnostic protocol assigned by the 
DSL. The value does not change during 
communication. It cannot be 

as a constant, because it 
fferent diagnostic 

this message, e. g. an OBD protocol id 

implemented 
can differ between di
protocols. 

Dcm_IdContextType identifier can be 
tion between 

 
ation at request time, so that the 

onse can be assigned to the 
original request.  
Background: Within the confirmation, 
the message context is no more valid, 
all message data is lost. You need an 
additional information to determine the 
request to which this confirmation 
belongs. 

idContext This message c
used to determine the rela
request and response confirmation. 
This identifier can be stored within the
applic

ontext 

resp

Element: 

PduIdTy RxPduId: Pdu identifier on which the request was 
received. The PduId of the request can 
have consequences for message 

pe dcm
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processing. E. g. an OBD request will be 
received on the OBD PduId and will be 

enhanced diagnostic request received 
on the physical 

processed slightly different than an 

Description: This data structure contains all information which is necessary to process a 
diagnostic message from request to response and response confirmation. 

 
 
 

8.3 Function

This section defines the functions provided for other modules. 
 

[Dcm548] ⌈ The following provides the API Naming convention for the DCM services: 

- The servic  D iceNa
- <ServiceName>: is the name of the service primitive with first letter of each 

word uppe nsec tters lowe

8.3.1 Functions provided for other BSW co

8.3.1.1 Dcm_Init

[Dcm037] ⌈  

 definitions 

e name format is cm_<Serv me>(…) 

r case⌋(BSW00310)  r case and co utive le

mponents 

 

Service name: Dcm_Init 
Syntax: void Dcm_Init( 

    Dcm_ConfigType * ConfigPtr 
) 

Service ID[hex]: 0x01 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): ConfigPtr -- 
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: Service for basic initialization of DCM module. 

⌋(BSW00438, BSW101, BSW00358, BSW00414)  

[Dcm334] ⌈ Dcm_Init() shall initialize all DCM global variables with the values of 

the configuration⌋()  

The call of this service is mandatory before using the DCM module for further 
processing. 

163 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

8.3.1.2 Dcm_GetVersionInfo 

[Dcm065]  ⌈  
Service name: Dcm_GetVersionInfo 
Syntax: void Dcm_GetVersionInfo( 

    Std_VersionInfoType* versionInfo 
) 

Service ID[hex]: 0x24 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): versionInfo Pointer to where to store the version information of this module. 
Return value: None 
Description: Returns the version information of this module 

⌋(BSW00407)  

[Dc 3m 35] ⌈ Dcm_GetVersionInfo() shall return the version information of this 

module. The version information includes: Module Id, Vendor Id, Vendor specific 

version numbers (BSW00407).⌋(BSW00374, BSW00379, BSW003, BSW00318)  

[Dcm336] ⌈ If source code for caller and callee of Dcm_GetVersionInfo() is 

available, the DCM module shall realize Dcm_GetVersionInfo() as a macro, 

defined in the module’s header file.⌋()  

[ cm_ ionInfo() shall be pre compile time configurable Dcm337] ⌈ D GetVers

On/Off by the con ersionInfoApi.⌋()  

8 _Dem TCStatus 

[

figuration parameter DcmV

.3.1.3 Dcm TriggerOnD

Dcm614] ⌈  
Service name: Dcm_DemTriggerOnDTCStatus 
Syntax: Std_ReturnType Dcm_DemTriggerOnDTCStatus( 

    uint32 DTC, 
    uint8 DTCStatusOld, 
    uint8 DTCStatusNew 
) 

Service ID[hex]: 0x2B 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

DTC This is the DTC the change trigger is assigned to. 
DTCStatusOld DTC status before change Parameters (in): 
DTCStatusNew DTC status after change 
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Parameters (inout): None 
Parameters (out): None 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: Triggers on changes of the UDS DTC st

for subservice OnDTC
atus byte. Allows to trigger on ROE Event 

StatusChanged 

⌋()
  

8 tion  to BSW modules and to SW-Cs 

The functions defined in this section can also be used by SW-Cs through the RTE. 
 

[ lientS Interface DCMServices  
{

s { 
E_NOT_OK = 1}; 

 

 } 

⌋()  

   E_NOT_OK = 1}; 
 

⌋()  

  

.3.2 Func s provided

Dcm698] ⌈ C erver
 

PossibleError
   

GetActiveProtocol(OUT ProtocolType ActiveProtocol, ERR{E_NOT_OK}); 
GetSesCtrlType(OUT SesCtrlType SesCtrlType, ERR{E_NOT_OK}); 
GetSecurityLevel(OUT SecLevelType SecLevel, ERR{E_NOT_OK}); 
ResetToDefaultSession(ERR{E_NOT_OK}); 

  

 [Dcm699]⌈ ClientServerInterface DCM_Roe 
{ 
PossibleErrors { 

TriggerOnEvent(IN uint8 RoeEventId, ERR{E_NOT_OK}); 
 
} 

8.3.2.1 Dcm_GetSecurityLevel 

[Dcm338] ⌈  
Service name: Dcm_GetSecurityLevel 
Syntax: Std_ReturnType Dcm_GetSecurityLevel( 

    Dcm_SecLevelType* 
) 

SecLevel 

Service ID[hex]: 0d 0x
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 

Parameters (out): 
Active S
Conver ecurityLevel out of tester 
requested SecurityAccessType parameter: 

SecLevel ecurity Level value 
sion formula to calculate S
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SecurityLevel = (SecurityAccessType + 1) / 2 
Content of SecurityAccessType is according to 
securit ccess request (see " yAccessType" parameter of SecurityA

[11]) 
Std_ReturnTyp
e 

E_OK: this value is always returned. 
Return value: 

Description: This function provides the active security level value. 

 ⌋(BSW04011)  

8.3.2.2 Dcm_GetSesCtrlType 

[Dcm339] ⌈  
Service name: Dcm_GetSesCtrlType 
Syntax: Std_ReturnType Dcm_GetSesCtrlType( 

m_SesCtrlType* SesCtrlType     Dc
) 

Service ID[hex]: 0x06 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 

Parameters (out): 
SesCtrlType Active Session Control Type value 

Content is according to "diagnosticSessionType" parameter of 
DiagnosticSessionControl request (see [11]) 

Return value: 
Std_ReturnTyp
e 

E_OK: this value is always returned. 

Description: This function provides the active session control type value. 

⌋(BSW04011)  

.2.3 Dcm_GetActiveProtocol 

340] ⌈  

8.3

[Dcm
Service name: Dcm_GetActiveProtocol 
Syntax: Std_ReturnType Dcm_GetActiveProtocol( 

    Dcm_ProtocolType* ActiveProtocol 
) 

Service ID[hex]: 0x0f 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): Protocol Active protocol type value Active
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: This function returns the active protocol name. 

⌋(BSW04011)  
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8.3.2.4 Dcm_ResetToDefaultS

[Dcm520] ⌈  

ession 

Service name: Dcm_ResetToDefaultSession 
Syntax: Std_ReturnType Dcm_ResetToDefaultSession( 

    void 
) 

Service ID[hex]: 0x2a 
Sync/Async: Synchronous 
Reentrancy: No 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): None 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: lication to reset the current session to 

ample: Automatic termination of an extended diagnostic session upon 
ding of a speed limit. 

The call to this function allows the app
Default session. 
Ex
excee

⌋

8 nEvent 

[

()  

.3.2.5 Dcm_TriggerO

Dcm521] ⌈  
Service name: Dcm_TriggerOnEvent 
Syntax: Std_ReturnType Dcm_TriggerOnEvent( 

    uint8 RoeEventId 
) 

Service ID[hex]: 0x2D 
Sync/Async: Asynchronous 
Reentrancy: Reentrant 
Parameters (in): RoeEventId Identifier of the event that is triggered 
Parameters (inout): None 
Parameters (out): None 

Return value: 
E_OK: RoeEventId value is valid 

oeEventId value is not valid 
Std_ReturnType 

E_NOT_OK: R
Description: er an event linked to a ResponseOnEvent 

quest. 
e function call, the DCM will execute the associated service. 

hall be called only if the associated event has been activated 
ActivateEvent() call. 

The call to this function allows to trigg
re
On th
This function s
through a xxx_

⌋

8 _Sto

()  

.3.2.6 Dcm pROE 

Dcm730⌈ 

Service name: Dcm_StopROE 
Syntax: Std_ReturnType Dcm_StopROE( 

    void 
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) 

Service ID[hex]: 0x2e 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): None 
Return value: E_OK: this value is always returned. Std_ReturnType 
Description: This function stops ROE and clears the ROE event from the transmission queue. 

⌋()  
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8 es

D

.3.2.7 Dcm_R tartROE 

cm731⌈ 

Service name: Dcm_RestartROE 
Syntax: Std_ReturnType Dcm

    void 
_RestartROE( 

) 

Service ID[hex]: 0x2f 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): None 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: This function restarts the ROE event. 

⌋()  

8.4 Callback Notifications 

This section defines the functions provided for lower layer BSW modules. The 
function prototypes of the callback functions will be provided in the file Dcm_Cbk.h 
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class DCMCallbacks

«module»
Dcm

«interface»

duRDcm_P

Dc
Dc

m Data()
m

Dcm
Dcm
Dcm_StartOfReception()

_CopyRx
_CopyTxData()
_RxIndication()
_TxConfirmation()

«interface»

Dcm_ComM

Dcm_ComMNoComModeEntered()
red()
d()

Dcm_ComMSilentComModeEnte
Dcm_ComMFullComModeEntere

«module»
ComM

«realize»«re

«optional»

«module»
__PduR

alize»

 
Figure 9: Overview of the callbacks provided by the DCM 

8.4.1 Dcm_StartOfReception 

[Dcm094] ⌈  
Service name: Dcm_StartOfReception 
Syntax: BufReq_ReturnType Dcm_StartOfReception( 

    PduIdType DcmRxPduId, 
    PduLengthType TpSduLength, 
    PduLengthType* RxBufferSizePtr 
) 

Service ID[hex]: 0x00 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

DcmRxPduId Identifies the DCM data to be received. This information is 
used within the DCM to distinguish two or more receptions at 
the same time. Parameters (in): 

TpSduLength This length identifies the overall number of bytes to be 
received. 

Parameters (inout): None 
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Parameters (out): RxBufferSizePtr Length of the available buffer 

Return value: 
BufReq_ReturnTyp
e 

-- 

Description: Called once to initialize the reception of a diagnostic request 

⌋()  

function 

By the function Dcm_StartOfReception() the receiver (e.g. DCM) is also 
informed implicitly about a first frame reception or a single frame reception. If the 

Dcm_StartOfReception() returns a return value not equal to 
BUFREQ_OK, the values of the out parameters are not specified and should not be 
evaluated by the caller. 

 ⌈ If the requested size is large than the buffer available in the DCM, the [Dcm444]

Dcm_StartOfReception() shall return BUFREQ_E_OVFL (see function 

⌋()  Dcm094).

 ⌈When processing a diagnostic request, the DCM module shall accept Dcm788

Dcm_StartOfReception() shall return BUFREQ_E_OK) any new request using (
a different DcmRxPduId in case DcmDslDiagRespOnSecondDeclinedRequest is 

set to TRUE.⌋()  

 ⌈In case Dcm788, the Dcm respond with a NRC 0x21⌋() Dcm789

 ⌈When processing a diagnostic request, the DCM module shall reject Dcm790

(Dcm_StartOfReception() shall return BUFREQ_E_NOT_OK) any new request 
using a different DcmRxPduId in case 
DcmDslDiagRespOnSecondDeclinedRequest is set to FALSE until the current 

.⌋() diagnostic request processing is over

[Dcm557] ⌈ When processing a diagnostic request, the DCM module shall reject 

( artOfReDcm_St ception()shall return BUFREQ_E_NOT_OK) any new 
d tic reques e current diagnostic request iagnos t with the same DcmRxPudId until th

processing is over.⌋()  

[ en PI Dcm_StartOfReception (or Dcm_CopyRxData) is Dcm642] ⌈ Wh  the A

invoked with TpSduLength (or SduLength from PduInfoPtr)  equal to 0, the value 
BUFREQ_OK shall be returned and RxBufferSizePtr shall be set to the size of the Rx 

buffer.⌋()  
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[  s  a new diagnostic Dcm655] ⌈If the current session i  a non-default session and

request with same or lower priority protocol than active one is detected, the DCM 

s ording Dcm788, Dcm789 and Dcm790.⌋()  hall act acc

[Dcm656] ⌈If the current session is the default session and a diagnostic request is in 

execution, for any new diagnostic request with same or lower priority protocol than 

active one, the DCM shall act according Dcm788, Dcm789 and Dcm790. ⌋()  

 

[Dcm556] ⌈  

8.4.2 Dcm_CopyRxData 

Service name: Dcm_CopyRxData 
Syntax: BufReq_ReturnType Dcm_CopyRxData( 

    PduIdType DcmRxPduId, 
    PduInfoType* PduInfoPtr, 
    PduLengthType* RxBufferSizePtr 
) 

Service ID[hex]: 0x02 
Sync/Async: Synchronous 
Reentrancy: Reentrant for different PduIds. Non reentrant for the same PduId. 

DcmRxPduId Identifies the DCM data to be received. This information is 
ptions at used within the DCM to distinguish two or more rece

the same time. 

Parameters (in): 
PduInfoPtr Pointer to a PduInfoType which indicates the number of 

byte
source data (SduDataPtr). 
An SduLength of 0 is possible in order to poll the availab
receive

s to be copied (SduLength) and the location of the 

le 
 buffer size. In this case no data are to be copied and 

PduInfoPtr might be invalid. 
Parameters (inout): None 

Parameters (out): 
RxBufferSizePtr Remaining free place in receive buffer after completion

this call. 
 of 

Return value: 

BufReq_ReturnType BUFREQ_OK: Data has been copied to the rece
completely as requested. 
BUFREQ_E_NOT_OK: Data has not been copied. Request 

ive buffer 

failed. 
Description: Called once upon reception of each segment. Within this call, the received data is 

copied from the receive TP buffer to the DCM receive buffer. 
ePtr 
th ≤ 

call to Dcm_StartOfReception. 

The API might only be called with an SduLength greater 0 if the RxBufferSiz
returned by the previous API call indicates sufficient receive buffer (SduLeng
RxBufferSizePtr). 
The function must only be called if the connection has been accepted by an initial 

⌋()  
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[Dcm443] ⌈ If Dcm_StartOfReception() returns BUFREQ_OK, the further call to 

Dcm_CopyRxData() shall copy the data from the buffer provided inPduInfoPointer 
parameter)  to the DCM buffer and update the RxBufferSizePtr parameter with 

remaining free place in DCM receive buffer after completion of this call.⌋()  

[Dcm342] ⌈ After starting to copy the received data (see Dcm443), the DCM module 

shall not access the receive buffer until it is notified by the service 
Dcm_TpRxIndication() about the successful completion or unsuccessful 

termination of the reception.⌋()  

8.4.3 Dcm_TpRxIndication 

[Dcm093] ⌈  
Service name: Dcm_TpRxIndication 
Syntax: void Dcm_TpRxIndication( 

    PduIdType DcmRxPduId, 
    NotifResultType Result 
) 

Service ID[hex]: 0x03 
Sync/Async: Synchronous 
Reentrancy: Reentrant 

DcmRxPduI ID
d 

 of D
been re
Range: 0..(maximum number of I-PDU IDs received by DCM) – 1 

CM I-PDU that has been received. Identifies the data that has 
ceived. 

Parameters (in): Result - NTFRSLT_OK: the complete N-PDU has been received and is 
stored 
- any o
buffer c

in the receive buffer 
ther value: the N_PDU has not been received; the receive 
an be unlocked by the DCM 

Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: This is called by the PduR to indicate the competion of a reception 

⌋()  

[Dcm344] ⌈ If Dcm_TpRxIndication() is called with parameter Result = 

N _NOTFRSLT_E T_OK, then the DCM module shall not evaluate the buffer assigned 

to the I-PDU, whic

Rationale for Dcm

h is referenced in parameter DcmTxPduId.⌋()  

344: It is undefined which part of the buffer contains valid data in 
this case 

[Dcm345]  ⌈ Dcm_TpRxIndication() shall be callable in interrupt context.⌋()  
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8.4.4 Dcm_CopyTxData 

[Dcm092] ⌈  
Service name: Dcm_CopyTxData 
Syntax: BufReq_ReturnType Dcm_CopyTxData( 

    PduIdType DcmTxPduId, 
    PduInfoType* PduInfoPtr, 
    RetryInfoType* RetryInfoPtr, 
    PduLengthType* TxDataCntPtr 
) 

Service ID[hex]: 0x04 
Sync/Async: Synchronous 
Reentrancy: Reentrant for different PduIds. Non reentrant for the same PduId. 

DcmTxPduId Identifies the DCM data to be sent. This information is used 
to derive the PCI information within the transport protocol. 
The value has to be same as in the according service call 
PduR_DcmTransmit(). 

PduInfoPtr Pointer to a PduInfoType, which indicates the number of 
bytes to be copied (SduLength) and the location where the 
data have to be copied to (SduDataPtr). 

duLength of 0 is possible in order to poll the available 
mit data count. In this case no data are to be copied 

 SduDataPtr might be invalid. 

An S
trans
and

Parameters (in): 

tryInfoPtr If the transmitted TP I-PDU does not support the retry 
feature a NULL_PTR can be provided. This indicates that 
the copied transmit data can be removed from the buffer 
after it has been copied. 

Re

Parameters (inout): None 
Parameters (out): TxDataCntPtr Remaining Tx data after completion of this call. 

BufReq_Retu r 

est 

rnType BUFREQ_OK: Data has been copied to the transmit buffe
completely as requested. 
BUFREQ_E_NOT_OK: Data has not been copied. Requ
failed, in case the corresponding I-PDU was stopped. 

Return value: 

Description: At invocation mit 
ith ID P to the location specified by the 
oPtr. The function Dcm_CopyTxData also calculates and sets the 
CntPtr to the amount of remaining bytes for the transmission of this data. 
InfoPtr is NULL_PTR or if TpDataState is not equal TP_DATARETRY, the 

 
If TpDataState equals TP_DATARETRY, the Dcm shall copy previously copied 
data again, beginning from the offset position given in RetryInfoPtr->TxTpDataCnt

 of Dcm_CopyTxData the DCM module copies the requested trans
duId from its internal transmit buffer data w

PduInf
TxData
If Retry
Dcm shall always copy the next fragment of data to the SduDataPtr.

⌋()  
If the copied data is smaller than the length requested to transmit within the service
PduR_DcmTransmit() the DCM module will be requested by the service 
Dcm_CopyTxData() to provide another data when the curren

 

t copied data have 
been transmitted. 

 ⌈ If the function Dcm_CopyTxData() is called and the DCM module [Dcm346]

successfully copy the data in the buffer provided in PduInfoPtr parameter,  then the 

the function shall return BUFREQ_OK.⌋()  
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[Dcm349] ⌈ After starting to copy the received data (see Dcm346), the DCM module 

shall not access this buffer unless it is requested to provide a new buffer with service 
Dcm_CopyTxData() for the same DcmTxPduId or it is notified about the successful 
t Cal TpTxConfirmation()) or it is notified by an l of service Dcm_ransmission (
error indicating that the transmission was aborted (Call of service 

Dcm_TpTxConfirmation()).⌋()  

[Dcm350]  ⌈ Caveats of Dcm_CopyTxData():  

 The value o all not f parameter Length of function Dcm_CopyTxData() sh
exceed the ytes s number of B till to be sent. 

 If this service returns BUFREQ_E_NOT_OK the transmit requests issued by 
calling the uR_Dcmservice Pd Transmit() is still not finished. A final 
confirmation (indicating an error with call of service 
Dcm_TpTxConfirmation()) is required to finish this service and to be able 
to start another transmission (call to PduR_DcmTransmit()). So it is up to 
the transport protocol to confirm the abort of transmission. 

xPduId in a call of Dcm_CopyTxData() has to  The value of parameter DcmT

be same as in the according s PduR_DcmTransmit().⌋()  

8 _TpTxConfirmation

[  

ervice call 

.4.5  Dcm  

Dcm351] ⌈ 
Service name: Dcm_TpTxConfirmation 
Syntax: void Dcm_TpTxConfirmation( 

    PduIdType DcmTxPduId, 
    NotifResultType Result 
) 

Service ID[hex]: 0x05 
Sync/Async: Synchronous 
Reentrancy: Reentrant 

DcmTxPduI
d 

ID of DCM I-PDU that has been transmitted. 
Range: 0..(maximum number of I-PDU IDs transmitted by DCM) – 1 

Result 

Parameters (in): successfully cancelled 
- NTFRSLT_E_CANCELATION_NOT_OK if an error occurred
cancelling the N-PDU 
- any other value
can unlock the tr

- NTFRSLT_OK if the complete N-PDU has been transmitted.  
- NTFRSLT_E_CANCELATION_OK if the N-PDU has been 

 when 

: an error occurred during transmission, the DCM 
ansmit buffer 

Parameters (inout): None 
Parameters (out): None 
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Return value: None 
Description: This is called by the PduR to confirm a Transmit 

⌋()  

[Dcm352] ⌈ If the function Dcm_TpTxConfirmation() is called, then the DCM 

module shall unlock the transmit buffer.⌋()  

[Dcm353] ⌈ If the function Dcm_TpTxConfirmation() is called, then the DCM 

module shall stop error handling (Page buffer timeout, P2ServerMax/P2*ServerMax 

tim ueo t ).⌋()  

[Dcm354] ⌈ shall be callable in interrupt context (e.g. Dcm_TpTxConfirmation() 

from a

For tra  
FlexRa  
exact nd 
buffer” OR “transmission ont
the FlexRay communication controller and the configuration of the FlexRay Interface. 

8.4.6 

[Dcm356] ⌈  

  transmit interrupt)⌋()  

nsmission via FlexRay the following restriction has to be considered: Since the
y Specification does not mandate the existence of a transmit interrupt, the

meaning of this confirmation (i.e. “transfer into the FlexRay controller’s se
o the FlexRay network”) depends on the capabilities of 

Dcm_ComM_NoComModeEntered 

Service name: Dcm_ComM_NoComModeEntered 
Syntax: void Dcm_ComM_NoComModeEntered( 

    uint8 NetworkId 
) 

Service ID[hex]: 0x21 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): tworkId Identifier of the network concerned by the mode change Ne
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: This call info

COMM_NO_
r ange to ms the Dcm module about a ComM mode ch
COMMUNICATION. 

⌋()  

[Dcm148] Dcm_ComM_NoC ⌈ omModeEntered() shall disable all kinds of 

transmissions (receive and transmit) of communication. This means that the 

⌋()  message reception and also the message transmission shall be off.
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[ cm_Dcm149] ⌈ D ComM_NoComModeEntered() shall disable the 

ResponseOnEvent transmissions.⌋()  

[Dcm150] ⌈ Dcm_ComM_NoComModeEntered() shall disable the periodicId 

transmissions (ReadDataByPeriodicIdentifier).⌋()  

[Dcm151] ⌈ Dcm_ComM_NoComModeEntered() shall disable normal 

transmissions.⌋()  

[Dcm152] ⌈ After Dcm_ComM_NoComModeEntered() has been called, the DCM 

.⌋()  module shall not call the function PduR_DcmTransmit()

8.4.7 Dcm_ComM_SilentComModeEntered 

[Dcm358] ⌈  
Service name: Dcm_ComM_SilentComModeEntered 
Syntax: void Dcm_ComM_SilentComModeEntered( 

    uint8 NetworkId 
) 

Service ID[hex]: 0x22 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): NetworkId Identifier of the network concerned by the mode change 
Parameters (inout): None 
Parameters (out): ne No
Return value: None 
Description: This call informs the Dcm module about a ComM mode change to 

ENT_COMMUNICATION. COMM_SIL

⌋()  

[  shall disable all transmission. Dcm153] ⌈ Dcm_ComM_SilentComModeEntered()

T  that the message transmission shall be off.⌋()  his means

[Dcm154] ⌈ Dcm_ComM_SilentComModeEntered() shall disable the 

ResponseOnEvent transmissions.⌋()  

[Dcm155] ⌈ Dcm_ComM_SilentComModeEntered() shall disable the periodicId 

transmissions (ReadDataByPeriodicIdentifier) shall be disabled.⌋()  
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[Dcm156] ⌈ Dcm_ComM_SilentComModeEntered() shall disable the normal 

transmissions.⌋()  

8.4.8 Dcm_ComM_FullComModeEntered 

[Dcm360] ⌈  
Service name: Dcm_ComM_FullComModeEntered 
Syntax: void Dcm_ComM_FullComModeEntered

    ui
( 

nt8 NetworkId 
) 

Service ID[hex]: 0x23 
Sync/Async: Synchronous 
Reentrancy: Reentrant 
Parameters (in): NetworkId Identifier of the network concerned by the mode change 
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: This call informs the Dcm module about a ComM mode change to 

COMM_FULL_COMMUNICATION. 

⌋()  

[Dcm157] ⌈ Dcm_ shall enable all kind of ComM_FullComModeEntered() 

communication. This means that the message reception and also the message 

transmission shall be on.⌋()  

[ m_ llDcm159] ⌈ Dc ComM_Fu ComModeEntered() shall enable the 

ResponseOnEvent transmissions.⌋()  

[Dcm160] ⌈ Dcm_ComM_FullComModeEntered() shall enable the periodicId 

transmissions (ReadDataByPeriodicIdentifier).⌋()  

[Dcm161] ⌈ Dcm_ComM_FullComModeEntered() shall enable the normal 

transmissions.⌋()  

[Dcm162] ⌈ After Dcm_ComM_FullComModeEntered() has been called, the DCM 

DslInternal_ResponseOnOneDataByPeriodicId() shall handle the functions 

or DslInternal_ResponseOnOneEvent() without restrictions.⌋()  
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8.5 Callout Definitions  

 
Callouts are pieces of code that have to be added to the DCM during ECU 
integration. The content of most callouts is hand-written code, for some callouts the 

implementation that is manually 
 belong to the ECU Firmware.  

s are no services of the DCM they do not have an assigned Service ID. 
N
T osar arch ibility to access the ECU memory 
using a physical address. This realized using BlockId wich identified a memory block. 
According to that, the DCM is not able to fully support the implementation of 
ISO14229-1 services wich request a physical memory access. 
Therefore, the DCM define callout to realize this kind of memory access. 
This callout implementation could be simply realized by defining a mapping between 
t  th l m

8  ReadMemory 

DCM configuration tool shall generate a default 
edited by the integrator. Conceptually, these callouts
 
Since callout

ote: 
he Aut itecture doesn’t provide the poss

he BlockId and e physica emory address. 

.5.1 Dcm_

[Dcm539]⌈  

Service name: Dcm_ReadMemory 
Syntax: Dcm_ReturnReadMemoryType Dcm_ReadMemory( 

    Dcm_OpStatusType OpStatus, 
    uint8 MemoryIdentifier, 
    uint32 MemoryAddress, 
    uint32 MemorySize, 
    uint8* MemoryData 
) 

Service ID[hex]: 0x26 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 

OpStatus DCM_INITIAL: All In-parameters are valid 
set to 

_CANCEL: All In-parameters are set to 
0x0 
DCM_FORCE_RCRRP_OK: All In-parameters 

DCM_PENDING: All In-parameters are 
0x0 
DCM

are set to 0x0 
MemoryIdentifier Identifier of the Memory Block (e.g. used if 

memory section distinguishing is needed) 
Note: If it's not used this parameter shall be set 
to 0. 

MemoryAddress Starting address of server memory from which 
data is to be retrieved. 

Parameters (in): 

MemorySize Number of bytes in the MemoryData 
Parameters (inout): None 

Parameters (out): 
MemoryData Data read (Points to the diagnostic buffer in 

DCM) 
Return value: Dcm_ReturnReadMemoryType DCM_READ_OK: read was successful 
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DCM_READ_FAILED: read was not successful
DCM_READ_PENDING: read is not yet finished

Description: The Dcm_ReadMemory callout is used to request memory data identified by the 
parameter memoryAddress and memorySize from the UDS request message. 
This service is needed for the implementation of UDS services: 
- ReadMemoryByAdress 
- RequestUpload 
- ReadDataByIdentifier (in case of Dynamical DID defined by memory address) 

⌋()  

 [Dcm644] ⌈ If the call to Dcm_ReadMemory returns DCM_READ_FAILED, the DCM 

module shall trigger a negative response with NRC 0x72 

(GeneralProgrammingFailure).⌋()  

 

8.5.2 Dcm_ WriteMemory 

 [Dcm540]  ⌈ 
Service name: Dcm_WriteMemory 
Syntax: Dcm_ReturnWriteMemoryType Dcm_WriteMemory( 

 OpStatus,     Dcm_OpStatusType
    uint8 MemoryIdentifier, 
    uint32 MemoryAddress, 
    uint32 MemorySize, 
    uint8* MemoryData 
) 

Service ID[hex]: 0x27 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 

OpStatus DCM_INITIAL: All In-parameters are valid 
DCM_PENDING: All In-parameters are set to 0x0
DCM_CANCEL: All In-parameters are set to 0x0 
DCM_FORCE_RCRRP_OK: All In-parameters are 
set to 0x0 

MemoryIdentifier Ide
W
No
0. 

ntifier of the Memory Block (e.g. used by 
riteDataByIdentifier service). 
te: If it's not used this parameter shall be set to 

MemoryAddress St ta is 
to 
No
co

arting address of server memory in which da
be copied. 
te: If it's not used (e.g. if the data is 
mpressed) this parameter shall be set to 0. 

MemorySize Number of bytes in MemoryData 

Parameters (in): 

Data to write (Points to the diagnostic buffer in 
DC

MemoryData 
M) 

Parameters (inout): None 
Parameters (out): None 

Dcm_ReturnWriteMemoryTyp DC
C essful 
C nished 

M_WRITE_OK: write was successful 
Return value: e D

D
M_WRITE_FAILED: write was not succ
M_WRITE_PENDING: write is not yet fi
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Description: The Dcm_WriteMemory callout is 
parameter memoryAddress and m

 case of Dynamical DID defined by memory address) 

used to write memory data identified by the 
emorySize. This service is needed for the 

implementation of UDS services : 
- WriteMemoryByAdress 
- RequestDownload 
- WriteDataByIdentifier (in

⌋()  
 :  
callout implementation shall take care of the following points : 

- When writing data in NVRAM, take care to keep the consistency with data in 

 

Note
The 

the mirror RAM 
- When writing data in memory, take care that a SW-C won’t overwrite the data. 

Maybe the SW-C should be informed of this writing
 

[Dcm643] ⌈ If the call to Dcm_WriteMemory returns DCM_WRITE_FAILED, the 

DCM module shall trigger a negative response with NRC 0x72 

(GeneralProgrammingFailure).⌋()  

8 Co

[Dcm547]  ⌈  

.5.3 Dcm_ nfirmation 

Service name: Dcm_Confirmation 
Syntax: ( 

idContext, 
PduIdType dcmRxPduId, 

_ConfirmationStatusType status 

void Dcm_Confirmation
    Dcm_IdContextType 
    
    Dcm
) 

Service ID[hex]: 0x29 
Sync/Async: Synchronous 
Reentrancy: No 

idContext Current context id
between request a
Within the confirmation, the Dcm_MsgContext is no more available, 

e idContext c
The idContext is also part of the Dcm_MsgContext 

entifier which can be used to retrieve the relation 
nd confirmation. 

so th an be used to represent this relation. 

dcmRxPduI
d 

DcmRxPduId on w
request can have consequences for message processing. 

hich the request was received. The source of the Parameters (in): 

status Status indication a
and normal confir arameter "Result" of 
"Dcm_TxConfirmation" shall be forwarded to status depending if a 
positive or negativ

bout confirmation (differentiate failure indication 
mation) / The p

e responses was sent before. 
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: This function confirms thesuccessful transmission or a transmission error of a 

stic service. 
which 

s processed. 

diagno
The idContext and the dcmRxP
wa

duId are required to identify the message 
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⌋(BSW04019)  

8.5.4  Dcm_SetProgConditions 

543] ⌈  [Dcm
Service name: Dcm_SetProgConditions 
Syntax: Std_ReturnType Dcm_SetProgConditions( 

    Dcm_ProgConditionsType * ProgConditions 
) 

Service ID[hex]: - 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 

Parameters (in): 
requested 

ProgConditions Conditions on which the jump to bootloader has been 

Parameters (inout): None 
Parameters (out): None 

Return value: 

E_OK: Conditions have correctly been set 
E_NOT_OK: Conditions cannot be set 
E_PENDING: Conditions set is in progress, a further call to 
this API is needed to end the setting 

Std_ReturnType 

Description: The Dcm_SetPr
information prior

ogConditions callout allows the integrator to store relevant 
 to jumping to bootloader. The context parameter are defined in 

Dcm_ProgConditionsType. 

⌋()  

8.5.5 Dcm_Ge

[Dcm544] ⌈  

tProgConditions 

Service name: Dcm_GetProgConditions 
Syntax: Dcm_EcuStartModeType Dcm_GetProgConditions( 

cm_ProgConditionsType * ProgConditions     D
) 

Service ID[hex]: - 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): None 
Parameters (inout): ne No

Parameters (out): 
nditioProgCo ns Conditions on which the jump from the 

bootloader has been requested 
Return value: Dcm_EcuStartModeType -- 
Description: The Dcm_Ge lization and allows 

rmine if a response ($50 or $51) has to be sent depending on request 
the bootloader. The context parameter are defined in 
rogConditionsType. 

tProgConditions callout is called upon DCM initia
to dete
within 
Dcm_P

⌋()  
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8.5.6 Dcm_ProcessRequestTransfertExit 

Dcm755 ⌈ 

Service name: Dcm_ProcessRequestTransferExit 
Syntax: Std_ReturnType Dcm_ProcessRequestTransferExit( 

    Dcm_OpStatusType OpStatus, 

ze, 
Code 

    uint8* ParameterRecord, 
    uint32 ParameterRecordSi
    Dcm_NegativeResponseCodeType* Error
) 

Service ID[hex]: 0x32 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 

OpStatus DCM_INITIAL: All In-parameters are valid 

NCEL: All In-parameters are set to 0x0 
DCM_FORCE_RCRRP_OK: All In-parameters are set to 
0x0 

DCM_PENDING: All In-parameters are set to 0x0 
DCM_CA

ParameterRecord r-specific data (Optional) Pointer to vehicle-manufacture

Parameters (in): 

ParameterRecordSi
e 

d in bytes z (Optional) Length of ParameterRecor

Parameters (inout): None 
Parameters (out): ErrorCode See below 

Return value: T_OK: Transfer was not successful 
E_PENDING: Transfer is not yet finished 

Std_ReturnType E_OK: Transfer was successful 
E_NO

Description: Callout function. 
DCM shall call this callout function to terminate a download or upload process. 

plementation of UDS service This service is needed for the im
RequestTransferExit. 

⌋() 

 

Dcm759 If the op rExit returns value eration Dcm_ProcessRequestTransfe
E_NOT_OK, the D sponse with NRC code equal CM module shall send a negative re
to the parameter ErrorCode parameter value. 

8 or estUpload 

D

.5.7 Dcm_P cessRequ

cm756 ⌈ 

Service name: Dcm_ProcessRequestUpload 
Syntax: Std_ReturnType Dcm_ProcessRequestUpload( 

    Dcm_OpStatusType OpStatus, 
    uint8 DataFormatIdentifier, 
    uint32 MemoryAddress, 
    uint32 MemorySize, 
    Dcm_NegativeResponseCodeType* ErrorCode 
) 

Service ID[hex]: 0x31 
Sync/Async: Asynchronous 
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Reentrancy: Non Reentrant 
OpStatus DCM_INITIAL: All In-parameters are valid 

DCM_PENDING: All In-parameters are set to 0x0 
DCM_CANCEL: All In-parameters are set to 0x0 

RCRRP_OK: All In-parameters are set to 0x0DCM_FORCE_
DataFormatIdentifie
r 

Bit 7 - 4: Compression Meth
- 0x0: not compressed 
- 0x1..F: ve
Bit 3 - 0:
- 0x0: not encrypted 
- 0x1..F: vehicle-manufac

od 

hicle-manufacturer-specific 
 Encrypting method 

turer-specific 
MemoryAddress Starting address of server memory from which data are to be 

copied 

Parameters (in): 

Uncompressed memory size in bytes MemorySize 
Parameters (inout): None 
Parameters (out):  SErrorCode ee below 

Return value: 
Std_ReturnType E

E
E

_OK: Request was successful 
_NOT_OK: Request was not successful 
_PENDING: Request is not yet finished 

Description: Callout function. 
cal

e
DCM shall call this lout function to start an upload process. This service 
is needed for the impl mentation of UDS service RequestUpload. 

⌋() 

Dcm758 p oce s value E_NOT_OK, eration Dcm_Pr ssRequestUpload return If the o
the DCM module shall send a negative response with NRC code equal to the 
parameter ErrorCode parameter valu

 

.8 Dcm_ProcessRequestDownload 

Dcm754 ⌈ 

e. 

8.5

Service name: Dcm_ProcessRequestDownload 
Syntax: Std_ReturnType Dcm_ProcessRequestDownload( 

    Dcm_OpStatusType OpStatus, 
    uint8 DataFormatIdentifier, 
    uint32 MemoryAddress, 

    Dcm_NegativeResponseCodeType* ErrorCode 
) 

    uint32 MemorySize, 
    uint32 BlockLength, 

Service ID[hex]: 0x30 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 

OpStatus DCM_INIT
DCM_P
DCM
DCM_FORCE_RCRRP_

IAL: All In-parameters are valid 
ENDING: All In-parameters are set to 0x0 

_CANCEL: All In-parameters are set to 0x0 
OK: All In-parameters are set to 0x0

Parameters (in): 

thod 
- 0x0: not compressed 
- 0x1..F: vehicle-manufacturer-specific 
Bit 3 - 0: Encrypting method 

DataFormatIdentifie
r 

Bit 7 - 4: Compression Me
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- 0x0: not encrypted 
- 0x1..F: vehicle-manufacturer-specific 

MemoryAddress  to be Starting address of server memory to which data is
written 

MemorySize Uncompressed memory size in bytes 
Parameters (inout): None 

BlockLength iteMemory Max. Number of bytes for one Dcm_Wr
Parameters (out): 

ErrorCode See below 

Return value: 
Std_ReturnType ful 

ul 
E_OK: Request was success
E_NOT_OK: Request was not successf
E_PENDING: Request is not yet finished 

Description: 
l this c ss. This service 
the imp ownload. 

Callout function. 
DCM shall cal
is needed for 

allout function to start a download proce
lementation of UDS service RequestD

⌋
 

() 

Dcm757 If the operation oc alue Dcm_Pr essRequestDownload returns v
E , the D ual _NOT_OK CM module shall send a negative response with NRC code eq
to the parameter E

.6.1 Dcm_MainFunction 

rrorCode parameter value. 

8.6 Scheduled Functions 

8

[Dcm053] ⌈  
Service name: Dcm_MainFunction 
Syntax: void Dcm_MainFunction( 

    void 
) 

Service ID[hex]: 0x25 
Timing: FIXED_CYCLIC 
Description: essing the tasks of the main loop. This service is used for proc

⌋(BSW00424, BSW00373, BSW00376)  

[Dcm362] ⌈ Dcm_MainFunction shall integrate all scheduled functions (e.g. 

Diagnostic timer handling)⌋()  

D unct e called periodically. 
 
cm_MainF ion() must b

[Dcm593] ⌈ If the Dcm_MainFunction is called and the DCM module has not been 

initialized (Call to ately without Dcm_Init), the function shall return immedi

performing any fun tionality and wi 50)  thout raising any errors⌋(BSW004c
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8.7 Expected Interfaces 

In this section all interfaces require

8.7.1 es 

This section defin s w e core functionality of 
t
 

d from other modules are listed. 

Mandatory Interfac

es all interface hich are required to fulfill th
he module. 

API function Description 
ComM_DCM_ActiveDiagnostic Indication of active diagnostic by the DCM. 
ComM_DCM_InactiveDiagnosti Indication of inactive diagnostic by the DCM. 
c 
PduR_DcmTransmit Requests transmission of an I-PDU. 

 

8.7.2 Optional Interfaces 

This section defines all interfaces which are required to fulfill an optional functionality 
of the module. 
 
 
API function Description 
BswM_Dcm_CommunicationMode_CurrentStat Function called by DCM to inform the BswM about the 

current state of the communication mode. e 
Dem_DcmCancelOperation Cancel pending operation started from Dcm. 
Dem_DisableDTCRecordUpdate Disables the event memory update of a specific DTC 

(only one at one time). 
Dem_DisableDTCSe Disables the DTC setting for a DTC group. tting 
Dem_EnableDTCRe Enables the event memory update of the DTC 

disabled by Dem_DisableDTCRecordUpdate() before.
cordUpdate 

Dem_EnableDTCSe Enables the DTC setting for a DTC group. tting 
Dem_GetDTCByOccurrenceTime Gets the DTC by occurrence time. There is no explicit 

parameter for the DTC-origin as the origin always is 
DEM_DTC_ORIGIN_PRIMARY_MEMORY. 

Dem_GetDTCOfOBD umber. FreezeFrame Gets DTC by freeze frame record n
Dem_GetDTCStatusAvailabilityMask Gets the DTC Status availability mask. 
Dem_GetExtendedDataRecordByDTC Gets extended data by DTC. The function stores the 

data in the provided DestBuffer. 
Dem_GetFreezeFrameDataByDTC Gets freeze frame data by DTC. The function

the data in the provided DestBuffer. 
 stores 

Dem_GetFreezeFrameDataByRecord Gets DTC and its associated freeze frame record by 
absolute record number. The function stores the data 

 DestBuffer. in the provided
Dem_GetFunctionalUnitOfDTC Gets the functional unit of the requested DTC. 
Dem_GetNextFilteredDTC Gets the next filtered DTC. 
Dem_GetNextFilteredDTCAndFDC Gets the current DTC and its associated Fault 

e 
 the FDC 
 SW-C, too. 

Detection Counter (FDC) from the Dem. The interfac
has an asynchronous behavior, because
might be received asynchronously from a

Dem_GetNextFilteredDTCAndSeverity Gets the current DTC and its Severity from the Dem. 
Dem_GetNextFilteredRecord Gets the next freeze frame record number and its 
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associated DTC stored in the event memory. The 
interface has an asynchronous behavior, because 

ed. NvRAM access might be requir
Dem_GetNumberOfFilteredDTC Gets the number of a filtered DTC. 
Dem_GetSeverityOfDTC Gets the severity of the requested DTC. 

For large configurations and DTC-calibration, the 
interface behavior can be asynchronous (splitting the 
DTC-search into segments). 

Dem_GetSizeOfExtendedDataRecordByDTC Gets the size of extended data by DTC. 
Dem_GetSizeOfFreezeFrameByDTC Gets the size of freeze frame data by DTC. 
Dem_GetStatusOfDTC Gets the status of a DTC. 

For large configurations and DTC-calibration, the 
ynchronous (splitting the interface behavior can be as

DTC-search into segments). 
Dem_GetTranslationType Gets the supported DTC formats of the ECU. 

The supported forma
DemTypeOfDTCSupported. 

ts are configured via 

Dem_ReadDataOfOBDFreezeFrame Gets data element per PID and index of the most 
important freeze frame being selected for the output 
of service $02. The function stores the data in the 
provided DestBuffer. 

Dem_SetDTCFilter The server shall perform a bit-wise logical AND-ing 

the actual status associated with each DTC supported
by the server. In addition to the 

ich the 

he client 

 
 shall process the DTC 

pport. If 
riteria

 & 

operation 
between the mask specified in the client's request and 

DTCStatusAvailabilityMask, the server shall return all 
DTCs for wh
result of the AND-ing operation is non-zero [i.e. 
(statusOfDTC & DTCStatusMask) != 0]. If t
specifies a 
status mask that contains bits that the server does not
support, then the server
information using only the bits that it does su
no DTCs within the server match the masking c
specified in the client's request, no DTC or status 
information shall be provided following the 
DTCStatusAvailabilityMask byte in the positive 
response message 
 
(statusOfDTC & DTCStatusMask) & (severity
DTCSeverityMask) != 0 

Dem_SetFreezeFrameRecordFilter Sets a freeze frame record filter. 
Det_ReportError Service to report development errors. 
Dlt_ActivateEvent  if a specific 

to notify the Dcm 

) should be used for ROE.
ule is 

r, the Dlt module is 

This function is called by the Dcm
ResponseOnEvent is enabled by a user. The 
RoeEventID shall be used by the Dlt 
about some actions to do for the ROE service. 
Normally for the Dlt module, only the 
ReadDataByIdendifer (0x22
In addition, when a specific ROE for the Dlt mod
disabled/turned off by a use
notified with this function. 

Dlt_ConditionCheckRead Is called from Dcm when UDS service 
ReadDataByIdendifer for Dlt DID is called to see if 
Dlt_ReadData can be called. 

Dlt_ReadData Is called from Dcm when UDS service 
ReadDataByIdendifer for Dlt DID is called. 
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Dlt_ReadDataLength Is called from Dcm when UDS service 
ReadDataByIdendifer for Dlt DID is called. 

Dlt_WriteData ce 
called. 

Is called from Dcm when UDS servi
WriteDataByIdendifer for Dlt DID is 

IoHwAb_Dcm_<EcuSignalName>  certain 
> is 

cked by this function. 
rrent value, 

 by the 

This function provides control access to a
ECU Signal to the DCM module (<EcuSignalname
the symbolic name of an ECU Signal). The ECU 
signal can be locked and unlo
Locking 'freezes' the ECU signal to the cu
the configured default value or a value given
parameter 'signal'. 

IoHwAb_Dcm_Read<EcuSignalName> U This function provides read access to a certain EC
Signal to the DCM module (<EcuSignalname> is the 
symbolic name of an ECU Signal). 

NvM_ReadBlock Service to copy the data of the NV block to its 
corresponding RAM block. 

NvM_SetBlockLockStatus tus of a permanent Service for setting the lock sta
RAM block of an NVRAM block. 

NvM_WriteBlock Service to copy the data of the RAM block to its 
corresponding NV block. 

PduR_DcmCancelReceive tion of an ongoing reception of Requests for cancella
an I-Pdu in transport protocol. 

PduR_DcmCancelTransmit Request r cancellation of an ongoing transmission fo
of an I-Pdu in transport protocol or communication 
interface. 

PduR_DcmChangeParameter nsport protocol 

lected using the I-PDU ID. 

Request to change a specific tra
parameter (e.g. block-size). The affected transport 
protocol module is se

SchM_ActMainFunction_Dcm er Invokes the SchM_ActMainFunction function to trigg
the activation of a corresponding main processing 
function. 

 
Dem_ReadDataOfOBDFreezeFrame is only 
(see configuration parameter DcmDsdSidTab

8.7.3 Configurable Interfaces 

This section defines the interfaces wher tual 
functions that the DCM will use.  Depend tion 
of these functions could be provided by ot  the DEM) or by 
software-components (through the RTE). 

8.7.3.1 SecurityAccess_<LEVEL> 

Provides functions required for the UDS Service SecurityAccess (see Dcm323

required when OBD Service $02 is configured 
ServiceId). 

e the DCM configuration defines the ac
ing on the configuration, an implementa
her BSW-modules (typically

, 
Dcm324). 
 
Using the concepts of the SW-C template, the interface is defined as follows: 

[ verInterface Se
{ 
PossibleErrors { 
  E_NOT_OK = 1, 
  E_PENDING = 10, // application 

Dcm685] ⌈ ClientSer curityAccess_<LEVEL>  

process not yet completed 
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 FAILED = 11 // co
}; 
 
//Request to application for prov
/ rd: This 
/ seed valu
//still present but a “NULL”-poin
//Seed: Pointer for provided seed
//If the parameter DcmDspSecurity
interface is used: 
GetSeed(IN uint8 SecurityAccessDataRecord[<DcmDspSecurityADRSize>], 
 OpSta
 spSec
        OUT NegativeResponseCodeT
 _NOT_OK, E_PENDING})
 
/ DcmDspSecurity
following interface is used:  
G m_OpStatusType OpSta
 int8 Seed[<DcmDspSec
 eResponseCodeT
 , E_PENDING})
 
/ tion for comp
//Key: Key, which needs to be com
CompareKey(IN uint8 Key[<DcmDspSecurityKeySize>],  
 _OpStatusTy
           ERR{E_NOT_OK, E_PENDIN
} 

⌋
 

 E_COMPARE_KEY_ mpare failed 

ision of seed value 
/SecurityAccessDataReco
/data to calculate the 

data record contains additional  
e; if size is 0 the parameter is 
ter is passed  
 
ADRSize is present, the following 

       IN Dcm_OpStatusType 
       OUT uint8 Seed[<DcmD

tus, 
uritySeedSize>],  
ype ErrorCode,  

       ERR{E ; 

/If the parameter ADRSize is not present, the 

etSeed(IN Dc
       OUt u

tus, 
uritySeedSize>], 
ype ErrorCode,        OUT Negativ

       ERR{E_NOT_OK ; 

/Request to applica aring key 
pared  

               IN Dcm pe OpStatus, 
G, E_COMPARE_KEY_FAILED}); 

()  

[Dcm659] ⌈ If the operation GetSeed() return value E_NOT_OK, the DCM module 

shall send a negative response with NRC code equal to ErrorCode parameter 

value.⌋()  

[Dcm660] ⌈ If the operation CompareKey() return value E_COMPARE_KEY_FAILED 

or E_NOT_OK, the DCM module shall send a negative response with NRC 0x35 

(InvalidKey) and shall not change the DCM internal security level.⌋()  

 

From the point of view of the DCM, the operation has the following signature (when 

nType Xxx_GetSeed(uint8* SecurityAccessDataRecord, 
    Dcm_OpStatusType* OpStatus, 

 of the DCM, the operation has the following signature (when 

 

DcmDspSecurityADRSize is present): 
Std_Retur
 
                           uint8* Seed, 
                           Dcm_NegativeResponseCodeType* ErrorCode) 
Std_ReturnType Xxx_CompareKey(uint8* Key) 
 
From the point of view
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                           uint8* Seed, 
                       Dcm_NegativeRespons    eCodeType* ErrorCode) 

h 

of a DID/PID. A 

th of this 
 Data. If the length is variable, the 

a length of this Data. 
r and for UDS Service 

r UDS Service 

us or asynchronous according 

patible to the related 
DCM and 

.7.3.2.2 WriteData 

fic 
or the 

possible length of this Data. A WriteData interface is defined for every data 
D with write access 

This interface is used for the UDS Service WriteDataByIdentifier (0x2E). 

h of a Data. A 
eadDataLength interface is defined for every data of each DID with variable data 
ngth.  

 

d for every data of each DID with read 

Std_ReturnType Xxx_CompareKey(uint8* Key) 

8.7.3.2 DataServices_<Data> 

One DataServices interface will be generated for each Data of each DID/PID, wit
following possible operations: 

8.7.3.2.1 ReadData 

ReadData allows requesting to the application a data value 
ReadData interface is defined for every data of each DID/PID with read access. The 
Data specific type is an array of uint8 which represents either the fix leng
Data or the maximum possible length of this
operation ReadDataLength has to provide the current valid dat

ieThis interface is used for UDS Service ReadDataByIdentif
and foReadDataByPeriodicIdentifier (0x2A) 

InputOutputControlByIdentifier (0x2F). 
ronoThe ReadData interface can be defined as synch

to configuration parameter DcmDspDataUsePort. 
is comThe synchronous mechanism of the ReadData interface 

DEM interface to allow the provider to use the same interface for both 
M. DE

8

WriteData requests the application to write a data value of a DID. The Data speci
type is an array of uint8 which represent either the fix length of this Data 
maximum 
of each DI

8.7.3.2.3 ReadDataLength 

ReadDataLength requests the application to return the data lengt
R
le
This interface is used for UDS Service ReadDataByIdentifier and for UDS Service 
ReadDataByPeriodicIdentifier (0x2A) 

8.7.3.2.4 ConditionCheckRead 

ConditionCheckRead requests to the application if th
ad the Data are correct. This operation is called for all requested DIDs before 

e conditions (System state,…) to
re
requesting the data of each DID. 
A ConditionCheckRead interface is define
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8.7.3.2.5 GetScalingInformation 

Request to the application for the scaling information of a Data (see Dcm394) 

8.7.3.2.6 ReturnControlToEcu 

Request to the application to return control to ECU of an IOControl (see Dcm396) 

8.7.3.2.7 ResetToDefault 

Request to the application to reset an IOControl to default value (see Dcm397) 

8.7.3.2.8 FreezeCurrentState 

Request to the application to freeze the current state of an IOControl (see Dcm398) 

8.7.3.2.9 ShortTermAdjustment 

Request to the application to adjust the IO signal (see Dcm399). 

8.7.3.2.10 Client Server interface 

Using the concepts of the SW-C template, the interface is defined as follows if 
rface is used(DcmDspDataUsePort set to 

_CLIENT_SERVER or 

}; 

 provided if the Data can be read and is 

server is not allowed to return E_NOT_OK, but shall always 

 

// ensure compatibility between server runnable and RTE Call API, 
 negative Std_Return values in certain 
 server stopped) 

cmDspDataSize>+7)/8],  

ClientServer inte
USE_DATA_SYNCH
USE_DATA_ASYNCH_CLIENT_SERVER): 

[Dcm686] ⌈ ClientServerInterface DataServices_<Data>  
{ 
PossibleErrors { 
  E_NOT_OK = 1, 
  E_PENDING = 10, 

 
//the next operation is
//used  
// to get the data value of a DID or PID from a SW-C 
 
// the 
// provide a valid data value (e.g. a default/replacement value 
// in an error-case) to Dcm/Dem
// nevertheless the signature of the operation includes E_NOT_OK to 

// since the RTE may return
// cases (e.g. partition of
 
//if DcmDspDataUsePort is set to USE_DATA_SYNCH_CLIENT_SERVER, the 
//following definition is used 
ReadData(OUT uint8 Data[(<D
         ERR{E_NOT_OK) 
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 the 

ReadData(IN Dcm_OpStatusType OpStatus, 
cmDspDataSize>+7)/8],  
NDING) 

//the next operation is provided if the Data can be written 
//data : Data value 

. Available, if the data length of  
//the Data is variable. It defines the size of valid data in 

is used 
DcmDspDataSize>+7)/8],  
ngth,  

          ERR{E_NOT_OK, E_PENDING}) 
 

s set to TRUE, the following definition 
is used 

          IN Dcm_OpStatusType OpStatus, 
          OUT NegativeResponseCodeType ErrorCode, 

DING}) 

n shall ensure that the  
tent with the  

not allowed to return E_NOT_OK, but shall always 
data value (e.g. a default/replacement value 

e) to Dcm/Dem 
nevertheless the signature of the operation includes E_NOT_OK to 

 
n 

],  

G} ) 

//if DcmDspDataUsePort is set to USE_DATA_ASYNCH_CLIENT_SERVER,
//following definition is used 

         OUT uint8 Data[(<D
         ERR{E_NOT_OK, E_PE
 
 

//dataLength: optional

//the parameter data 
//if DcmDspDataFixedLength is set to FALSE, the following definition 

WriteData(IN uint8 Data[(<
          IN uint16 DataLe
          IN Dcm_OpStatusType OpStatus, 
          OUT NegativeResponseCodeType ErrorCode, 

//if DcmDspDataFixedLength i

WriteData(IN uint8 Data[(<DcmDspDataSize>+7)/8],  

          ERR{E_NOT_OK, E_PEN
 
 
//the next operation is provided optionally if the Data’s length is 
variable  
//DataLength: Data length of the Data 
//The module providing this operatio
//datalength provided within this operation is consis
//data length in the associated ReadData operation 
 
 
// the server is 
// provide a valid 

n an error-cas// i
 //

// ensure compatibility between server runnable and RTE Call API,
// since s in certaithe RTE may return negative Std_Return value
// cases (e.g. partition of server stopped) 
eadDataLength(OUT uint16 DataLength,  R

               ERR{E_NOT_OK }) 
 

rovided  //the next operation is always p
ConditionCheckRead(IN Dcm_OpStatusType OpStatus, 
                   OUT NegativeResponseCodeType ErrorCode, 
                   ERR{E_NOT_OK, E_PENDING}) 
 
 
//the next operation is provided optionally 
GetScalingInformation(IN Dcm_OpStatusType OpStatus, 
  OUT uint8 ScalingInfo[<DcmDspDataScalingInfoSize>

odeType ErrorCode,    OUT NegativeResponseC
 ERR{E_NOT_OK, E_PENDIN 
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//the next operation is provided optionally 
ReturnControlToECU(IN Dcm_OpStatusType OpStatus, 
                   OUT NegativeResponse
                   ERR{E_NOT_OK, E_PENDI

CodeType ErrorCode, 
NG}) 

tionally 
 OpStatus, 

ErrorCode, 

f 
(DcmDspDataUsePort set to 

<datatype> Data  

sed for asynchronous operations (if 
SE_DATA_ASYNCH_CLIENT_SERVER or 

hronous operations 
RVER or 

CLIENT_SERVER, the 

 
//the next operation is provided op

setToDefault(IN Dcm_OpStatusTypeRe
               OUT NegativeResponseCodeType ErrorCode, 
               ERR{E_NOT_OK, E_PENDING}) 
 
//the next operation is provided optionally 
FreezeCurrentState(IN Dcm_OpStatusType OpStatus, 
                   OUT NegativeResponseCodeType ErrorCode, 
                   ERR{E_NOT_OK, E_PENDING}) 
 
//the next operation is provided optionally 
ShortTermAdjustment(IN uint8 
ControlOptionRecord[(<DcmDspDataSize>+7)/8], 
                     IN Dcm_OpStatusType OpStatus, 

onseCodeType                      OUT NegativeResp
                     ERR{E_NOT_OK, E_PENDING}) 
 
 

}⌋()  

8.7.3.2.11  Sender Receiver interface 

Using the concepts of the SW-C template, the interface is defined as follows i
SenderReceiver interface is used 
USE_DATA_SENDER_RECEIVER): 

[Dcm687] ⌈ SenderReceiver DataServices_<Data> 
{ 
  

}⌋() 

8.7.3.2.12 DataServices callout 

From the point of view of the DCM, the operations have the following signatures: 
 

 only be uNote : The OpStatus parameter should
cmDspDataUsePort is set to UD

USE_DATA_ASYNCH_FNC). In case of sync
(DcmDspDataUsePort is set to USE_DATA_SYNCH_CLIENT_SE

ould not be used. USE_DATA_SYNCH_FNC), the OpStauts parameter sh

8.7.3.2.12.1 ReadData 

 
if DcmDspDataUsePort is set to USE_DATA_SYNCH_
following definition is used: 
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Dcm793⌈ 

Service name: Xxx_ReadData 
Syntax: Std_ReturnType Xxx_ReadData( 

    uint8* Data 
) 

Service ID[hex]: 0x34 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): Data Buffer where the requested data shall be copied to 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: This function requests to the application a da

is set to USE_DATA_SYNCH_CLIENT_SERVER. 
ta value of a DID/PID if 

DcmDspDataUsePort 

 
 

IENT_SERVER, tif DcmDspDataUsePort is set to USE_DATA_ASYNCH_CL
llowing definition is used: 

he 
fo
 
 
Service name: Xxx_ReadData 
Syntax: Std_ReturnType Xxx_ReadData( 

tus,     Dcm_OpStatusType OpSta
    uint8* Data 
) 

Service ID[hex]: 0x3b 
Sync/Async: Asynchronous 
Reentrancy: Non Reentrant 
Parameters (in): OpStatus Status of the current operation 
Parameters (inout): None 
Parameters (out): Data Buffer where the requested data shall be copied to 

Return value: 
Std_ReturnType E_OK: Request was successful. 

E_PENDING: Request is not yet finished. Further call(s) 
required to finish. 

Description: This function reque
DcmDspDataUsePort is set to 

sts to the application a data value of a DID/PID if 
USE_DATA_ASYNCH_CLIENT_SERVER. 

⌋() 

8.7.3.2.12.2 WriteData 

 
if DcmDspDataFixedLength is set to TRUE, the following definition is used: 
 

Dcm794⌈ 
 
Service name: Xxx_WriteData 
Syntax: Std_ReturnType Xxx_WriteData( 

    uint8* Data, 
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    Dcm_OpStatusType OpStatus, 
    Dcm_NegativeResponseCodeType* ErrorCode 
) 

Service ID[hex]: 0x35 
Sync/Async: Synchronous 
Reentrancy: t Non Reentran

Data Buffer containing the data to be written 
Parameters (in): 

OpStatus Status of the current operation 
Parameters (inout): None 

: 
NRC to be sent in the negative response in case of failure 
(E_NOT_OK) 

ErrorCode 
Parameters (out)

Std_ReturnTyp E_OK: Request was successful. 
E_NOT_OK

_PENDIN d 
e : Request was not successful. 

 call(s) require
Return value: 

E G: Request is not yet finished. Further
to finish. 

Description: This function requests the application to write a data value of a DID. 

 
 
if DcmDspDataFixedLength is set to FALSE, the following definition is used: 
 
 
Service name: Xxx_WriteData 
Syntax: Std_ReturnType Xxx_WriteData( 

veResponseCodeType* ErrorCode 

    uint8* Data, 
    uint16 DataLength, 
    Dcm_OpStatusType OpStatus, 
    Dcm_Negati
) 

Service ID[hex]: 0x3e 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

Data Buffer containing the data to be written 
DataLength Length of the data to be writen/read Parameters (in): 
OpStatus Status of the current operation 

Parameters (inout): None 

Parameters (out): 
ErrorCode NRC to be sent in the negative response in case of failure 

(E_NOT_OK) 

Return value: 
E_PENDING: Request is not yet finished. Further call(s) required 
to finish. 

Std_ReturnTyp
e 

E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 

Description: This function requests the application to write a data value of a DID. 

⌋() 
 
 

8.7.3.2.12.3 ReadDataLength 

D
 

cm796⌈ 

Service name: Length Xxx_ReadData
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Syntax: Std_ReturnType Xxx_ReadDataLength( 
    uint16* DataLength 
) 

Service ID[hex]: 0x36 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): None 
Parameters (inout): None 
Parameters (out): DataLength Length of the data to be writen/read 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description:  data length of a Data. This function requests the application to return the

⌋
 

.7.3.2.12.4 ConditionCheckRead 

() 

8

Dcm797⌈ 
 
Service name: Xxx_ConditionCheckRead 
Syntax: Std_ReturnType Xxx_ConditionCh

    Dcm_OpStatusType OpStatus, 
    Dcm_NegativeRespo
) 

eckRead( 

nseCodeType* ErrorCode 

Service ID[hex]: 0x37 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): Status of the current operation OpStatus 
Parameters (inout): None 

ErrorCode  in case of failure NRC to be sent in the negative response
Parameters (out): 

(E_NOT_OK) 
Std_ReturnTyp . 

uired 

E_OK: Request was successful
E_NOT_OK: Request was not successful. e 

Return value: 
E_PENDING: Request is not yet finished. Further call(s) req
to finish. 

Description: itions to read the Data are This function req
correct. 

uests to the application if the cond

⌋
 

.7.3.2.12.5 GetScalingInformation 

Dcm798⌈ 

() 

8

 
Service name: Xxx_GetScalingInformation 
Syntax: Std_ReturnType Xxx_GetScalingInformation( 

    Dcm_OpStatusType OpStatus, 
    uint8* ScalingInfo, 

eCodeType* ErrorCode     Dcm_NegativeRespons
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) 

Service ID[hex]: 0x38 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): Status of the current operation OpStatus 
Parameters (inout): None 

ScalingInfo Scaling information 
Parameters (out): ErrorCode NRC to be sent in the negative response in case of failure 

(E_NOT_OK) 

Return value: 

_OK: R

required 
to finish. 

Std_ReturnTyp E
e E_NOT_OK: Request was not successful. 

E_PENDING: Request is not yet finished. Further call(s) 

equest was successful. 

Description: This function requests to the application for the scaling information of a Data. 

⌋() 

6 ReturnControlToECU 

D

⌈

 

8.7.3.2.12.

cm799 

 

Service name: Xxx_ReturnControlToECU 
Syntax: d_ReturnType Xxx_ReturnControlToECU( 

_OpStatusType OpStatus, 
_NegativeResponseCodeType* ErrorCode 

St
    Dcm
    Dcm
) 

Service ID[hex]: 0x39 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): OpStatus Status of the current operation 
Parameters (inout): None 

t): 
 case of failure ErrorCode NRC to be sent in the negative response in

(E_NOT_OK) 
Parameters (ou

Return value: 

Std_ReturnTyp quest was successful. 

to finish. 

e E_NOT_OK: Request was not successful. 
E_PENDING: Request is not yet finished. Further call(s) required 

E_OK: Re

Description: This function requests to the application to return control to ECU of an IOControl. 

⌋() 

cm800 

⌈

8.7.3.2.12.7 ResetToDefault 

 
D

 

Service name: Xxx_ResetToDefault 
Syntax: esetToDefault( Std_ReturnType Xxx_R

    Dcm_OpStatusType OpStatus, 
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    Dcm_NegativeResponseCodeType* ErrorCode 
) 

Service ID[hex]: 0x3c 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): OpStatus Status of the current operation 
Parameters (inout): None 

ErrorCode NRC to be sent in the negative response in case of failure 
(E_NOT_OK) 

Parameters (out): 

Std_ReturnTyp
e 

E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 
E_PENDING: Request is not yet finished. Further call(s) required 
to finish. 

Return value: 

Description: This function requests to the application to reset an IOControl to default value. 

⌋() 
 
 
 

8 e 

 
Dcm801 

⌈

 
 
 

.7.3.2.12.8 FreezeCurrentStat

 

Service name: rrentState Xxx_FreezeCu
Syntax: Std_ReturnType Xxx_FreezeCurrentState( 

Status
_NegativeResponseCodeType* ErrorCode 

    Dcm_Op Type OpStatus, 
    Dcm
) 

Service ID[hex]: 0x3a 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): OpStatus Status of the current operation 
Parameters (inout): None 

Parameters (out): 
(E_NOT_OK) 

ErrorCode NRC to be sent in the negative response in case of failure 

Return value: 
E_PEND
to finish. 

Std_ReturnTyp
e 

E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 

ING: Request is not yet finished. Further call(s) required 

Description: This function requests to the application to freeze the current state of an 
IOControl. 

⌋()  
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8 Term

 
Dcm802 

⌈

.7.3.2.12.9 Short Adjustment 

 

Service name: Xxx_ShortTermAdjustment 
Syntax: Std_ReturnType Xxx_ShortTermAdjustment( 

    uint8* ControlOptionRecord, 
    Dcm_OpStatusType OpStatus, 
    Dcm_NegativeResponseCodeType* ErrorCode 
) 

Service ID[hex]: 0x3d 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

ControlOptionRecor
d 

Control option parameter for the adjustment request 
Parameters (in): 

OpS  the current operation tatus Status of
Parameters (inout): None 

ErrorCode NRC to be sent in the negative response in case of failure 
(E_NOT_OK) 

Parameters (out): 

Std_ReturnType E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 

NDING: Request is not yet finished. Further call(s) 
Return value: 

E_PE
required to finish. 

Description:  to adjust the IO signal. This function requests to the application

⌋() 
 
 

8 rv Ran

8.7.3.3.1 Client S c

 
The following interface defines a tion needed to get the DID range 
 
Using the concepts of the SW-C template, the interface is defined as follows: 

769] ⌈ClientServerInterface DataServices_DIDRange_<Range> 
 

 E_NOT_OK = 1, 
  E_PENDING = 10 

.7.3.3 DataSe ices_DID ge_<Range> 

erver interfa e 

n opera

[Dcm
{
PossibleErrors { 
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}
 
; 

/the next operation is provided optionally if there are no gaps in 

/this operation shall return if a specific DID is available within 
the range or not. 
 

              ERR{E_NOT_OK}) // in case there are no gaps in the 
is operation shall be optional 

adDidData(IN uint16 DID, 
       OUT uint8 Data[<DcmDspDidRangeMaxLength>],  

         IN Dcm_OpStatusType OpStatus, 
   OUT u
         OUT NegativeResponseCodeType ErrorCode, 
         ERR{E
 
WriteDidData(IN uint16 DID, 
          IN uint8 Data[<DcmDspDidRangeMaxLength>],  
          IN Dcm_OpStatusType OpStatus, 
          IN uint16 DataLength,  
          OUT NegativeResponseCodeType ErrorCode, 
          ERR{
}

⌋() 

8

F nt of view of the DCM, 
 
N OpSta  operations (if 

_DATA_ASYNCH_FNC). In case of synchronous operations 
cmDspDataUsePort is set to USE_DATA_SYNCH_CLIENT_SERVER or 

SE_DATA_SYNCH_FNC), the OpStauts parameter should not be used. 
 

8.7.3.3.2.1  IsDidAvailable 

/
the DID-ranges 
/

IsDidAvailable(IN uint16 DID, 
               OUT uint8 supported,  
 
range th
 
Re
  

      int16 DataLength,  

_NOT_OK, E_PENDING}) 

E_NOT_OK, E_PENDING}) 
 

.7.3.3.2 DataServices callout 

rom the poi the operations have the following signatures: 

ote : The tus parameter should only be used for asynchronous
DcmDspDataUsePort is set to USE_DATA_ASYNCH_CLIENT_SERVER or 
USE
(D
U

Dcm803 

⌈ 

Service name: Xxx_IsDidAvailable 
Syntax: Std_ReturnType Xxx_IsDidAvailable( 

    uint16 DID, 
    uint8* supported 
) 

Service ID[hex]: 0x3F 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 
Parameters (in): DID DID value 
Parameters (inout): None 
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Parameters (out): supported Indicate if the DID is available within the range or not 
Return value: Std_ReturnType E_OK: this value is always returned. 
Description: This function requests if a specific DID is available within the range or not. 

⌋() 
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3.3.2.2 ReadDidData 

Dcm804 

⌈ 

8.7.

Service name: Xxx_ReadDidData 
Syntax: Std_ReturnType Xxx_ReadDidData( 

    uint16 DID, 
    uint8* Data, 
    Dcm_OpStatusType OpStatus, 
    uint16 DataLength, 
    Dcm_NegativeResponseCodeType ErrorCode 
) 

Service ID[hex]: 0x40 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

DID Data ID value 
Parameters (in): 

OpStatus Status of the current operation 
Parameters (inout): None 

Data Buffer where the requested data shall be copied to 
DataLength Length of the data to be read Parameters (out): 
ErrorCode NRC to be sent in the negative response in case of failure 

(E_NOT_OK) 

Return value: 

Std_ReturnTyp
e 

E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 
E_PENDING: Request is not yet finished. Further call(s) required 
to finish. 

Description: This function requests to the application a data value of a DID 

⌋()  

8.7.3.3.2.3 WriteDidData 

Dcm805⌈ 
 
Service name: Xxx_WriteDidData 
Syntax: Std_ReturnType Xxx_WriteDidData( 

    uint16 DID, 
    uint8* Data, 
    Dcm_OpStatusType OpStatus, 
    uint16 DataLength, 
    Dcm_NegativeResponseCodeType ErrorCode 
) 

Service ID[hex]: 0x41 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

DID Data ID value 
Data Buffer containing the data to be written 
OpStatus Status of the current operation 

Parameters (in): 

DataLength Length of the data to be written 
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Parameters (inout): None 

Parameters (out): 
ErrorCode NRC to be sent in the negative response in case of failure 

(E_NOT_OK) 
Std_ReturnTyp
e 

E_OK: Request was successful. 
E_NOT_OK: Request was not successful. 
E_PENDING: Request is not yet finished. Further call(s) required 
to finish. 

Return value: 

Description: This function requests the application to write a data value of a 
DID. 

⌋

8.7.3.4 InfotypeServices_<VEHINFODATA> 

The following interface defines an operation needed to get data from one or several 
SW-C in order to supply OBD Service $09 (see Dcm423

() 

). 
 
Using the concepts of the SW-C template, the interface is defined as follows: 
[ en nter _<VEHINFODATA>  
{
P
  E_NOT_OK = 1
 
}; 
 
// used to get a
// the return value E_PENDING is not allowed for data of InfoType 
0x02, 
// 0x04, 0x08, 0x0A and 0x
//return value E_NOT_OK is not allowed as a data value has always 

o be provided to DCM  
nfotypeValueData(IN Dcm_OpStatusType OpStatus, 

  OUT uint8 DataValueBuffer[<DcmDspVehInfoDataSize>], 
  ERR{E_NOT_OK, E_PENDING}) 

 
oint of view of the DCM, the operation has the following signature: 
nType Xxx_GetInfotypeValueData(Dcm_OpStatusType OpStatus, 

       uint8* DataValueBuffer)⌋()  

8.7.3.5 DTRServ

The following interface defines an operat
Dcm416

Dcm688] ⌈ Cli tServerI face InfotypeServices
 
ossibleErrors { 

, 
 E_PENDING = 10 

 Infotype d ta from SW-C 

0B 

// t
GetI

} 

From the p
td_ReturS

ices 

ion needed to supply OBD Service $06 (see 
). 

Using the concepts of the SW-C template, the interface is defined as follows: 
[ en erInterface DTRServices  
{
P rors
  E_NOT_OK = 1
}; 
 
// used to get DTR data from SW-C for service 6 
//return value E_NOT_OK is not allowed as a data value has always 

Dcm689] ⌈ Cli tServ
 
ossibleEr  { 

, 
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// to be provided to DCM  
G N atu
  OUT uint16 Testval, 
  OUT uint16 M
  OUT uint16 Maxlimit, 
 atus ype Status
  ERR{E_NOT_OK });  
}
 

LOWER-LIMIT = 0 
 UPPER-LIMIT = 255 
  0x00 -> DCM_DTRSTATUS_VISIBLE 

 OpStatus, 
                              uint16* Testval, 

      

ces_<ROUTINENAME> 

needed for the UDS Service 

etDTRValue(I  Dcm_OpSt sType OpStatus, 

inlimit, 

T OUT DTRSt , 

 

ImplementationDataType DTRStatusType { 
 

  0x01 -> DCM_DTRSTATUS_INVISIBLE 
} 
 
From the point of view of the DCM, the operation has the following signature: 
Std_ReturnType Xxx_GetDTRValue(Dcm_OpStatusType
 
                               uint16* Minlimit, 
                               uint16* Maxlimit, 

                      uint8* Status)⌋()     

8.7.3.6 RoutineServi

The following interface defines operations 
RoutineControl (0x31) (see Dcm400, Dcm401, Dcm402, Dcm403, Dcm404, 
Dcm405). 
 
Using the concepts of the SW-C template, the interface is defined as follows: 
[Dcm690] ⌈ ClientServerInterface RoutineServices_<RoutineName>  

   E_PENDING = 10, 

{ 
PossibleErrors { 

    E_NOT_OK = 1,   
   

      E_FORCE_RCRRP = 12,//application request the transmission of              

//the next operation is always present 
ixedLength is set to FALSE, the following 

<DcmDspRoutineSignalLength of  

outineSignalLength of  
OutSignal> +7)/8], 

6 currentDataLength, 
  OUT NegativeResponseCodeType ErrorCode, 

                         //a response Response Pending (NRC 0x78) 
      }; 
 
 

//If DcmDspRoutineF
definition is used 
 
Start(IN <datatype> dataIn1,…, IN uint8 
dataInN[(
DcmDspStartRoutineInSignal> +7)/8], 
      IN Dcm_OpStatusType OpStatus, 

    OUT <datatype> dataOut1,…, OUT uint8   
dataOutN[(<DcmDspR

neDcmDspStartRouti
   INOUT uint1   

    
      ERR{E_NOT_OK, E_PENDING, E_FORCE_RCRRP }) 
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//If DcmDspRoutineFixedLength is set to TRUE, the following 

In1,…, IN <datatype> dataInN,  
e OpStatus, 

,…, OUT <datatype> dataOutN, 
ponseCodeType ErrorCode, 

E_PENDING, E_FORCE_RCRRP }) 

 the routine can be stopped 
t to FALSE, the following 

     INOUT uint16 currentDataLength, 
     OUT NegativeResponseCodeType ErrorCode, 

RCRRP }) 
 

datatype> dataIn1,…, IN <datatype> dataInN, 

 present if the status of  

questResults(IN Dcm_OpStatusType OpStatus, 
, OUT uint8 

int16 currentDataLength, 
pe ErrorCode,  
E_FORCE_RCRRP }) 

to TRUE, the following 

 
OUT <datatype> dataOutN, 

Type ErrorCode,  
E_RCRRP }) 

 

definition is used 
 
Start(IN <datatype> data
      IN Dcm_OpStatusTyp
      OUT <datatype> dataOut1
      OUT NegativeRes

   ERR{E_NOT_OK,    
 
 
 
 
//the next operation is present if
//If DcmDspRoutineFixedLength is se

inition is used def
 
Stop(IN <datatype> dataIn1,…, IN uint8 
dataInN[(<DcmDspRoutineSignalLength of  
DcmDspRoutineStopInSignal> +7)/8], 
     IN Dcm_OpStatusType OpStatus, 
     OUT <datatype> dataOut1,…, OUT uint8 
dataOut[(<DcmDspRoutineSignalLength of  
DcmDspRoutineStopOutSignal> +7)/8], 

     ERR{ E_NOT_OK, E_PENDING, E_FORCE_

//If DcmDspRoutineFixedLength is set to TRUE, the following 
definition is used 
 
top(IN <S

     IN Dcm_OpStatusType OpStatus, 
     OUT <datatype> dataOut1,…, OUT <datatype> dataOutN, 
     OUT NegativeResponseCodeType ErrorCode, 

   ERR{ E_NOT_OK, E_PENDING, E_FORCE_RCRRP })   
 
 
//the next operation is
//the routine can be requested 
//If DcmDspRoutineFixedLength is set to FALSE, the following 

n is used definitio
 
Re
               OUT <datatype> dataOut1,…
dataOutN[(<DcmDspRoutineSignalLength of  
DcmDspRoutineRequestResOutSignal> +7)/8], 
              OUT u 

               OUT NegativeResponseCodeTy
               ERR{ E_NOT_OK, E_PENDING, 
 
//If DcmDspRoutineFixedLength is set 
definition is used 
RequestResults(IN Dcm_OpStatusType OpStatus,

1,…,                OUT <datatype> dataOut
               OUT NegativeResponseCode
               ERR{ E_NOT_OK, E_PENDING, E_FORC
 

⌋()  }
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[Dcm668] ⌈ If the operation Start() returns value E_NOT_OK, the DCM module shall 

send a negative response with NRC code equal to ErrorCode parameter value.⌋()  

[Dcm669] ⌈ If the operation Start() returns value E_FORCE_RCRRP, the DCM 

odule shall start the transmission of NRC 0x78.⌋()  m

[Dcm670] ⌈ If the operation Stop() returns value E_NOT_OK, the DCM module shall 

send a negative response with NRC code equal to ErrorCode parameter value.⌋()  

[Dcm671] ⌈ If the operation Stop() returns value E_FORCE_RCRRP, the DCM 

module shall start the transmission of NRC 0x78.⌋()  

[Dcm672] ⌈ If the operation RequestResults() returns value E_NOT_OK, the DCM 

module shall send a negative response with NRC code equal to ErrorCode 

parameter value.⌋()  

[Dcm673] ⌈ If the operation RequestResults () returns value E_FORCE_RCRRP, the 

DCM module shall start the transmission of NRC 0x78.⌋()  

 
 
 
From the point of view of the DCM, the operations have the following signatures: 

 
tatus, 

* dataOutN, 

e* ErrorCode) 
 the following 

dataInN, 

Code) 

, 

                   <datatype> dataOut1,…,uint8* dataOutN 
                   uint16* currentDataLength, 

//If DcmDspRoutineFixedLength is set to FALSE, the following 
definition is used 
Std_ReturnType Xxx_Start(<datatype> dataIn1,…,uint8* dataInN,
                         Dcm_OpStatusType OpS
                         <datatype> dataOut1,…,uint8
                         uint16* currentDataLength, 
                         Dcm_NegativeResponseCodeTyp
//If DcmDspRoutineFixedLength is set to TRUE,
definition is used 
Std_ReturnType Xxx_Start(<datatype> dataIn1,…,<datatype> 
                         Dcm_OpStatusType OpStatus, 

                       <datatype>* dataOut1,…,   
                         <datatype>* dataOutN, 
                    CodeType* Error     Dcm_NegativeResponse
 
//If DcmDspRoutineFixedLength is set to FALSE, the following 
definition is used 
Std_ReturnType Xxx_Stop(<datatype> dataIn1,…,uint8* dataInN

                      Dcm_OpStatusType OpStatus,   
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                        Dcm_NegativeResponseCodeType* ErrorCode) 
 
//If DcmDspRoutineFixedLength is set to TRUE, the following 
definition is used 
Std_ReturnType Xxx_Stop(<datatype> dataIn1,…,<datatype> dataInN, 

N, 
eCodeType* ErrorCode) 

 
//If DcmDspRoutineFixedLength is set to FALSE, the following 

                        Dcm_NegativeResponseCodeType* ErrorCode) 

tusType OpStatus, 
                        <datatype>* dataOut1,…, 
                        <datatype>* dataOutN, 

8.7.3.7 RequestControlServices_<TID> 

                        Dcm_OpStatusType OpStatus, 
                        <datatype>* dataOut1,…, 
                        <datatype>* dataOut
                        Dcm_NegativeRespons

definition is used 
Std_ReturnType Xxx_RequestResults(Dcm_OpStatusType OpStatus, 
                        <datatype> dataOut1,…,uint8* dataOutN 
                        uint16* currentDataLength, 

 
//If DcmDspRoutineFixedLength is set to TRUE, the following 
definition is used 
Std_ReturnType Xxx_RequestResults(Dcm_OpSta

                        Dcm_NegativeResponseCodeType* ErrorCode) 
 

The interface RequestControlServices_<TID> allows the DCM to provide OBD 
Service $08 (see Dcm419). 
Using the concepts of the SW-C template, the interface is defined as follows: 
[Dcm691] ⌈ ClientServerInterface RequestControlServices_<TID> { 
ossibleErrors { 
 E_NOT_OK = 1, 
 }; 

) 

 of 
ee 

P
 
 
RequestControl( 
  OUT OutBuffer uint8[<DcmDspRequestControlOutBufferSize>],  
  IN InBuffer uint8[<DcmDspRequestControlInBufferSize>], 
  ERR{E_NOT_OK }) 

}⌋()  
 
From the point of view of the DCM, the operation has the following signature: 

nBufferStd_ReturnType Xxx_RequestControl(uint8* OutBuffer, uint8* I

8.7.3.8 CallbackDCMRequestServices 

The interface CallbackDCMRequestServices provides information on the status
e protocol communication and allows the Application to disallow a protocol (sth

Dcm036, Dcm144, Dcm145, Dcm146; Dcm147, Dcm459). 
 
Using the concepts of the SW-C template, the interface is defined as follows: 
[Dcm692] ⌈ ClientServerInterface CallbackDCMRequestServices { 
PossibleErrors { 
  E_NOT_OK = 1, 
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  E_PROTOCOL_NOT_ALLOWED = 5, //conditions in application allows n
col 

o      

 failed  

 

                              // further procession of proto
   
}; 
 

to reject  //Indication of protocol start. Application is able 
//further processing of requested protocol due to
//conditions. 
StartProtocol(IN ProtocolType ProtocolID,               
              ERR{E_PROTOCOL_NOT_ALLOWED, E_NOT_OK }); 
 
//Indication of protocol stop. If a running diagnostic  
//requested is preempted by a higher prior request (of an  
//other protocol, e.g. OBD), application is requested to abort 
//further processing of running request  
//ProtocolID: Name of  the protocol(IDs configured within 
//DCM_PROTOCOL_ID) 
StopProtocol(IN ProtocolType ProtocolID,  
             ERR{E_NOT_OK}); 

}⌋()  
 

[Dcm674] ⌈ If the operation StartProtocol() returns value E_NOT_OK or 

E_PROTOCOL_NOT_ALLOWED, the DCM module shall send a negative response 

with NRC 0x22 (Conditions not correct).⌋()  

 
 
From the point of view of the DCM, the operations have the following signatures: 
Std_ReturnType Xxx_StartProtocol(Dcm_ProtocolType ProtocolID) 

x_StopProtocol(Dcm_ProtocolType ProtocolID) Std_ReturnType Xx
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8.7.3.9 ServiceRequestNotification 

vice is 
f the service 

The interface ServiceRequestNotification indicates to the Application tha
ted and allows the Application to reject the execution o

t a ser
about to be execu
request (see Dcm218, Dcm462, Dcm463). 
 
Using the concepts of the SW-C template, the interface is defined as follows: 

ication of the successful reception of a new request to  
plication and it is called right before before the DSD 

erification (SID, security access, diagnostic session). Within  
// this function application can examine the permission of the  

n).  

n NRC (E_NOT_OK) with  

/SID: Value of service identifier 
/RequestData: This parameter contains the complete request  
/data (diagnostic buffer), except the service ID. 

//SourceAddress: Dcm client description 
Indication(IN uint8 SID,  
           IN uint8 RequestData[<Data size>],  
           IN uint16 DataSize,  
           IN uint8 ReqType, 
             IN uint16 SourceAddress, 
,          OUT NegativeResponseCodeType* ErrorCode, 
           ERR{E_REQUEST_NOT_ACCEPTED, E_NOT_OK }); 
//Confirmation of the successful reception of a new request to  
// application  
//SID: Value of service identifier 
//ReqType: Addressing type of the request(0=physical request 
//1=functional request) 
//SourceAddress: Dcm client description 
//SourceAddress: Dcm client description 
//ConfirmationStatus: Confirmation of a successful transmission or a 
transmission error of a diagnostic service. 
Confirmation( 
           IN uint8 SID,  
           IN uint8 ReqType, 
           IN uint16 SourceAddress, 
           IN ConfirmationStatusType ConfirmationStatus, 
           ERR{E_NOT_OK}); 
 

[Dcm694] ⌈ ClientServerInterface ServiceRequestNotification { 
PossibleErrors { 
  E_NOT_OK = 1, 
  E_REQUEST_NOT_ACCEPTED = 8, 
   
}; 
 
//Ind
/ ap/

v

// diagnostic service / environment (e.g. ECU state afterru
// Return of application will lead to an acceptance of diagnostic  
//request, reject of diagnostic request (E_REQUEST_NOT_ACCEPTED -> 
// no response will be send) or to a
// value from ErrorCode parameter 
/
/
/
//DataSize: This parameter defines how many bytes in the 
//RequestData parameter are valid 
//ReqType: Addressing type of the request(0=physical request 
//1=functional request) 
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}⌋()  
 

[Dcm677] ⌈ If the operation Indication() returns value 

E_REQUEST_NOT_ACCEPTED, the DCM module shall not send any diagnostic 

response and shall end the current diagnostic request management.⌋()  

[Dcm678] ⌈ If the operation Indication() or Confirmation() returns value E_NOT_OK, 

the DCM module shall send a negative response with NRC value equal to ErrorCode 

parameter value.⌋()  

 
 
From the point of view of the DCM, the operations has the following signatures

 ui
: 
nt16 

ice. 

rface is defined as follows: 
Services 

 an 

Std_ReturnType Xxx_Indication(uint8 SID, uint8* RequestData,
DataSize, uint8 ReqType, uint16 SourceAddress, 
Dcm_NegativeResponseCodeType* ErrorCode ) 
 
Std_ReturnType Xxx_Confirmation(uint8 SID, uint8 ReqType, uint16 
SourceAddress, Dcm_ConfirmationStatusType ConfirmationStatus) 
 
 

8.7.3.10 GeneralRequiredROEServices 

The following interface defines an operation needed to supply ROE ISO Serv
 
Using the concepts of the SW-C template, the inte
Dcm765 ⌈ ClientServerInterface GeneralRequiredROE
{ 
PossibleErrors { 
  E_NOT_OK = 1, 
  }; 
 
// used to manage an ROE event with EventWindowTime 

8 EventWindowTime,ERR{E_NOT_OK});  ROEInit (IN uint
 
// used to stop the EventWindowTime when the ROE is stopped by
//Diagnostic Request 
ROEStop (void,ERR{E_NOT_OK});  

210 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

 

⌋(  } ) 
 

The following interface defines an operation needed to supply ROE ISO Service. 
 

  E_NOT_OK = 1, 
 }; 

rom the point of view of the DCM, the operations has the following signatures: 

Std_ReturnType Xxx_ROEInit (uint8 EventWindowTime) 

Std_ReturnType Xxx_ROEStop (void)

e defines an operation needed to supply ROE ISO Service. 
 the SW-C template, the interface is defined as follows: 

t 
d, 

  IN Dcm_RoeStateType RoeState, 
  ERR{E_NOT_OK});  
 
}⌋()  
 
 
 
 
 

8.7.3.11 GeneralProvidedROEServices 

Using the concepts of the SW-C template, the interface is defined as follows: 
Dcm772 ⌈ ClientServerInterface GeneralRequiredROEServices 
{ 
PossibleErrors { 

 
 
StopROE(ERR{E_NOT_OK}); 
 
RestartROE(ERR{E_NOT_OK}); 

⌋()  }

 
 
 
F
 

 
 

 

8.7.3.12 ROEServices 

The following interfac
ofUsing the concepts 

95] ⌈ ClientServerInterface ROEServices  [Dcm6
{ 
PossibleErrors { 
  E_NOT_OK = 1, 
  }; 
 
// used to activate an ROE even
ActivateEvent(IN uint8 RoeEventI
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[Dcm679] ⌈ If the operation ActivateEvent() returns value E_NOT_OK, the DCM 

mod e shall send a negative response with NRC 0x31 (Request out of range)⌋()  

 

From the point of view of the DCM, the operations has the following signatures: 

                              Dcm_RoeStateType RoeState) 

rvice-Component 

s the corresponding AUTOSAR Service using the 

nerated completely out of the configuration of the 
which defines the exact ports that are present and their names. 

aming of the port : The prefix of the port name is fixed and defined herafter (e.g. 
ataServices_). The name behind the prefix corresponds to the name of the 

g the 
onfiguration step. 

rt name would be 

erviceSwComponentType Dcm { 
 
  //the presence and name of this port is configuration-independent 

ePort DCMServices; 

ion parameter DcmDspData 
rvices_<Data> DataServices_<Data>; 

ervices_<Data> DataServices_<Data>; // Only if      
ta can be written and DcmDspDataUsePort is set to 

n parameter DcmDspVehInfoData 
quirePort InfotypeServices_<VEHINFODATA> 
InfotypeServices_<VEHINFODATA>; 

 … 

 // see configuration parameter DcmDspTestResultTid for <TID> and  
//DcmDspTestResultObdmidTid for <OBDMID> 
 RequirePort DTRServices DtrServices_<OBDMID>_<TID>; 
 … 

ul

 

Std_ReturnType Xxx_ActivateEvent(uint8 RoeEvenId, 
 
 
 
                     

8.8 DCM as Se

This section formally specifie
oncepts of the Software-Component-Template.  c

The following definition can be ge
DCM, 
 
N
D
associated container in the ECU configuration and can be freely defined durin
c
e.g. : for a DcmDspData container called Speed the po

ataServices_Speed D
 
S

  Provid  DCMServices 
 
  //see configuration parameter DcmDspSecurityRow 
  RequirePort SecurityAccess_<LEVEL> SecurityAccess_<LEVEL>; 
  … 
  
 
  //see configurat

SeRequirePort Data
dePort DataSProvi

he dat
USE_DATA_SENDER_RECEIVER 
  … 
    
 
 //see configuratio 

  Re
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  //see configuration parameter DcmDspRoutine 
  RequirePort RoutineServices_<ROUTINENAME> 
    RoutineServices_<ROUTINENAME>; 
 
 
 … 

 //see configuration parameter DcmDslCallbackDCMRequestService 
t CallbackDCMRequestServices 

  … 

DcmDslServiceRequestManufacturerNotication 

; 

rNotication 
 RequirePort ServiceRequestNotification 

ervices ROEServices_<SWC>; 
 … 

 DcmDspRoe 

   

e 

 to 
dFDC), the following is defined: 

-DEM-internal calculated fault detection counters are typically 
uested from SW-Cs through the RTE. To indicate an equivalent 

sed: The DCM main 
 GeneralEvtInfo 

triggers the according 
tFaultDetectionCounter, 

er “Service Interface //DiagnosticInfo & General” in DEM SWS).” 

 symbol “Dcm_MainFunction” 

  //see configuration parameter DcmDspRequestControl 
  RequirePort RequestControlServices_<TID> 
    RequestControlServices_<TID>; 
  … 
 
 
  RequirePor
    CallbackDCMRequestServices_<SWC>; 

 
  //see configuration parameter 

  RequirePort ServiceRequestNotification 
    RequestManufacturerNotification_<SWC>
  … 
 
//see configuration parameter DcmDslServiceRequestSupplie
 
    ServiceRequestSupplierNotification_<SWC>; 
  … 
 
//see configuration parameter DcmDspDidExtRoe 
  ProvidePort DCM_Roe DCM_Roe_<SWC>;…//see configuration parameter 
DcmDspDidExtRoe 
  RequirePort ROES
 
 

see configuration parameter//
  RequirePort GeneralRequiredROEServices GeneralRequiredROEServices; 

 GeneralProvidedROEServices;  ProvidePort GeneralProvidedROEServices
…   

 
//Interface containing the DEM operation ClearDtc 

rePort Dem/DcmIf Dcm; Requi
 
//see configuration parameter DcmDspDidRang
RequirePort DataServices_DIDRange_<Range> 
DataServices_DIDRange_<Range> ; 
 
//Note: When service 0x19 subfunctions 0x14 is used (call
//Dem_GetNextFilteredDTCAn
//Non
//req
call-tree //for these runables, a work-around is u
function //specifies a trigger to the DEM interface
(operation //GetFaultDetectionCounter), which 
�ehavior (refer to //RunnableEntity Ge
chapt
RequirePort Dem/CallbackGetFaultDetectCounter CBFaultDetectCtrDummy 
(The client-server interface can be used from the DEM.) 
 
RunnableEntity MainFunction 
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  canbeInvokedConcurrently = FALSE 

y to Dem/GeneralEvtInfo 

ocessed diagnostic services.  

  SSCP = port CBFaultDetectCtrDummy, 
GetFaultDetectionCounter 
 

ctor from CBFaultDetectCtrDummConne
 
 
} 

8.9 External diagnostic service processing 

The following chapter applies only to external pr
 

8.9.1 Dcm_ExternalSetNegResponse 

 

Dcm761⌈ 

Service name: Dcm_ExternalSetNegResponse 
Syntax: void Dcm_ExternalSetNegResponse( 

    Dcm_MsgContextType* pMsgContext, 
    Dcm_NegativeResponseCodeType ErrorCode 
) 

Service ID[hex]: 0x30 
Sync/Async: Synchronous 
Reentrancy: Non Reentrant 

pMsgContext Message-related in
identifier 

formation for one diagnostic protocol 
Parameters (in): 

ErrorCode NRC to be sent in the negative response in case of failure. 
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: Used by service int

shall be a negative 
erpreter outside of DCM to indicate that a the final response 
one. Dcm_ExternalSetNegResponse will not finalize the 

response processing. 

⌋() 

8.9.2 Dcm_ExternalProcessingDone 

 

Dcm762 ⌈ 

Service name: Dcm_ExternalProcessingDone 
Syntax: void Dcm_ExternalProcessingDone( 

    Dcm_MsgContextType* pMsgContext 
) 

Service ID[hex]: 0x31 
Sync/Async: Synchronous 
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Reentrancy: Non Reentrant 
Parameters (in): pMsgContext Message-related information for one diagnostic protocol identifier 
Parameters (inout): None 
Parameters (out): None 
Return value: None 
Description: Used by service interpreter outside of DCM to indicate that a final response can 

be sent. 

⌋() 

8.9.3 <Module>_<DiagnosticService> 

Dcm763 ⌈ 

 

Service name: <Module>_<DiagnosticService> 
Syntax: Std_ReturnType <Module>_<DiagnosticService>( 

    Dcm_OpStatusType OpStatus, 
    const Dcm_MsgContextType* pMsgContext 
) 

Service ID[hex]: 0x32 
Sync/Async: Asynchronous 
Reentrancy: Reentrant 

OpStatus DCM_INITIAL: All In-parameters are valid 
DCM_CANCEL: All In-parameters are set to 0x0 

Parameters (in): pMsgContext Message-related information for one diagnostic protocol 
identifier 
The pointers in pMsgContext shall point behind the SID 

Parameters (inout): None 
Parameters (out): None 

Std_ReturnType 

E_PENDING: Request is not yet finished 

E_OK: Request was successful 
E_NOT_OK: Request was not successful Return value: 

Description: Callout function. 
hall call this callout function as soon as valid message is received on 

t 
ction shall be programmed in a way at it is reentrant. Caller 

is responsible for the lifetime of the argument pMsgContext. 
The name of the callout is defined within parameter DcmDsdSidTabFnc 

DCM s
relevant DcmRxPduId on SID level . 
The usecase of multiple diagnostic protocols will be possible by using differen
arguments and the fun

⌋() 
 

Dcm732 ⌈For the first call of <Module>_<DiagnosticService> the opStatus shall be 

_INITIAL⌋() set to DCM

Dcm733 ⌈The DCM shall not accept further requests (on same or lower priority) until 

the application calls Dcm_ExternalProcessingDone to finalize the processing. 
Dcm-internal timeout handling (based on RCR-RP limitation) may lead to a 

cancellation of the external diagnostic service processing⌋() 
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D secm734 ⌈In ca  Dcm_ExternalProcessingDone is called in the context of 

<Module>_<DiagnosticService> the processing (including the start of the response 

transmission) shall be processed within the current Dcm_MainFunction cycle⌋() 

Dcm735 ⌈In case of cancellation the API <Module>_<DiagnosticService> is called 

again with the parameter opStatus set to DCM_CANCEL⌋() 

Dcm738 ⌈The DCM shall not use the opStatus parameter 

DCM_FORCE_RCRRP_OK in the API <Module>_<DiagnosticService>⌋() 

Dcm760 ⌈The ret riggering (e.g. in the next urn of DCM_E_PENDING shall do a re-t

MainFunction cycle). Independent of any return value 

Dcm_ExternalProcessingDone  finalize the processing⌋() 

 

8.9.4 <Module nosticSe

Dcm764 ⌈ 

 is still necessary to

>_<Diag rvice>_<SubService> 

Service name: <Module>_<DiagnosticService>_<SubService> 
Syntax: Std_ReturnType <Module>_<DiagnosticService>_<SubService>( 

ype Op
ontext

) 

    Dcm_OpStatusT
    const Dcm_MsgC

Status, 
Type* pMsgContext 

Service ID[hex]: 0x33 
Sync/Async: Asynchronous 
Reentrancy: Reentrant 

OpStatus DCM_INITIAL: All In-parameters are valid 
DCM_CANCEL: All In-parameters are set to 0x0 

Parameters (in): tocol 

The pointer in pMsgContext shall point behind the 
SubFunction 

pMsgContext Message-related information for one diagnostic pro
identifier 

Parameters (inout): None 
Parameters (out): None 

Return value: 
Std_ReturnType E_OK: Request was successful 

E_NOT_OK: Request was not successful 
E_PENDING: Request is not yet finished 

Description: Callout function. 
If a DcmDsdSubServiceFnc is configured for the received subservice, the DCM 

 DcmDsdSubServiceFnc. 

shall call this callout function as soon as this subservice is requested. 
The usecase of multiple diagnostic protocols will be possible by using different 
arguments and the function shall be programmed in a way that it is reentrant. 
Caller is responsible for the lifetime of the argument pMsgContext. 
The name of the callout is defined within parameter
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⌋() 
 

8.10 Internal interfaces (not normative) 

 order to improve the 
understanding of the DCM module behavior. An implementation is not required to use 
these interfaces. 

void 

e 

.10.2 DslInternal_SetSesCtrlType 

void 
) 

n of the parameter, refer to the Dcm_GetSesCtrlType() 

8.10.3 Dsp

void 
DspInternal_DcmConfirmation(Dcm_IdContextType idContext,  
                                uint16 SourceAddress 
                            Dcm_ConfirmationStatusType status) 
This function confirms the successful transmission or a transmission error of a 
d ervice e right ti ransitions. 

8 slI espo

Dcm_StatusType 
DslInternal_ResponseOnOneEvent(const Dcm_MsgType MsgPtr, 
                               Dcm_MsgLenType MsgLen, 
      
T cutes  of e DCM. 

8.10.5 Dsl

Dcm_StatusType
DslInternal_Re

 
The following interfaces are used in the DCM SWS in

8.10.1 DslInternal_SetSecurityLevel 

DslInternal_SetSecurityLevel(Dcm_SecLevelType SecurityLevel) 
This function sets a new security level value in the DCM module. NOTE: for th
definition of the parameter, refer to Dcm_GetSecurityLevel() 

8

DslInternal_SetSesCtrlType(Dcm_SesCtrlType SesCtrlType
This function sets a new session control type value in the DCM module. NOTE: for 
the definitio

Internal_DcmConfirmation 

iagnostic s . This is th me to perform any application state t

.10.4 D nternal_R nseOnOneEvent 

                           
 the processing

  uint16 SourceAddress 
one event, requested internally in thhis API exe

Internal_ResponseOnOneDataByPeriodicId 

 
sponseOnOneDataByPeriodicId(uint8 PeriodicId) 
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This
C

 API provides the processing of one periodic ID event, requested internally in the 
M. The frequency of calling this function depends on the rate given in the original 

eadDataByPeriodicID request (parameter transmissionMode). 

 

 DSP submodule gives the complete response length to the DCM 
module and starts paged-buffer handling. This API starts no transmission! 

ed due to errors. 
Upon this call, DSP is not allowed to process further on paged-buffer handling. 

 

D
R

8.10.6 DsdInternal_StartPagedProcessing 

void  
DsdInternal_StartPagedProcessing(const Dcm_MsgContextType* 
pMsgContext) 
With this API, the

8.10.7 DspInternal_CancelPagedBufferProcessing 

void 
DspInternal_CancelPagedBufferProcessing() 
DCM informs DSP, that processing of paged-buffer was cancell

8.10.8 DsdInternal_ProcessPage 

void 
DsdInternal_ProcessPage(Dcm_MsgLenType FilledPageLen) 
DSP requests transmission of filled page 
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9 Sequence diagrams 

9.1 Overview 

For clarification, the following sequence diagrams don’t represen
communication m

t the full 

the DCM 
module for a buffer by calling Dcm_StartOfReception()and 

nce diagrams. 
 PduR module, 

xchanges with Dcm_CopyTxData() service, are not shown in the sequence 

L ( er) 

echanism between the DCM module and the PduR module. This is 
to keep the sequence diagrams simple.  
Before the Dcm_TpRxIndication() call, the PduR module will ask 

Dcm_CopyRxData(). This exchange is not shown on the next seque
After a PduR_DcmTransmit() request from the DCM module to the
data e
diagrams. 
The function Xxx_StartProtocol() shall be called with the very first diagnostic 
request. 

9.2 DS Diagnostic Session Lay

9.2.1 Start Protocol 

«module»

Dsl

Dcm User«module»

Dsd

«module»

PduR

«module»

Dsp

Dcm_TpRxIndication(PduIdType,
NotifResultType)

StartProtocol(Std_ReturnType,
Dcm_ProtocolType)

Dcm_StartProtocol()

alt protocol allowed?

[E_OK]

[E_PROTOCOL_NOT_ALLOWED]

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

Dsp_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_TpRxIndication()
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9.2.2 Process Busy behavior 

«module»

PduR

«module»

Dsl

«module»

Dsd

«module»

Dsp

Dcm_TpRxIndication(PduIdType,Request
NotifResultType)

Data_Indication_functionality()
DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DspInternal_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_TpRxIndication()

{0..P2ServerMax}

{0..P2*ServerMax}

alt response?

[negative response: RC=0x78]

PduR_DcmTransm uIdType,it(Std_ReturnType, Pd
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)[positive response]

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

 
Internally, the DSL submodule calculates the time to response the tester. In the case 
that the DSP submodule doesn’t close the request with 
Dcm_ExternalProcessingDone() (in case of normal response handling) or 
DsdInternal_ProcessPage() (in case of paged-buffer handling) during the 
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P2ServerMax and/or P2*ServerMax, 
(requestCorectlyReceived-ResponsePending) independently. 

the DSL submodule sends a negative response 

9.2.3 Update Diagnostic Session Control when timeout occurs 

«module»

PduR

«module»

Dsl

«module»

Dsd

«module»

Dsp

«module»

BswM

Request in a 
non default 
session

During S3
_Server no 
request in a 
non default 
session

{S3_Server}

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DspInternal_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_TpRxIndication()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confimation_functionality()

Dcm_TpTxConfirmation()

BswM_Dcm_RequestSessionMode(Dcm_SesCtrlType)

BswM_Dcm_RequestSessionMode()

 
The DSL submodule resets session control value to default, if in a non-default 
session S3server timeout occurs. S3server timeout timer will be started with every 
data confirmation from the PduR module. 
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9.2.4 Process single response of ReadDataByPeriodicIdentifier 

«module»

Dsd

«module»

Dsl

«module»

PduR

Dcm User«module»

Dsp

ref

Receive a request message ...  - synchronous
Request

A request "ReadDataByPeriodicId" is received and 
processed. For details, please refer to:

ref

Receive a request message ... - asynchronous

Response
Within the Dspa scheduler is started for a cyclic transmission of single responses. The 
following sequence chart shows the transmission of one single response (one cycle).

DslInternal_ResponseOnOneDataByPeriodicId(uint8)
Simulate 
Request

Data_Indication_functionality()

DspInternal_DcmReadDataByIdentifier(msgContext)

ReadData(Did specific type)
:Std_ReturnType

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Response

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

DspInternal_DcmReadDataByIdentifier()

Data_Indication_functionality()

DslInternal_ResponseOnOneDataByPeriodicId()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

The DSP submodule requests sampling and transmission of Periodic Identifier data, 
when an event to Periodic Identifier occurs (i. e. a given time period is over). The 
DSP submodule initiates the sending of one periodic identifier calling the function 
ResponseOnOneDataByPeriodicId() provided by the DSL submodule. 
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Within this function the DSL submodule simulates a “ReadDataByIdentifier” re
for the given PeriodicId. The High byte of the DataIdentifier shall be set to 0xF2 as 

quest 

specified in [11]) and the low byte is set to value of the PeriodicId. 
The ReadData interfaces of the corresponding Datas of the DID are called to get the 
DID value. 
The DCM module is not able to receive for the same periodic identifier another  
event request from the DSP submodule, unless the confirmation of the current  
transmission is received. 
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9.2.5 Process single event-triggered response of ResponseOnEvent 

«module»

Dsd

«module»

Dsl

«module»

PduR

Dcm User«module»

Dsp

ref

Receive a request message ... - synchronousRequest

A request "ResponseOnEvent" is 
received and processed. For details, 
please refer to: ref

Receive a request message ... - asynchronous

Response Within the Dsp an event manager is started for event-driven transmission 
of single responses. The following sequence chart shows the transmission 
of one single event-triggered response.

DslInternal_ResponseOnOneEvent(Dcm_StatusType, const Dcm_MsgType,
Simulate 
Request

Dcm_MsgLenType, PduIdType) :Dcm_StatusType

Data_Indication_functionali ty()

DspInternal_DcmReadDataByIdentifier(msgContext)

ReadData(Did specific type)
:Std_ReturnType

DsdInternal_ProcessingDone(Dcm_MsgContextType*)
Response

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

DspInternal_DcmReadDataByIdentifier()

Data_Indication_functionali ty()

DslInternal_ResponseOnOneEvent()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

 
 
The DSP submodule requests transmission of ResponseOnEvent data, when ROE 
event occurs (DslInternal_ResponseOnOneEvent()). 
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Within this function the DSL submodule simulates a corresponding diagnostic request 
that has already been registered. This request will be processed by the DSP 
submodule. 
The ReadData interfaces of the corresponding Datas from the DID is called to get the 
DID value. 
The DCM module will not be able to process multiple event-triggered responses at 
one time. 
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9.2.6 Process concurrent requests 

«module»

Dsp

«module»

Dsd

«module»

Dsl

«module»

PduR

Dcm User

Request

OBD
Request

OBD
Response

2nd OBD
Request
(incomplete
flow)

DCM 
PROTOCOL 
PREEMPT 
TIMEOUT

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

Stop_Protocol_functionality()

StopProtocol(Std_ReturnType,
Dcm_ProtocolType)

Dcm_StopProtocol()

Stop_Protocol_functionality()
Data_Indication_functionality()

PduR_DcmCancelTransmitRequest()

PduR_DcmTransmit(Std_ReturnType,
PduIdType, const PduInfoType*) :
Std_ReturnType

PduR_DcmTransmit()

Dcm_TpRxIndication()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

Transmit_functionality()

DsdInternal_ProcessingDone()

DspInternal_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_TpRxIndication()

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

 
 
On reception of OBD request in parallel to processing of a normal diagnostic request 
(e.g enhanced diagnostic protocol, customer diagnostic protocol), running diagnostic 
request will be preempted. This is due to the configured higher priority of OBD 
protocol (see configuration parameter DcmDslProtocolPriority). 
The following is processed on reception of 1st OBD request: 
- The Application is informed of the protocol stop (done with Xxx_StopProtocol()) 
and resets to a stable state (e.g. switch of digital Ios,..). 
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- Lower Layer is requested to cancel ong
(done with 

oing transmission on the same N-PDU 
PduR_DcmCancelTransmitRequest()). 

- If the DCM is not able to switch fast enough from non OBD to OBD protocol, the 
DSL submodule responses with a negative response “BusyRepeatRequest” (NRC 
0x21) to OBD tester. 
It is in the responsibility of the system designer to ensure that the legislative timings 
are satisfied. 
- Timeout tracking of the Application finishes is started (timeout value configured in 
parameter DcmDslProtocolPreemptTimeout of the preempting protocol (here OBD 
protocol)). 
As long as the DSP submodule is not finished (finish is indicated with 
Dcm_ExternalProcessingDone()) or no timeout occurs, the DSL submodule 
responses with negative response “BusyRepeatRequest”. 
With receiving Dcm_ExternalProcessingDone(), the DSL submodule will not 
transmit a response to old request. There will also not given any negative response 
to inform first tester about preemption of diagnostic request. 
If the DSP submodule triggers no Dcm_ExternalProcessingDone(), the DSL 
submodule runs into timeout and switches directly to further processing of 
preempting protocol. 
 

9.2.7 Interface to ComManager  

9.2.7.1 Handling in Default Session 

«module»

ComM

«module»

Dcm

«module»

PduR

«module»

Dsp

Request

Response

Dcm_TpRxIndication(PduIdType,
NotifResultType)

ComM_DCM_ActiveDiagnostic(NetworkHandleType)

ComM_DCM_ActiveDiagnostic()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DspInternal_Dcm<DiagnosticServices>()

Dcm_TpRxIndication()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

ComM_DCM_InactiveDiagnostic(NetworkHandleType)

ComM_DCM_InactiveDiagnostic()

Dcm_TpTxConfirmation()
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9.2.7.2 Handling in Non-Default Session 

«module»

Dcm

«module»

ComM

«module»

PduR

«module»

Dsp

Dcm_TpRxIndication(PduIdType,Request
NotifResultType)

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DspInternal_Dcm<DiagnosticServices>()

Dcm_TpRxIndication()

Response
Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Dcm_TpTxConfirmation()
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9.2.7.3 Session transitions 
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9.2.7.4 Communication States 

«module»

Dcm::Dcm

«module»

ComM::ComM

No Communication 
State

Silent 
Communication 
State

Full 
Communication 
State

Dcm_ComM_NoComModeEntered(uint8)

Disable Transmission of ROE
and PeriodicID()

Disable normal Transmission
(receive and transmit)
(PduR_DcmTransmit)Dcm_ComMNoComModeEntered()

Dcm_ComM_SilentComModeEntered(uint8)

Disable Transmission of ROE
and PeriodicID()

Disable normal transmission
(transmit)
(PduR_DcmTransmit)Dcm_ComMSilentComModeEntered()

Dcm_ComM_FullComModeEntered(uint8)

Enable Transmission of ROE
and PeriodicID()

Enable normal Transmission
(PduR_DcmTransmit)

Dcm_ComMFullComModeEntered()
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9.3 DSD (Diagnostic Service Dispatcher) 

Receive a request message and transmit a positive response message – 
synchronous transmission 
 

«module»

Dcm_Internal::Dsp

«module»

Dcm_Internal::Dsd

«module»

Dcm_Internal::Dsl

«module»

_PduR::PduR

Request

Response

Dcm_RxIndication(PduIdType, NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(PduIdType, const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

DspInternal_Dcm<DiagnosticService>()

Data_Indication_functionality()

Dcm_RxIndication()

Dcm_TxConfirmation(PduIdType, NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType, PduIdType,
Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TxConfirmation()

 
 
 
Receive a request message and transmit a positive response message – 
asynchronous transmission 
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«module»

Dcm_Internal::Dsp

«module»

Dcm_Internal::Dsd

«module»

Dcm_Internal::Dsl

«module»

_PduR::PduR

Dcm_RxIndication(PduIdType, NotifResultType)Request

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DspInternal_Dcm<DiagnosticService>()

Data_Indication_functionality()

Dcm_RxIndication()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)Response

Transmit_functionality()

PduR_DcmTransmit(PduIdType, const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TxConfirmation(PduIdType, NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType, PduIdType,
Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TxConfirmation()

 
 
Receive a request message and suppress a positive response 
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«module»

Dsp

«module»

Dsd

«module»

Dsl

«module»

PduR

Request

Response

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Do NOT
Transmit_functionality()

Do NOT
Transmit_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

DsdInternal_ProcessingDone()

DspInternal_Dcm<DiagnosticService>()

Data_Indication_functionality()

Dcm_TpRxIndication()
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9.3.1 Receive request message and transmit negative response 
message 

 

«module»

Dsp

«module»

Dsd

«module»

Dsl

«module»

PduR

Request

Response

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DsdInternal_SetNegResponse(Dcm_MsgContextType*,
Dcm_NegativeResponseCodeType)

DsdInternal_SetNegResponse()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

DspInternal_Dcm<DiagnosticService>()

Data_Indication_functionality()

Dcm_RxIndication()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()
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9

 

.3.2 Process Service Request with paged-buffer 
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«module»

Dsd

«module»

Dsl

«module»

PduR

«module»

Dsp

Dcm_TpRxIndication(PduIdType,
Request

NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DsdInternal_StartPagedProcessing(const
Dcm_MsgContextType*)Response

DspInternal_DcmUpdatePage(Dcm_MsgType,
Dcm_MsgLenType)

DspInternal_DcmUpdatePage()

DspInternal_StartPagedProcessing()

DspInternal_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_TpRxIndication()

DsdInternal_ProcessPage(Dcm_MsgLenType)

Transmit_functionality()Start of 
process

PduR_DcmTransmit(Std_ReturnType,
PduIdType, const PduInfoType*) :
Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessPage()

Dcm_CopyTxData(BufReq_ReturnType,
PduIdType, PduInfoType*, RetryInfoType*,
PduLengthType**)

Dcm_CopyTxData=BUFREQ_E_BUSY()

loop transmit

Dcm_CopyTxData(BufReq_ReturnType,
PduIdType, PduInfoType*, RetryInfoType*,
PduLengthType**)

Data_Confirmation_functionality()

DspInternal_DcmUpdatePage(Dcm_MsgType,
Dcm_MsgLenType)

DspInternal_DcmUpdatePage()

Data_Confirmation_functionality()

Dcm_CopyTxData=BUFREQ_E_BUSY()

DsdInternal_ProcessPage(Dcm_MsgLenType)

Transmit_functionality()

Dcm_CopyTxData(BufReq_ReturnType,
PduIdType, PduInfoType*, RetryInfoType*,
PduLengthType**)

Dcm_CopyTxData=BUFREQ_OK()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()
End of 
process

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

 
 
The following flow is processed in case no error occurs on the Application side: 
 
Start of process: 
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4) DsdInternal_StartPagedProcessing(): With this API, the DSP submodule 
gives the complete response length to the DCM module and starts paged-buffer 
handling. This API starts no transmission! 
5) UpdatePage(): The DCM module requests data to be transmitted. 
6) DsdInternal_ProcessPage(): With this API, the DSP submodule requests 
transmission of the current page. 
8) PduR_DcmTransmit(): The DCM module requests transmission to the lower 
layers. 
9) Dcm_CopyTxData(): The buffer is filled and the DCM module shall return 
“BUFREQ_OK”(10). 
 
Start of the loop: 
11) Dcm_CopyTxData(): The PduR module requests t
not filled by the DSP submodule. 
12 + 13) UpdatePage: The DCM module requests the DSP submodule to fill the next 
page. 
14) By returning “BUFREQ_E_BUSY”, the DCM module indicates that the buffer has 
to be filled by the DSP submodule. 
15) DsdInternal_ProcessPage(): With this API, the DSP submodule requests 
transmission of the current page. 
17) Then, on the next call of Dcm_CopyTxData() the buffer is filled and the DCM 
module shall return “BUFREQ_OK” (18). 
 
LOOP: The flow 10 to 18 is repeated as long data can be sent. 
End of the loop: 
n-2 -> n) Dcm_TpTxConfirmation() When all data is send, the PduR module 
indicates the sending with a confirmation, which is given to the DSP submodule. 
The APIs 4, 5 and 6 are needed only for paged-buffer transmission. 
Page buffer timeout handling: 
 
The DCM module reacts in the following described way, when the DSP submodule 
starts paged-buffer handling, but is not able to process further on filling the response 
data. E.g. there are problems to access data from an EEPROM device. 
When providing the Pagebuffer to the DSP submodule (13: UpdatePage()), the DCM 
module starts a timeout supervision. If timeout (value configured in 
DcmPagedBufferTimeout) occurs, before the DSP 
(DsdInternal_ProcessPage()) following error handling is carried out in the DCM 
module: 

- The DCM module stops further processing of paged-buffer (item 15), 
- The DCM module requests 

DspInternal_CancelPagedBufferProcessing()
processing of PagedBuffer, and 

- The DCM module will cancel ongoing transmission in lower layers (done with 
return value BUFREQ_E_NOT_OK in next Dcm_CopyTxData()
17). 

he buffer but the buffer is 

submodule requests next page 

the DSP submodule (14: 
) to stop further 

 request, item 
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«module»

Dcm_Internal::Dsd

«module»

Dcm_Internal::Dsl

«module»

_PduR::PduR

«module»

Dcm_Internal::Dsp

Request

Response

loop transmit

{DCM_
PAGEDBUFFER_
TIMEOUT}

Dcm_RxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_Dcm<DiagnosticService>(Dcm_MsgContextType)

DsdInternal_StartPagedProcessing(const
Dcm_MsgContextType*)

DspInternal_DcmUpdatePage(Dcm_MsgType,
Dcm_MsgLenType)

DspInternal_DcmUpdatePage()

DsdInternal_StartPagedProcessing()

DspInternal_Dcm<DiagnosticServices>()

Data_Indication_functionality()

Dcm_RxIndication()

DsdInternal_ProcessPage(Dcm_MsgLenType)

Transmit_functionality()
Start of 
process

PduR_DcmTransmit(Std_ReturnType, PduIdType, const
PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessPage()

Dcm_CopyTxData(BufReq_ReturnType, PduIdType,
PduInfoType*, RetryInfoType*, PduLengthType**)

Dcm_CopyTxData=BUFREQ_OK()

Dcm_CopyTxData(BufReq_ReturnType, PduIdType,
PduInfoType*, RetryInfoType*, PduLengthType**)

Data_Confirmation_functionality()

DspInternal_DcmUpdatePage(Dcm_MsgType,
Dcm_MsgLenType)

DspInternal_DcmUpdatePage()

Data_Confirmation_functionality()

Dcm_CopyTxData=BUFREQ_E_BUSY()

DspInternal_DcmCancelPagedBufferProcessing()

DspInternal_DcmCancelPagedBufferProcessing()

Data_Failed_Functionality()

Data_Failed_Functionality()

Dcm_CopyTxData(BufReq_ReturnType, PduIdType,
PduInfoType*, RetryInfoType*, PduLengthType**)

Dcm_CopyTxData=BUFREQ_E_NOT_OK()

Dcm_TxConfirmation(PduIdType,
NotifResultType)

Abort of 
process Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TxConfirmation()
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9.4 

 

DSP (Diagnostic Service Processing) 

9.4.1 Interface DSP – DEM (service 0x19, 0x14, 0x85) 

Please refer to Section 9. In [7]. 

9.4.2 Interface special services 

9.4.2.1 Process Diagnostic Session Control 
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«module»

Dsp

«module»

Dsd

«module»

Dsl

«module»

PduR

«module»

BswM

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmDiagnosticSessionControl()

BswM_Dcm_RequestSessionMode(Dcm_SesCtrlType)

BswM_Dcm_RequestSessionMode()

DspInternal_DcmDiagnosticSessionControl()

Data_Indication_functionality()

Dcm_TpRxIndication()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType,
PduIdType, Dcm_ConfirmationStatusType)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

DslInternal_SetSesCtrlType(Dcm_SesCtrlType)

DslInternal_SetSesCtrlType()

Set new timing
parameters()

Set new timing
parameters()

  
On a Diagnostic Session Control request from a tester, the DSP submodule requests 
the Application to get the permission to change the session. 
With the permission from the Application, a positive response is given to the PduR 
module. In the data confirmation function the new session type and the new timing 
values are set. 
The DSL submodule indicates the session change to the Application 
(Xxx_ChangeIndication()). 
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9.4.2.2 Process Tester Present 

«module»

PduR

«module»

Dsd

«module»

Dsp

«module»

Dsl

Tester 
Present with 
positive 
response

Tester 
Present with 
negative 
response

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmTesterPresent()

DspInternal_DcmTesterPresent()

Data_Indication_functionality()

Dcm_TpRxIndication()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(PduIdType, const PduInfoType*) :
Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmTesterPresent()

DspInternal_DcmTesterPresent()

Data_Indication_functionality()

Dcm_TpRxIndication()

DspInternal_SetNegResponse(Dcm_MsgContextType*,
Dcm_NegativeResponseCodeType)

DspInternal_SetNegResponse()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(PduIdType, const PduInfoType*) :
Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

 
 
Above sequence diagram shows processing of TesterPresent commands, which are 
not of type functional addressed with subfunction 0x80. These TesterPresent 
commands are interpreted in the DSL submodule (more details can be found in 
Section 7.2.4.3 Concurrent “TesterPresent” (“keep alive logic”)) 
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All the other TesterPresent commands are processed in the following way: 
On a command TesterPresent the DSD submodule calls the DSP submodule with the 

uence chart also shows the case when an error function TesterPresent(). The seq
occurs and a negative response is sent. 

9.4.2.3 Process Security Access 

«module»

Dsp

«module»

Dsd

«module»

Dsl

«module»

PduR

Dcm User

Request 
Seed

Compare Key

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmSecurityAccess()

GetSeed(Std_ReturnType, uint8*, Dcm_OpStatusType,
uint8**, Dcm_NegativeResponseCodeType*)

GetSeed()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

Dcm_DcmSecurityAccess()

CompareKey(Std_ReturnType,
uint8*, Dcm_OpStatusType)

Dcm_CompareKey()

Dcm_SetSecurityLevel(Dcm_SecLevelType)

Dcm_SetSecurityLevel()

DsdInternal_ProcessingDone(Dcm_MsgContextType*)

Transmit_functionality()

PduR_DcmTransmit(Std_ReturnType, PduIdType,
const PduInfoType*) :Std_ReturnType

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_ProcessingDone()
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To get the security access, the DSD submodule has to call the DSP submodule to 

gets the key calculated by the tester and 
requests the application to compare this key with the internal calculated key. If no 

t in the DSL submodule and a positive 

get the seed value from the application. If no error is detected, the seed value is sent 
in the positive response. 
In a second step, the DSP submodule 

error occurs, the new access type is se
response is sent. 
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9.4.2.4 Process ResponseOnEvent OnDtcChange 

«module»

Dsp

«module»

Dsd

«module»

Dsl

Dcm User«module»

PduR

Dcm_TpRxIndication(PduIdType,
NotifResultType) Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)

OnDTCStatusChange 
subservice

DspInternal_DcmResponseOnEvent()

Data_Indication_functionali ty()

alt If DTC and Status fit to ROE configuration

[TRUE]

[FALSE]

Dcm_TpRxIndication() Configure Event()

DsdInternal_ProcessingDone()

Configuration of DTC, 
Status mask and 
ServiceToRespondTo

Transmit_functionality()
PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

Transmit_functionality()
PduR_DcmTransmit()

DsdInternal_ProcessingDone()
Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)
StartResponseOnEvent 
subservice

DspInternal_DcmResponseOnEvent()

Data_Indication_functionali ty()
Internal activation of

Dcm_TpRxIndication() DTC status supervision()

Dcm_DemTriggerOnDTCStatus()

Check DTC and
Status()

DslInternal_ResponseOnOneEvent(MsgPtr,MsgLen,DcmRxPduId)

Data_Indication_functionality()

DspInternal_DcmReadDTCInformation(pmsgContext)

DsdInternal_ProcessingDone()

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()
Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_DemTriggerOnDTCStatus()

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)

StopResponseOnEvent 
subservice

DspInternal_DcmResponseOnEvent()Data_Indication_functionality()

Dcm_TpRxIndication()

Internal deactivation of
DTC status supervision()

DsdInternal_ProcessingDone()

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()
Transmit_functionality()

DsdInternal_ProcessingDone()
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Above sequence diagram shows processing of ResponseOnEvent service for sub-
service OnDtcChange. 

ervice  ResponseOnEvent, the 

dentify if the event shall be trigger. This 

After configuration and activation of the event by the s
DCM checks the status of the configured DTC on every call to interface 
Dcm_DemTriggerOnDTCStatus() in order to i
interface is called by DEM for any DTC status change and independing of the 
activation/unactivation of ResponseOnEvent. 
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9.4.2.5 Process ResponseOnEvent OnChangeOfDataIdentifier 

«module»

Dsp

«module»

Dsd

«module»

Dsl

Dcm User«module»

PduR

Dcm_TpRxIndication(PduIdType,
NotifResultType) Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)

OnChangeOfDataIdentifier 
subservice

DspInternal_DcmResponseOnEvent()

Data_Indication_functionality()
Dcm_TpRxIndication()

StartResponseOnEvent 
subservice

StopResponseOnEvent 
subservice

Configure Event()

DsdInternal_ProcessingDone()

Configuration of DTC, 
Status mask and 
ServiceToRespondTo

Transmit_functionality()
PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

Transmit_functionality()
PduR_DcmTransmit()

DsdInternal_ProcessingDone()

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)

DspInternal_DcmResponseOnEvent()

Data_Indication_functionality()
Xxx_DcmActivateEvent(EventId,DCM_ROE_ACTIVE)

Dcm_TpRxIndication()

DsdInternal_ProcessingDone() Xxx_DcmActivateEvent()
Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

Transmit_functionality()PduR_DcmTransmit()
DsdInternal_ProcessingDone()

Dcm_TriggerOnEvent(Eventid)

DslInternal_ResponseOnOneEvent(MsgPtr, MsgLen, DcmRxPduId)

Data_Indication_functionality()

DspInternal_DcmReadDataByIdentifier(pMsgContext)

Xxx_ReadData()

DsdInternal_ProcessingDone() Xxx_ReadData()

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()
Transmit_functionality()

DsdInternal_ProcessingDone()

Dcm_TpRxIndication(PduIdType,
Dcm_TriggerOnEvent()NotifResultType)

Data_Indication_functionality()

DspInternal_DcmResponseOnEvent(pMsgContext)

Data_Indication_functionality() DspInternal_DcmResponseOnEvent()
Dcm_TpRxIndication()

Xxx_DcmActivateEvent(EventId,DCM_ROE_UNACTIVE)

Xxx_DcmActivateEvent()

DsdInternal_ProcessingDone()

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()
Transmit_functionality()

DsdInternal_ProcessingDone()
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Above sequence diagram shows processing of ResponseOnEvent service for sub-
service OnChangeOfDataIdentifier in the case the event is externally managed (The 

 not describe in this diagram). 
tion of the event by the service  

gger by the external module managing this 

event can be internally managed, but is
After configuration and etxernal activa
ResponseOnEvent, the DCM wait to be tri
DID. 
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9.4.2.6 Process Jump to Bootloader 

«module»

BswM

«module»

Dsd

«module»

Dsl

«module»

Dsp

«module»

PduR

«module»

Dcm_Callouts

Dcm_TpRxIndication(PduIdType,
NotifResultType)

Data_Indication_functionality()

Dcm_DcmDiagnosticSessionControl()

Dcm_DcmDiagnosticSessionControl()

Data_Indication_functionality()

Dcm_TpRxIndication()

If session is configured for jump to bootloader

BswM_Dcm_RequestResetMode(DCM_BOOTLOADER_RESET)

This call allow to check 
if the reset is allowedBswM_Dcm_RequestResetMode()

alt if Reset allowed DsdInternal_SetNegResponse(pMsgContext, NRC
0x78)[TRUE]

[FALSE]

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_SetNegResponse()

Dcm_TpTxConfirmation(PduIdType,
NotifResultType)

Data_Confirmation_functionality()

DspInternal_DcmConfirmation(Dcm_IdContextType, PduIdType,
Dcm_ConfirmationStatusType)

Dcm_SetProgConditions()

Dcm_SetProgConditions()

This call allow to 
request to jump to 
bootloader

BswM_Dcm_RequestResetMode(DCM_RESET_EXECUTION)

DspInternal_DcmConfirmation()

Data_Confirmation_functionality()

Dcm_TpTxConfirmation()

DsdInternal_SetNegResponse(pMsgContext, NRC
0x22)

Transmit_functionality()

PduR_DcmTransmit(PduR_ReturnType, PduIdType,
PduInfoType*)

PduR_DcmTransmit()

Transmit_functionality()

DsdInternal_SetNegResponse()

 
Above sequence diagram shows processing of a jump to bootloader on reception of 
DiagnosticSessionControl. 
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On reception of DiagnosticSessionControl, the DCM checks if the requested session 
is configured to trigger a jump to bootloader. In positive case, the DCM start the jump 

lls the callout 

to bootloader process: 
- Transmission of NRC 0x78 (ResponsePending) 
- On confirmation of transmission of NRC 0x78, the DCM ca

DcmSetProgConditions to store all information needed for the bootloader 
- DCM request the jump to bootloader to BswM module 
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10 Configuration specification 

10.1 

In addition to this section, it is highly recommended to read the documents: 
- AUTOSAR Layered Software Architecture  [5] 
- AUTOSAR ECU Configuration Specification [6]. This document describes the 

AUTOSAR configuration methodology and the AUTOSAR configuration 
metamodel in detail. 

The following is only a short survey of the topic and it will not replace the ECU 
Configuration Specification document. 

10.1.1 Configuration and configuration parameters 

Configuration parameters define the variability of the generic part(s) of an 
implementation of a module. This means that only generic or configurable module 
implementation can be adapted to the environment (software/hardware) in use during 
system and/or ECU configuration. 
The configuration of parameters can be achieved at different times during the 
software process: before compile time, before link time or after build time. In the 
following, the term “configuration class” (of a parameter) shall be used in order to 
refer to a specific configuration point in time. 
Pre-compile time specifies whether the configuration parameter shall be of 
configuration class Pre-compile time or not.  

How to read this section 

Label Description 

x 
The configuration parameter shall be of configuration class Pre-compile 
time. 

-- 
The configuration parameter shall never be of configuration class Pre-
compile time. 

 
Link time specifies whether the configuration parameter shall be of configuration 
class Link time or not. 
Label Description 
x The configuration parameter shall be of configuration class Link time. 
-- The configuration parameter shall never be of configuration class Link time. 

 
Post Build specifies whether the configuration parameter shall be of configuration 
class Post Build or not. 
Label Description 

x 
The configuration parameter shall be of configuration class Post Build and 
no specific implementation is required. 

L 
Loadable – the configuration parameter shall be of configuration class Post 
Build and only one configuration parameter set resides in the ECU.  

M 
Multiple – the configuration parameter shall be of configuration class Post 
Build and is selected out of a set of multiple parameters by passing a 
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Label Description 
dedicated pointer to the init function of the module.  

-- 
The configuration parameter shall never be of configuration class Post 
Build. 

 

The
 

10.1.2 Variants 

 DCM module has the following variants: 

[Dcm1 COMPILE: Only parameters with “Pre-compile time” 71] ⌈ VARIANT-PRE-

configuration are allowed in this variant.⌋(BSW00396)  

[Dcm172 ARIANT-LINK-TIME: Only parameters with “Pre-com] ⌈ V pile time” and 

“Link time” are allowed in this variant.⌋(BSW00396)  

[Dcm173] ⌈ VARIANT-POST-BUILD: Parameters with “Pre-compile time”, “Link time” 

and “Post-build time” are allowed in this variant.⌋(BSW00396)  

In variant POST-BUILD the pre-compile parameter shall be used to enable or disable 
the functionality (e.g. ROE transmission DCM_ROE_ENABLED). With the post build 
parameter the functionality shall be configured (e.g. DCM_ROE_TRANS_TYPE). 
Please note: This pre-compile configurati  on parameters are mandatory for all 
variants. The pre-compile parameter 
f ctionality (
configuration data that s
influence). 

The Containers structure the set of configuration parameters. This means: 
- all confi

(sub-) c
multiplicity to these references. The multiplicity then defines the possible 

indicating what kinds of parameters are handled inside. 

shall be used to enable or disable DCM 
e.g. ROE transmission DCM_ROE_ENABLED) or are DCM global un

hall be configured at pre complile time (e.g. memory 

10.1.3 Containers 

guration parameters are kept in containers. 
- ontainers can reference (sub-) containers. It is possible to assign a 

number of instances of the contained parameters. 
Containers have names 
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1 DCM configurations 

0.2.1 Dcm 

0.2 

1

Module Name  Dcm  
Module Description  Configuration of the Dcm (Diagnostic Communications Manager) module. 
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmConfigSet  1  
containers of the DCM module supporting multiple configuration 
sets. This container is a MultipleConfigurationContainer, i
container and its sub-cont
set.  

This container contains the configuration parameters and sub 

.e. this 
ainers exist once per configuration 

   
 

10.2.2 DcmConfigSet 

SWS Item  Dcm819_Conf :  
Container Name  DcmConfigSet [Multi Config Container]  

Description  

This container contains the configuration para
of the DCM module supporting multiple configu

meters and sub containers 
ration sets.  

This container is a MultipleConfigurationContainer, i.e. this container and 
its sub-containers exist once per configuration set. 

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDsd  1  

These parameters apply to Diagnostic Service Dispatcher. All 
parameters for all service dispatchers are included in this one 
configuration container. There must always be one service 
dispatcher in a DCM.  

1  

These parameters apply to a Diagnostic Session Layer. There 
may be a parameter set (DSL Configuration) per protocol. 
upperMultiplicity: Each DCM configuration must have exactly 
one DSL configuration. lowerMultiplicity: Each DCM 

ation.  

DcmDsl  

configuration must have exactly one DSL configur

DcmDs
These parameters apply to Diagnostic Service Processing. 

f these parameters per DCM.  
p  0..1  

There will always be one set o

General  1  
This container contains the configuration (parameters) for 
Component wide parameters  

Dcm

DcmPa
onfiguration (parameters) for Page 

geBufferCfg  1  
This container contains the c
Buffer handling  

DcmProcessingConditions  0..1  
er) for 

mode arbitration functionality of the Dcm  
This container contains the configuration ( DSP paramet
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10.2.3 DcmDsd  

SWS Item  Dcm688_Conf :  
Container Name  DcmDsd  

Description  
These parameters apply to Diagnostic Service Dispatcher. All parameters 
for all service dispatchers are included in this one configuration container. 

must always be one service dispatcher in a DCM. There 
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

This container contains the configuration (DSD parameters) for 
Service Identifier Table.  

DcmDsdServiceTable  1..256  

   

10.2.4 DcmDsdServiceTable 

SWS Item  Dcm732_Conf :  
Container Name  DcmDsdServiceTable  

Descriptio
This conta
Identifier T

n  
iner contains the configuration (DSD parameters) for Service 
able. 

Configuration Parameters  
   
SWS Item  Dcm736_Conf :  
Name   DcmDsdSidTabId  
Description  Due the fact of using one or more service tables the member of the 

Service Identifier Table includes a unique id for the Service Identifier 
Table. 

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDsdService  
for This container contains the configuration (DSD parameters) 

Service.  
1..*  

   

10.2.5 DcmDsdSer evic  

SWS Item  Dcm689_Conf :  
Container Name  DcmDsdService  
Description  This container contains the configuration (DSD parameters) for Service. 
Configuration Parameters  
   
SWS Item  Dcm777_Conf :  
Name   DcmDsdSidTabFnc  
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Descriptio Callback function of the ECU S
DcmDsdSidTabServiceId. This paramet

n  upplier specific component for the particular 
er is related to the interface 

osticService>. If it is not configured the service is 
nally. 

<Module>_<Diagn
cm-interhandled D

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item Dcm735_Conf :    
Name   DcmDsdSidTabServiceId  
Description  he possible Service identifier are predefined in 

O 15031-5 and in Table 4 and Table 5. 
Id of the Service identifier. T
the ISO 14229-1 and IS

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm737_Conf :  
Name   DcmDsdSidTabSubfuncAvail  
Description  Information whether the Dcm sdSidTabServiceId includes Sub functions 

 Handling o
 reference

 sub-function 

D
or not. Used for the
ISO14229-1 can be

f "s
d he

uppressPosRspMsgIndicationBit" 
re, as this specification gives fix 

definition, if an SID includes Subf
available fa

unction or not. true = sub-function 
not alse = vailable 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Lin   k time X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build --      time  
Scope / Dependency  scope: ECU  

dependency: DcmDsdSidTabServiceId  
   
SWS Item Dcm918_Co  nf :  
Name   DcmDsdSidTabModeRuleRef  
Description  DspModeRule Mode rule which controls the execution oReference to Dcm f

the DcmDsdService. If there is no reference, no check of the mode rule 
shall be done. 

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
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Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm733_Conf :  
Name  DcmDsdSidTabSecurityLevelRef   
Description  Link to the Security Access Levels needed for execution of the 

DsdService. Please refer to the ISO 14229-1, ISO 15031-5 and 
rification of the Security Access levels". Please note, that it shall be 
vided to configure several DcmDsdSidTabSecurityLevelRef per 

 there is no
be done. 

Dcm
"Ve
pro
DcmDsdService. If  reference, no check of security level shall 

Multiplicity  0..*  
Type  cmDspSecurityRow ]  Reference to [ D

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm734_Conf :  
Name   DcmDsdSidTabSessionLevelRef  
Description   Session Control needed for execution of the DcmDsdService. 

ase refer to the ISO 14229-1, ISO 15031-5 and "Verification of the 
". Please n

idTabSessio
e, no check of sess

Link to the
Ple
Diagnostic Session
several DcmDsdS

ote,
nLe

 that it shall be provided to configure 
velRef per DcmDsdService. If there is 

no referenc ion level shall be done. 
Multiplicity  0..*  
Type  Reference to [ DcmDspSessio ]  nRow 

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDsdSubService  0..*  

This container contains the configuration (DSD parameters) for 
his configuration is available only for services 

having Subfunction: this container exists only if parameter 
SidTabSub

SubServices. T

DcmDsd
and the parameter DcmDsdSidTabFnc is not existing.  

funcAvail, of this service, is set to TRUE 

   
Note : The DCM internal interaction with the DSP is implement

itly co
 

10.2.6 DcmDsdS

ation specific and 
therefore not explic nfigured 

 
 

ubService 

SWS Item  Dcm802_Conf :  
Container Name  DcmDsdSubService  

Description  
SubServices. This configuration is available only for services having 
This container contains the configuration (DSD parameters) for 
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Subfunction: this container exi
ubfuncAvail, service, is set to TRUE and the 

DsdSidTabFnc is not existing. 

sts only if parameter 
DcmDsdSidTabS of this 
parameter Dcm

Configuration Parameters  
   
SWS Item  Dcm942_Conf :  
Name   DcmDsdSubServiceFnc  
Description  eter 

>. 
Callback function of the ECU Supplier specific component. This param
is related to the interface <Module>_<DiagnosticService>_<SubService
If it is not configured the sub-service is handled Dcm-internally. 

Multiplicity  0..1  
Type  tionNameDef  EcucFunc
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  LE, VARIANT-
ST-BUILD  

X  VARIANT-PRE-COMPI
PO

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm803_Conf :  
Name   DcmDsdSubServiceId  
Description   Id of the SubService identifier. The possible Subfunction parameter value

are predefined in the ISO 14229-1 and ISO 15031-5. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPI
POST-BUILD  

LE, VARIANT-

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm924_Conf :  
Name   DcmDsdSubServiceModeRuleRef  
Description  Re e

this c de
rule shall b

ferenc
 the D

 to DcmDspModeRule Mode rule which controls execution of 
mDsdSubService. If there is no reference, no check of the mo
e done. 

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm812_Conf :  
Name   DcmDsdSubServiceSecurityLevelRef  
Description  Link to the Security Level needed for execution of the DcmDsdSubService. 

 ISO 14229-1, ISO 15031-5 and "Verification of the 
lease note, that it shall be provided to configure 

ervice. If 

Please refer to the
Diagnostic Session". P
several DcmDsdSubServiceSecurityLevelRef per DcmDsdSubS
there is no reference, no check of security level shall be done. 
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Multiplicity  0..*  
Type  Reference to [ DcmDspSecurityRow ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm804_Conf :  
Name   DcmDsdSubServiceSessionLevelRef  
Description  Link to the Session Control needed for execution of the 

se refer to the ISO 14229-1, ISO 15031-5 and 
rification of the Diagnostic Session". Please note, that it shall be 
vided to configure several DcmDsdSubServiceSessionLevelRef per 

DsdSubService. If there is no reference, no check of session level 
ll be done. 

DcmDsdSubService. Plea
"Ve
pro
Dcm
sha

Multiplicity  0..*  
Type  Reference to [ DcmDspSessionRow ]  

Pre-compile time  LE, VARIANT-
ST-BUILD  

X  VARIANT-PRE-COMPI
PO

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

DcmDsl 

 

10.2.7 

SWS Item   Dcm690_Conf : 
Container Name  DcmDsl  

 

rs apply to a D tic Session Layer. There may be a 
 (DSL Configuration) per protocol.  

upperMultiplicity: Each DCM configuration must have exactly one DSL 

ration must have exactly one DSL 

These paramete iagnos
parameter set

Description 
configuration.  
lowerMultiplicity: Each DCM configu
configuration. 

Configuration Parameters  
   
Included Containers  
Container Name  Multiplicity Scope / Dependency  

1..256  
T
(parameters) for the diagnostic buffer.  

his container contains the configuration 
DcmDslBuffer  

mDslCallbackDCMRequestService  1..*  

The name of this container is used to define the 
name of the R-Port through which the DCM 
access the interface 
CallbackDCMRequestServices. The R-Port is 
named CallbackDCMRequestServices_<SWC> 

WC> is the name of the container 

Dc

where _<S
DcmDslCallbackDCMRequestService.  

DcmDslDiagResp  
ndling 

1  
This container contains the configuration 
(parameters) for the ResponsePending ha

DcmDslProtocol  or 1  
This container contains the configuration 
(parameters) for the protocol configuration (f
each protocol) The following parameters needs to 
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be configured per protocol.  

DcmDslServiceRequestManufacturerNotificatio
0..*  

 of this container is used to define the 
name of the R-Port through which the DCM 
acce e 
ServiceRequestNotification. The R-Port is named 
ServiceRequestManufacturerNotification_<SWC>
; where <SWC> is the name of the container 
DcmDslServiceRequestManufacturerNotification. 
The lowerMultiplicity is 0: If 

estManufacturerNotificationEnabled = 
ot available.  

The name

sses the interfac

n  

DcmRequ
false the Indication API is n

DcmDslServiceRequestSupp 0..*  

 the 

amed 
> 

where <SWC> is the name of the container 

plicity is 0: If 
DcmRequestSupplierNotification = false the 
Indication API is not available.  

lierNotification  

The name of this container is used to define
name of the R-Port through which the DCM 
accesses the interface 
ServiceRequestNotification. The R-Port is n
ServiceRequestSupplierNotification_<SWC

DcmDslServiceRequestSupplierNotification. The 
lowerMulti

   

.2.8 DcmDslBuffer 10

SWS Item  Dcm739_Conf :  
Container Name  DcmDslBuffer  

Description  
This container contains the configuration (parameters) for the diagnostic 
buffer. 

Configuration Parameters  
   
SWS Item  Dcm738_Conf :  
Name   DcmDslBufferSize  
Description  

 or response) For a 

ease note: max. range is the valid range for a CAN 
l 

ange (and the page buffer mechanism) without any 
problems. 

Size of Diagnostic Buffer (in Bytes) For a linear buffer: size of the buffer 
shall be as large as the longest message (request
paged buffer (only Tx possible): size has impacts on the application 
performance Pl
network. We assume a FlexRay (or other networks) implementation wil
work with this r

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  8 .. 4294967294    
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.9 DcmDslCallbackDCMRequestService 

SWS Item  Dcm679_Conf :  
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Container Name  DcmDslCallbackDCMRequestService  

Description  

The name of this container is
through which the DCM acce
CallbackDCMRequestService
The R-Port is named Callbac

me  c
DcmDslCallbackDCM es

 used to define the name of the R-Port 
ss the interface 
s.  

kDCMRequestServices_<SWC> where 
ontainer 
tService. 

_<SWC> is the na  of the
Requ

Configuration Parameters  
   
No Included Containers  
   

10.2.10 DcmDslDiagResp 

SWS Item  Dcm691_Conf :  
Container Name  DcmDslDiagResp  

Description  
This container contains the c ) for the 
ResponsePending handling 

onfiguration (parameters

Configuration Parameters  
   
SWS Item  Dcm693_Conf :  
Name   DcmDslDiagRespMaxNumRespPend  
Descriptio Maximum

(requestCorrectlyReceived-ResponseP
n   number of negative responses with response code 0x78 

ending) allowed per request. DCM 
e response with response code 0x10 (generalReject), in 
e gets reached. Value 0xFF means that no limit number 

will send a negativ
lucase the limit va

of NRC 0x78 response apply. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm914_Conf :  
Name   DcmDslDiagRespOnSecondDeclinedRequest  
Description   reaction upon a second request (ClientB) that can not be 

cessed (e.g. due to priority assessment). TRUE: when the second 
t be processed, it shall be answered with NRC21 

st. FALSE when the second request (Client B) can not 
processed, it shall not be responded. 

Defines the
pro
request (Client B) can no
BusyRepeatReque : 
be 

Multiplicity  1  
Type  anParamDef  EcucBoole
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
No Included Containers  
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10.2.11 DcmDslProtocol 

SWS Item  Dcm694_Conf :  
Container Name  DcmDslProtocol  

Description  
 

lowing parameters needs to be 
This container contains the configuration (parameters) for the protocol
configuration (for each protocol) The fol
configured per protocol. 

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDslProtocolRow  1..*  
Definition of a single Row of configuration for the protocol 

figuration (for each protocol)  con
   

10.2.12 DcmDslProtocolRow 

SWS Item  Dcm695_Conf :  
Container Name  DcmDslProtocolRow  

 
le Row of configuration for the protocol configuration (foDefinition of a sing r

Description 
each protocol) 

Configuration Parameters  
   
SWS Item  Dcm886_Conf :  
Name   DcmDslProtocolEndiannessConvEnabled  
Description  Enables /disables the endianness conversion, per diagnostic protocol. 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm696_Conf :  
N ame  DcmDslProtocolID  
Description  The diag . 

Impleme
nostic protocol type for the DCM DSL protocol that is being configured
ntation Type: Dcm_ProtocolType 

Multiplicity  1  
Type  EcucEnumerationParamDef (Symbolic Name generated for this parameter)  

DCM_O  CAN (ISO15765-4; ISO15031-5)BD_ON_CAN  OBD on
DCM_OBD_ON_FLEXRAY  DCM_OBD_ON_FLEXRAY 
DCM_O DCM_OBD_ON_IP BD_ON_IP  
DCM_PERIODICTRANS_ON_IP  DCM_PERIODICTRANS_ON_IP 
DCM_PERIODIC_ON_CAN  DCM_PERIODIC_ON_CAN 
DCM_PERIODIC_ON_FLEXRAY  DCM_PERIODIC_ON_FLEXRAY 
DCM_ROE_ON_CAN  DCM_ROE_ON_CAN 
DCM_R RAY  DCM_ROE_ON_FLEXRAY OE_ON_FLEX
DCM_ROE_ON_IP  DCM_ROE_ON_IP 
DCM_SUPPLIER_1  Reserved for SW supplier specific 
DCM_SUPPLIER_10  Reserved for SW supplier specific 
DCM_SUPPLIER_11  Reserved for SW supplier specific 

Range  

DCM_SUPPLIER_12  Reserved for SW supplier specific 
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DCM_SUPPLIER_13  Reserved for SW supplier specific 
DCM_SUPPLIER_14  Reserved for SW supplier specific 
DCM_S Reserved for SW supplier specific UPPLIER_15  
DCM_S Reserved for SW supplier specific UPPLIER_2  
DCM_SUPPLIER_3  Reserved for SW supplier specific 
DCM_SUPPLIER_4  Reserved for SW supplier specific 
DCM_S Reserved for SW supplier specific UPPLIER_5  
DCM_SUPPLIER_6  Reserved for SW supplier specific 
DCM_SUPPLIER_7  Reserved for SW supplier specific 
DCM_SUPPLIER_8  Reserved for SW supplier specific 
DCM_S Reserved for SW supplier specific UPPLIER_9  
DCM_UDS_ C 29-1)ON_ AN  UDS on CAN (ISO15765-3; ISO142
DCM_UDS F _ON_FLEXRAY UDS on 

FlexRay (Manufacturer specific; 
ISO14229-1) 

_ON_ LEXRAY  DCM_UDS

DCM_UDS_ON_IP  DCM_UDS_ON_IP 
Pre-compile time  X VARIANT-PRE-COMPILE  
Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-bu X VARIANT-POST-BUILD  ild time  
Scope / Dependency scope: E

depende
CU  
ncy: DcmDslProtocolRxAddrType  

   
SWS Item  Dcm697_Conf :  
Na me  DcmDslProtocolIsParallelExecutab  
Description  el processing of ROE or Periodic Transmission protocol. 

 in parallel to normal protocol 
Enables the parall
Only these both protocols are allowed to run
(UDS, OBD). 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm698_Conf :  
Name  DcmDslProtocolPreemptTimeout   
Description  This is the value for the timeout (in milliseconds) of preempting protocol 

until protocol needs to be started. This is defined in the AUTOSAR SWS
for DCM as a uint16. The AUTOSA

 
R configuration standard is to use SI 

ue 
se in the software

upperMultip
colPreemptTimeout ol timing structure. 

ne Dcm  per 
origin: Stan  parameter.

units, so this parameter is defined as a float value in seconds. DCM 
configuration tools must convert this float value to the appropriate val
format for the u  implementation of DCM. min: A negative 
value is not allowed. licity: Exactly one 
DcmDslProto  value per DSL protoc
lowerMultiplicity: Exactly o DslProtocolPreemptTimeout value
DSL timing structure. dard AUTOSAR configuration

Multiplicity  1  
Type  Def  EcucFloatParam
Range  

  0 .. 1000  

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
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Scope / Dependency
cmDslProtocolID 

  scope: ECU  
dependency: D  

   
SWS Item  f :  Dcm699_Con
Name   colPriority  DcmDslProto
Description  DCM defines this it rity 

uring protocol preem  
 not be preempted ing 
col may be preemp rity 
ultiplicity: Exactly o
rMultiplicity: Exactl x 
: Standard AUTOS

The SWS for em as uint8. This is the protocol prio
that is used d ption handling. 0 = Highest priority
(protocol may by other protocols) 1, 2, 3... = Reduc
priority. Proto ted by other protocols with lower prio
value. upperM ne priority must be provided per Tx 
Protocol. lowe
Protocol. orig

y one priority must be provided per T
AR configuration parameter. in

Multiplicity  1  
Type  f  EcucIntegerParamDe
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope

dependency: DcmDslProtocolID  
: ECU  

   
SWS Item  Dcm700_Conf :  
Name  DcmDslProtocolTransType   
Description  Selects the transmission type for protocol. 
Multiplicity  0..1  
Type  EcucEnumerationParamDef  

TYPE1 Messages on the DcmTxPduId already 
used for normal diagnostic responses. 
The outgoing messages must be 

  

sy
m

nchronized with 'normal outgoing 
essages', which have a higher priority. 

Range  

TYPE2 DcmTxPduId.   Messages on a separate 
Pre-com ILE  pile time  X VARIANT-PRE-COMP
Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-bu X VARIANT-POST-BUILD  ild time  
Scope / Dependency  scope: 

depend
DcmDs

ECU  
ency: DcmDslProtocolRxPduId, 
lProtocol.DcmDslProtocolRow.DcmDslProtocolID  

   
SWS Item  Dcm910_Conf :  
Name   DcmSendRespPendOnTransToBoot  
Description  Parameter specifying if the ECU should send a NRC 0x78 (response 

pending) before transitioning to the bootloader (parameter set to TRUE) or 
if the transition shall be initiated without sending NRC 0x78 (parameter set 
to FALSE). 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value    true

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  pe: module  sco
   
SWS Item  onf :  Dcm729_C
Name   rverAdjust  DcmTimStrP2Se
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Description  This paramete
the bus before reaching P2.This p

r is used to gurantee that the DCM response is available on 
arameter value in milliseconds has to be 

configured as a multiple of DcmTaskTime and is minimum in the timing 
e AUTOSAR configuration standard is to use SI units, 

ed as a float value in seconds. DCM 
handling of P2. Th
so this parameter is defin
configuration tools must convert this float value to the appropriate value 
format for the use in the software implementation of DCM. 

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 1000    

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  pe: ECU  sco
   
SWS Item  onf :  Dcm728_C
Name   rServerAdjusDcmTimStrP2Sta t  
Description  This paramete

the bus before reaching P2*.This p
r is used to gurantee that the DCM response is available on 

arameter value in milliseconds has to 
be configured as multiple of DcmTaskTime and is minimum in the timing 

 P2*. The AUTOSAR configuration standard is to use SI units, 
efined as a float value in seconds. DCM 

 float value to the appropriate value 

handling of
so this parameter is d
configuration tools must convert this
format for the use in the software implementation of DCM. 

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 5000    

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  pe: ECU  sco
   
SWS Item  Dcm701_Conf :  
Name   DcmDslProtocolRxBufferID  
Description  iguration of protocol 

buffer used for Rx actions. upperMultiplicity / lowerMultiplicity:: Exactly one 
d for protocol reception 

Link to buffer configuration (DcmDslBuffer) for conf

Rx buffer is require
Multiplicity  1  
Type  Reference to [ DcmDslBuffer ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  pe: ECU  

tocolRxPduRef, DcmDslBuffer  
sco
dependency: DcmDslPro

   
SWS Item  Dcm702_Conf :  
Name   tocolSIDTable  DcmDslPro
Description  diagnostic se

ly one service table for the protocol. lowerMultiplicity: Must 
have exactly one service table for the protocol. 

Link to the used rvice table for this protocol. upperMultiplicity: 
Must have exact

Multiplicity  1  
Type  Reference to [ DcmDsdServiceTable ]  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE  
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Link time  X  VARIANT-LINK-TIME  
Post-build time  X  VARIANT-POST-BUILD  

Scope / Dependency  scope: ECU  
dependency: DcmDslProtocolID, 
DcmDsdServiceIdTable.DcmDsdSidTabId  

   
SWS Item  Dcm851_Conf :  
Name  DcmDslProtocolSessionRef   
Description  DspSession table used for this protocol 

Class. 
Reference to the Dcm
Configuration

Multiplicity  0..1  
Type  Reference to [ DcmDspSessio  n ] 

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

DslProtocolRxPduRef, DcmDslBuffer  dependency: Dcm
   
SWS Item  Dcm704_Conf :  
Name   DcmDslProtocolTxBufferID  
Description  

 
Link to buffer configuration (DcmDslBuffer) for configuration of protocol 
buffer used for Tx actions. upperMultiplicity / lowerMultiplicity:: Exactly one
Tx buffer is required for protocol transmission. 

Multiplicity  1  
Type  Reference to [ DcmDslBuffer ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  pe: ECU  

DslProtocolT
sco
dependency: Dcm xPduRef, DcmDslBuffer  

   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDslConnection  

s container contains links between Diagnostic Protocol 

e of the usecase to allow more then one diagnostic 
nt CAN channels) it is necessary to allow 

1..*  
(=DcmDslProtocolRow) and the according Rx or Tx channel. 
Becaus

Thi

tester (using differe
configuration of multiple DcmDslConnections.  

   

13 DcmDslC10.2. onnection 

SWS Item    Dcm705_Conf :
Choice container Name  DcmDslConnection  

This container contains links between Diagnostic Protoco
(=DcmDslProtocolRow) and the according Rx or Tx chan

l 
nel. Because of 

 allow configuration of multiple 
Description  the usecase to allow more then one diagnostic tester (using different CAN 

channels) it is necessary to
DcmDslConnections. 

   
Container Choices  
Container Name  MultiplicityScope / Dependency  

0..1  
This container contains configuration for Diagnostic Main 
Connection (DcmDslProtocol

DcmDslMainConnection  
Tx, DcmDslProtocolRx). In addition
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it contains links to th
slROEConne nsmission 

nection (DcmDslPeriodicTranmissionConRef) relevant for 
olTransType = TYPE2 or TYPE1.  

e ROE connection 
(DcmD ctionRef) and the Periodic Tra
Con
protocols with DcmDslProtoc
This container contains the config

DcmDslPeriodicTransmissio
n  

0..1  request

uration (parameters) for 
Periodic Transmission service. Hint: Periodic Transmission 

 comes via DcmDslMainConnection and 
on Event response is given via PeriodicTransmissi

DcmDslPeriodicTransmission.  

onseOnEvent  1  
ROE service request is recept 

tion and that Event response is given 

This container contains the configuration (parameters) for 
ResponseOnEvent service. Hint: 

DcmDslResp 0..
via DcmDslMainConnec

DslRespose Evia Dcm On vent  
   

10.2.14 DcmDslM tion ainConnec

SWS Item  Dcm706_Conf :  
Container Name  ection  DcmDslMainConn

This container contains configuration for Diagnostic Main Connection 
he 

 TYPE2 or TYPE1. 

(DcmDslProtocolTx, DcmDslProtocolRx). In addition it contains links to t
ROE connection (DcmDslROEConnectionRef) and the Periodic 
Transmission Connection (DcmDslPeriodicTranmissionConRef) relevant 

protocols with DcmDslProtocolTransType =

Description  

for 
Configuration Parameters  
   
SWS Item  Dcm826_Conf :  
Name   xTesterSourDcmDslProtocolR ceAddr  
Description  Tester source

within the jump to Bootloader interfaces. 
 address uniquely describes a client and will be used e.g. 

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Lin   k time X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm707_Conf :  
Name  DcmDslPeriodicTranmissionConRef   
Description Configures the lin

the processing of the Pe
 k to the connection of PeriodicTransmission protocol for 

riodicTransmission events. 
Multiplicity  0..1  
Type  Reference to [ DcmDslPeriodicTransmission ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm708_Conf :  
Name   DcmDslROEConnectionRef  
Description  Configures the link to the connection of ROE protocol for processing of the 

RO nE eve ts. 
Multiplicity  0..1  
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Type  Reference to [ DcmDslResponseOnEvent ]  
Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDslProtocolRx  1..*  

he 

e given several times per 
protocol and that the combination from DcmDslProtocolRxPduId 
and DcmDslProtocolRxAddrType is unique. Only one physical 

on. upperMultiplicity: More than 
DU ID may be configured for reception (e.g. one 

ts). lowerMultiplicity: At 
e receive PDU ID configuration must be provided per 

This container contains the configuration (parameters) for t
protocol configuration of RX channel (for each protocol) The 
following parameters needs to be configured per protocol. 
Please keep in mind, that the parameter 
DcmDslProtocolRxPduId can b

protocol is allowed per connecti
one receive P
for func requests, one for phys reques
least on
protocol.  

DcmDslProtocolTx  
e 

1  
This container contains the configuration (parameters) for th
protocol configuration of TX channel (for each protocol) The 
included parameters needs to be configured per protocol.  

   

10.2.15 DcmDslProtocolRx 

SWS Item  Dcm709_Conf :  
Container Name  DcmDslProtocolRx  

This container contains the configuration (parameters) for the protocol 
figuration of RX channel (for each protocol) The following parameters 

er protocol. Please keep in mind, that the 
cmDslProtocolR duId can be given several times per 

tocol and that the combination from DcmDslProtocolRxPduId and 
AddrType i col is 
ction.  

 More than on figured for 
e for func req   

ty: At least one receive PDU ID configuration must be 
provided per protocol. 

con
needs to be configured p
parameter D xP
pro

Description  DcmDslProtocolRx
r conne

s unique. Only one physical proto
allowed pe
upperMultiplicity:
reception (e.g. on

e re
ues

ceive PDU ID may be con
ts, one for phys requests).

lowerMultiplici

Configuration Parameters  
   
SWS Item  Dcm710_Conf :  
Name   DcmDslProtocolRxAddrType  
Description  Declares the communication 

PHYSICAL is used for 1 to 1 communication FUNCTIONAL is used for 1 to n 
commu

type of this DCM_PROTOCOL_DCMRXPDUID. 

nication 
Multiplicity  1  
Type  EcucEnumerationParamDef  

DCM_FUNCTIONAL_TYPE  FUNCTIONAL = 1 to n 
communication 

Range  

DCM_PHYSICAL_TYPE  PHYSICAL = 1 to 1 communications 
using physical addressing 

Pre-compile time  X VARIANT-PRE-COMPILE  
Link tim X VARIANT-LINK-TIME  e  

ConfigurationClass  

Post-build time  X VARIANT-POST-BUILD  
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Scope / Dependency  scope: 
depend colRxPduId
DcmDs cmDslProtocolRow.

ECU  
ency: DcmDslProto , 
lProtocol.D DcmDslProtocolID  

   
SWS Item  Dcm778_Conf :  
Na me  DcmDslProtocolRxChannelId  
Description  Channel Identifier associated to the received Pdu. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compi OMPILE  le time  X  VARIANT-PRE-C
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Po dst-buil  time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm687_Conf :  
Name   DcmDslProtocolRxPduId  
Description  DcmRxPduId value for reception of requests. 
Multiplicity  1  
Type  Ecu egcInt erParamDef (Symbolic Name generated for this parameter)  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  

dependency: DcmDslProtocolRxPduId  
   
SWS Item  Dcm906_Conf :  
Name   DcmDslProtocolRxComMChannelRef  
Description  u is Reference to the ComMChannel on which the DcmDslProtocolRxPd

received. 
Multiplicity  1  
Type  Reference to [ ComMChannel ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm770_Conf :  
Name   DcmDslProtocolRxPduRef  
Description   for reception of requests / Multiple links shall be DcmRxPduId reference

allowed. (e.g. one DcmRxPduId to receive func requests, one 
DcmRxPduId to receive phys requests) 

Multiplicity  1  
Type  Reference to [ Pdu ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  

slProtocolRxAddr
scope: ECU  
dependency: DcmD Type, DcmDslProtocolRxPduRef  

   
No Included Containers  
   

267 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

10.2.16 DcmDslProtocolTx 

SWS Item  Dcm711_Conf :  
Container Name    DcmDslProtocolTx

This container contains the con
configuration of TX channel (for

figuration (parameters) for the protocol 
Description   each protocol) The included parameters 

needs to be configured per protocol. 
Configuration Parameters  
   
SWS Item  Dcm864_Conf :  
Name  DcmDslTxConfirmationPduId   
Description  Handle Id to be used by the Lo ission of the 

tocolTxPdu to the L
wer Layer to confirm the transm

DcmDsPro owerLayer. 
Multiplicity  1  
Type  EcucIntegerParamDef (Symbolic Name generated for this parameter)  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm772_Conf :  
Name   DcmDslProtocolTxPduRef  
Description  Id reference for traDcmTxPdu nsmission of responses 
Multiplicity  1  
Type  Reference to [ Pdu ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  

dependency: DcmDslProtocol.DcmDslProtocolRow.DcmDslProtocolID  
   
No Included Containers  
   

10.2.17 DcmDslP smissioneriodicTran  

SWS Item  Dcm741_Conf :  
Container Name  n  DcmDslPeriodicTransmissio

Description  nnection 
e is given via 

mission. 

This container contains the configuration (parameters) for Periodic 
Transmission service.  
Hint: Periodic Transmission request comes via DcmDslMainCo
and PeriodicTransmission Event respons
DcmDslPeriodicTrans

Configuration Parameters  
   
Included Containers  
Container Name  Multiplicity Scope / Dependency  
DcmDslPeriodicConnection  0..*  Holding the TxPduId configuration for PeriodicTransmission.  
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10.2.18  DcmDslPeriodicConnection 

SWS Item  Dcm897_Conf :  
Container Name  DcmDslPeriodicConnection  
Description  Holding the TxPduId configuration for PeriodicTransmission. 
Configuration Parameters  
   
SWS Item  Dcm862_Conf :  
Na me  DcmDslPeriodicTxConfirmationPduId  
Description  ed by the Lower Layer to confirm the transmission of the 

owerLayer. 
Handle Id to be us
DcmDslPeriodicTxPdu to the L

Multiplicity  1  
Type  erated for this parameter)  EcucIntegerParamDef (Symbolic Name gen
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency    

DslProtocol
scope: ECU
dependency: Dcm TransType  

   
SWS Item  Dcm742_Conf :  
Name   DcmDslPeriodicTxPduRef  
Description  

riodic 
nsmissions configurations. upperMultiplicity: one or several 

Ref can be defined if Periodic Transmission is 
2 Periodic T
cmDslPerio e defined if 

ission is not e smissions is 

This is the reference to the PDU ID to be used by this DCM when sending 
Periodic Transmissions. It is only needed for Type2 Pe
Tra
DcmDslPeriodicTxPdu
enabled and TYPE

licity: D
ransmissions is configured. 

 to blowerMultip dicTxPduRef does not need
Periodic Transm nabled or TYPE1 Periodic Tran
configured.. 

Multiplicity  1  
Type  Reference to [ Pdu ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  

nsType  dependency: DcmDslProtocolTra
   
No Included Containers  
   

10.2.19  DcmDslResponseOnEvent 

SWS Item  Dcm744_Conf :  
Container Name  DcmDslResponseOnEvent  

This container contains the configuration (parameters) for 
ResponseOnEvent service.  

t via DcmDslMainConnection and that 
Description  

Hint: ROE s
Eve p

ervice request is recep
nt res onse is given via DcmDslResposeOnEvent 

Configuration Parameters  
   
SWS Item  Dcm863_Conf :  
Name   DcmDslRoeTxConfirmationPduId  
Description  Handle Id to be used by the Lower Layer to confirm the transmission of the 
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DcmDslRoeTxPdu to the LowerLayer. 
Multiplicity  0..1  
Type  EcucIntegerParamDef (Symbolic Name generated for this parameter)  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm743_Conf :  
Name   DcmDslRoeTxPduRef  
Description  or 

ission Type is T PE2) upperMultiplicity: One PDU required if 
mission Type is T PE2. lowerMultiplicity: No PDU required if 

 Type is TY

Reference to the PDU for transmission of ROE response (only needed f
ROE Transm

E Trans
Y
YRO

ROE Transmission PE1. 
Multiplicity  0..1  
Type  u ]  Reference to [ Pd

Pre-compile time    X  VARIANT-PRE-COMPILE
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  

olTransType  
scope: ECU  
dependency: DcmDslProtoc

   
No Included Containers  
   

10.2.20 DcmDslServiceRequestManufacturerNotification 

SWS Item  Dcm681_Conf :  
Container Name  DcmDslServiceRequestManufacturerNotification  

Description  

ainer is u
DCM acces

uestNotification. T
anufacturerN WC> is the 

ntainer DcmDslServiceRequestManufacturerNotification.  
anufacturerNotificationEnabled 

= false the Indication API is not available. 

The name of this cont sed
ses 

 to define the name of the R-Port 
the interface through which the 

ServiceReq he R-Port is named 
ServiceRequestM otification_<SWC>; where <S
name of the co
The lowerMultiplicity is 0: If DcmRequestM

Configuration Parameters  
   
No Included Containers  
   

DcmDslServiceRequestSupplierNotification 10.2.21 

SWS Item  Dcm816_Conf :  
Container Name  lierNotification  DcmDslServiceRequestSupp

Description  
ServiceRequestNotification. The R-Port is named 
ServiceRequestSupplierNotification_<SWC> where <SWC> is the name o

The name of this container is used to define the name of the R-Port 
through which the DCM accesses the interface 

f
the container DcmDslServiceRequestSupplierNotification.  

questSupplierNotification = false the The lowerMultiplicity is 0: If DcmRe
Indication API is not available. 
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Configuration Parameters  
   
No Included Containers  
   

10.2.22 DcmDsp 

SWS Item  Dcm712_Conf :  
Container Name  DcmDsp  

These parameters apply to Diagnostic Service Processing. There will 
se parameters per DCM. 

Description  
always be one set of the

Configuration Parameters  
   
SWS Item  Dcm638_Conf :  
Name   DcmDspMaxDidToRead  
Description  Indicates the maximu

request. If set to 0, the
m allowed DIDs in a single "ReadDataByIdentifier" 
n no limitation is applied. 

Multiplicity  0..1  
Type  rParamDef  EcucIntege
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm818_Conf :  
Name  DcmDspPowerDownTime   
Description  icates to the client the minimum time of the stand-by 

 sequence. The 
alues 

e; FF hex: indicates a 

This parameter ind
sequence the server will remain in the power-down
resolution of this parameter is one second per count. The following v
are valid: 00 - FE hex: 0 - 254 s powerDownTim
failure or time not available. 

Multiplicity  0..1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspComControl  0..1  --  
DcmDspControlDTCSetting  ntrolDTCSetting mechanism. 0..1  Provide the configuration of the Co

DcmDspData  
 

0..*  
This container contains the configuration (parameters) of a
Data belonging to a DID  

DcmDspDataInfo  
n (parameters) of a 

0..*  
This container contains the configuratio
Data  

DcmDspDid  
eters) of the 

0..*  
DID.  
This container contains the configuration (param

DcmDspDidInfo  ins the configuration (parameters) of the 0..*  This container conta

271 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

DID's Info  
DcmDspDidRange  0..*  This container defines the DID Range  

0..1  
This container contains the configuration of the memory 
access.  

DcmDspMemory  

DcmDspPid  0..*  This container defines the availability of a PID to the DCM.  

DcmDspRequestControl  

This container contains the configuration (parameters) of the 
"Request control of on-board system, test or component" 
service (Service $08). The DCM will request the control using 

ort requiring a PortInteface 
tControlServices_<TID> The R-Port is named 

0..*  an R-P
Reques
RequestControlServices_<TID> where <TID> is the name of 
the container DcmDspRequestControl.  

DcmDspRoe  0..1  Provide the configuration of the ResponseOnEvent mechanism. 

DcmDspRoutine  0..*  
This container contains the configuration (parameters) for 
Routines  

DcmDspRoutineInfo  
contains the configuration (parameters) for 
 

0..*  
ntainer 

Routine's Info. 
This co

DcmDspSecurity  
 

ity level) Description This 
container contains Rows of DcmDspSecurityRow  

1  
This container contains the configuration ( DSP parameter) for
security level configuration (per secur

DcmDspSession  
r contains the configuration ( DSP parameter) 

ession control c figuration (per session control) This 
container contains Rows of DcmDspSessionRow  

1..*  s
This containe

on

DcmDspTestResultByObdmi
d  

0..1  
tainer cont

"Request on-board monitoring test results" service (Service 
$06).  

This con ains the configuration (parameters) of the 

DcmDspVehInfo  0..*  
"Re
This container cont e configuration (parameters) of the 

quest vehicle information service" (service $09).  
ains th

   
 

10.2.23 DcmDspComControl 

SWS Item  Dcm900_Conf :  
Container Name  DcmDspComControl  
Description  -- 
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspComControlAllChann 0..*  
Collection of ComM channels which shall be controlled if 
all networks

el  
 are addressed.  

DcmDspComControlSetting  Provide the ration of the Communication control. 0..1  configu
Dc
l  

mDspComControlSpecificC
0..*  

Assigns subnet number to ComM channel which will be 
controlled.  

hanne

   

10.2.24 DcmDspComControlAllChannel 

SWS Item  Dcm901_Conf :  
Container Name  DcmDspComControlAllChannel  

Collection of ComM channels which shall be controlled if all networks are 
add d

Description  
resse . 

Configuration Parameters  
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SWS Item  Dcm C902_ onf :  
Name   Dcm ADsp llComMChannelRef  
Description  Reference to ComM channel. 
Multiplicity  1  
Type  Reference to [ ComMChannel ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Pos d OST-BUILD  t-buil time  X  VARIANT-P
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.25 DcmDspComControlSetting 

SWS Item  Dcm943_Conf :  
Container Name  DcmDspComControlSetting  
Description  Pro hvide t e configuration of the Communication control. 
Configuration Parameters  
   
SWS Item  Dcm944_Conf :  
Name   DcmDspComControlCommunicationReEnableModeRuleRef  
Description  Reference to D s

communication by DC
BswM_Dcm_CommunicationMode_CurrentState(DCM_ENABLE_RX_TX_NORM_NM)
) in case that the referenced mode rule is not fulfilled anymore. 

cmD pModeRule Mode rule which controls re-enabling of 
M. The DCM module shall call 

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-POST-
BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClas
s  

Post-build --      time  
Scope / scope: ECU  
Dependency  
   
No Included Containers  
   

10.2.26 DcmDspComCo lntro SpecificChannel 

SWS Item  Dcm903_Conf :  
Container Name  DcmDspComControlSpecificChannel  
Description  Assigns subnet number to ComM channel which will be controlled. 
Configuration Parameters  
   
SWS Item  Dcm905_Conf :  
Name   DcmDspSubnetNumber  
Description  Subnet Number which controls the specific ComMChannel. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  1 .. 14    
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Default value  --  
Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  sco
   
SWS Item  Dcm904_Conf :  
Name   ecificComMChannDcmDspSp elRef  
Description  mM channel. Reference to Co
Multiplicity  1  
Type  Reference to [ ComMChannel ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.27 DcmDspDid 

SWS Item  Dcm601_Conf :  
Container Name  pDid  DcmDs
Description  rs) of the DID. This container contains the configuration (paramete
Configuration Parameters  
   
SWS Item  Dcm602_Conf :  
Name  DcmDspDidIdentifier   
Description  2 byte Identifier of the DID 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time    VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

X

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm859_Conf :  
Name   DcmDspDidRoeQueueEnabled  
Description If set to TRUE, the ROE queue mechanism  will be used in case of ROE 

OnChangeOfDataIdentifier on this DID. If set to FALSE, the ROE event will
euing. be sent without qu

Multiplicity  0..1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  

oeQueueEnabled  
sco
dependency: DcmDspR
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SWS Item  Dcm805_Conf :  
Name   DcmDspDidUsed  
Description  tivate or deactivate

ble false = DI vailable 
Allow to ac  the usage of a DID, for multi purpose ECUs 
true = DID availa D not a

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  onf :  Dcm604_C
Name   ef  DcmDspDidInfoR
Description  Reference to DcmDspDidInfo containing information on this DID. 
Multiplicity  1  
Type  Reference to [ DcmDspDidInfo ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm606_Conf :  
Name   DcmDspDidRef  
Description  Reference to DcmDspDid in case this DID refer to one or serveral other 

DID's 
Multiplicity  0..*  
Type  Reference to [ DcmDspDid ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency    scope: ECU
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspDidExtRoe  0..1  this
on 

Provid
 DI

e information vent request on 
D externally. ontainer doesn't exist, an ROE event 

this DID will be managed internally.  

 to m
If th

an
is c

age a responseOnE

DcmDspDidSignal  
tainer defines the reference to 1 DcmDspData 

 relevant for this DID.  
0..*  

This con
container and position

   

10.2.28 DcmDspDidExtRoe 

SWS Item  Dcm780_Conf :  
Container Name  DcmDspDidExtRoe  

Description  
n to manage

If this container doe  this DID will be 
lly. 

Provide informatio  a responseOnEvent request on this DID 
externally. sn't exist, an ROE event on
managed interna

Configuration Parameters  
   
SWS Item  Dcm782_Conf :  
Name   DcmDspDidRoeActivateFnc  
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Description  activate/deactivate an ROE event managed externally. 
DspDataUsePort== USE_DATA_SYNCH_FNC or 

Function name to 
Only relevant if Dcm
USE_DATA_ASYNCH_FNC. This parameter is related to the interface 
xxx_ActivateEvent. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

endency: DcmDspDataUsePort  dep
   
SWS Item  Dcm781_Conf :  
Name  DcmDspDidRoeEventId   
Description  be used within Apis  

nt() 
EventId to  Dcm_TriggerOnEvent() and
xxx_ActivateEve

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

DspDidSignal 10.2.29 Dcm

SWS Item  Dcm813_Conf :  
Container Name  DcmDspDidSignal  

Description  
This conta ata container and 
pos e

iner defines the reference to 1 DcmDspD
ition r levant for this DID. 

Configuration Parameters  
   
SWS Item  Dcm814_Conf :  
Name  DcmDspDidDataPos   
Description Defines the posit

to DcmDspData container in the DI
 ion of the data defined by DcmDspDidDataRef reference 

D. The position is defined in bits. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
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SWS Item  Dcm808_Conf :  
Name   DcmDspDidDataRef  
Description  DspData container relevant for this DID. Reference to 1 Dcm
Multiplicity  1  
Type  Reference to [ DcmDspData ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

DcmDspD

 

10.2.30 idRange 

SWS Item  Dcm937_Conf :  
Container Name  DcmDspDidRange  
Description  This container defines the DID Range 
Configuration Parameters  
   
SWS Item  Dcm941_Conf :  
Name   DcmDspDidRangeHasGaps  
Description  specifying if there a arameter set to 

rameter set t
Parameter re gaps in the DID range (p

E) TRUE) or not (pa o FALS
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspRoeQueueEnabled  
   
SWS Item  Dcm938_Conf :  
Name   DcmDspDidRangeIdentifierLowerLimit  
Description  Lower limit of DID range. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency    scope: ECU
   
SWS Item  Dcm939_Conf :  
Name   idRangeIdentifierUp LDcmDspD per imit  
Description   of DID range. Upper limit
Multiplicity  1  
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Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item    Dcm946_Conf :
Name   DcmDspDidRangeIsDidAvailableFnc  
Description  Function name to request from application if a specific DID is available 

within the range or not. Only relevant if DcmDspDidRangeUsePort is set to 
false. This parameter is related to the interface Xxx_IsDidAvailable. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength --   
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm940_Conf :  
Name   DcmDspDidRangeMaxDataLength  
Description  Maximum data length in bytes 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  -COMPILE, VARIANT-VARIANT-PRE
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm947_Conf :  
N ame  DcmDspDidRangeReadDidFnc  
Description  Function name to request from application the data range value of a 

.(ReadData-function). Only relevant if DcmDspDidRangeUsePort is set 
is related to the interface Xxx_ReadDidData. 

DID
to false. This parameter 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm945_Conf :  
Name   DcmDspDidRangeUsePort  
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Description  mDspDidRangeUsePort is set to true the DCM will 
ata using an R- rt requiring a PortInteface 

aServices_DIDRange. In that case, 
IsDidAvaila  

arameter DcmDsp e DCM calls 
ined in DcmD nc, 
eReadDidFn cmDspDidRangeWriteDidFnc. 

When the parameter Dc
access the D Po
Dat
DcmDspDidRange
DcmDspDidRangeWriteDidFnc are ignored and the RTE APIs are used. 

bleFnc, DcmDspDidRangeReadDidFnc and

When the p DidRangeUsePort is false, th
angeIsDidAvailableFthe functions def

ang
spD
c an

idR
d DDcmDspDidR

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm948_Conf :  
Name   DcmDspDidRangeWriteDidFnc  
Description  Function name to request application to write the data range value of a 

.(WriteData-function). Only relevant if DcmDspDidRangeUsePort is set 
eter is rela e Xxx_WriteDidData. 

DID
to false. This param ted to the interfac

Multiplicity  0..1  
Type  meDef  EcucFunctionNa
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm950_Conf :  
Name   DcmDspDidRangeInfoRef  
Description  to DcmDspDidInfo is DID Range. Reference containing information on th
Multiplicity  1  
Type  Reference to [ DcmDspDidInfo ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.31 DcmDspC ntrolDTCSetting o

SWS Item  onf :  Dcm935_C
Container Name  TCSetting  DcmDspControlD
Description  Provide the configuration of the ControlDTCSetting mechanism. 
Configuration Parameters  
   
SWS Item  Dcm936_Conf :  
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Name   DcmDspControlDTCSettingReEnableModeRuleRef  
Description   re-enabling of 

odule shall execute a 
Reference to DcmDspModeRule Mode rule which controls
controlDTCsetting by DCM. The DCM m
ControlDTCSetting.Off (call Dem_EnableDTCSetting()) in case that the 
referenced mode rule is not fulfilled anymore. 

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.32 DcmDspData 

SWS Item  Dcm869_Conf :  
Container Name  DcmDspData  

Description  
e configuration (parameters) of a Data belonging This container contains th

 DID to a
Configuration Parameters  
   
SWS Item  Dcm677_Conf :  
Name   DcmDspDataConditionCheckReadFnc  
Description  Function name to demand app itions (e.g. System state) 

re correct. (C nCheckRead-function). Multiplicity 
 parameter Dc

sePort=="USE_DATA_SYNCH_FNC or 
DcmDspDataUsePort==USE_DATA_ASYNCH_FNC". This parameter is 

face Xxx_ConditionCheckRead. 

lication if the cond
to read the DID a
shall be equal to

ond
mD

itio
spDataReadFnc. Only relevant if 

DcmDspDataU

related to the inter
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspDataReadFnc, DcmDspDataUsePort  
   
SWS Item  Dcm825_Conf :  
Name   DcmDspDataEcuSignal  
Description  Function name to control the access to a certain ECU Signal by the DCM. 

ame>-function). Only relevant if 
_ECU_SIGNAL. 

(IoHwAb_Dcm_<EcuSignalN
DcmDspDataUsePort==USE

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

280 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspDataUsePort  
   
SWS Item  Dcm674_Conf :  
Name   DcmDspDataFreezeCurrentStateFnc  
Description  Function name to request to applic the current state of an 

(FreezeCurrentStat
Port=="USE_ _SYNCH_FNC or 

sePort==USE_DATA_ASYNCH_FNC". This parameter is 
related to the interface Xxx_FreezeCurrentState. 

ation to freeze 
IOControl. e-function). Only relevant if 
DcmDspDataUse DATA
DcmDspDataU

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

dependency: DcmDspDidFreezeCurrentState, DcmDspDataUsePort  
scope: ECU  

   
SWS Item  Dcm676_Conf :  
N ame  DcmDspDataGetScalingInfoFnc  
Description  Function name to request to application the scaling information of the DID. 

(GetScalingInformation-function). Only relevant if 
DcmDspDataUsePort=="USE_DATA_SYNCH_FNC or 
DcmDspDataUsePort==USE_DATA_ASYNCH_FNC". This paramet
related to the interface Xxxx_GetScalingInformation. 

er is 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

mDspDataSca foSize, DcmDspDataUsePort  
scope: ECU  

cdependency: D lingIn
   
SWS Item  Dcm671_Conf :  
Name   DcmDspDataReadDataLengthFnc  
Description   from application the data length of a DID. 

arameter is 
 

Function name to request
(ReadDataLength-function). Only relevant if 
DcmDspDataUsePort=="USE_DATA_SYNCH_FNC or 
DcmDspDataUsePort==USE_DATA_ASYNCH_FNC". This p

d to the interface Xxx_ReadDataLength.relate
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
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regularExpression  --  
Pre-compile time   Variants  X  All
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

dependency: DcmDspDataFixedLength, DcmDspDataUsePort  
scope: ECU  

   
SWS Item  Dcm824_Conf :  
Name   DcmDspDataReadEcuSignal  
Description  the DCM. 

relevant if 
Function name for read access to a certain ECU Signal by 
(IoHwAb_Dcm_Read<EcuSignalName>-function). Only 
DcmDspDataUsePort==USE_ECU_SIGNAL. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

cmDspDataUsePort  
scope: ECU  
dependency: D

   
SWS Item  Dcm669_Conf :  
Name   DcmDspDataReadFnc  
Description  plication the data value of a DID. 

ant if 

Function name to request from ap
(ReadData-function). Multiplicity shall be equal to parameter 
DcmDspDataConditionCheckReadFnc. Only relev
DcmDspDataUsePort=="USE_DATA_SYNCH_FNC or 
DcmDspDataUsePort==USE_DATA_ASYNCH_FNC". This parameter is 
related to the interface Xxx_ReadData. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspDataConditionCheckReadFnc, 
DcmDspDataUsePort  

   
SWS Item  Dcm673_Conf :  
Name   DcmDspDataResetToDefaultFnc  
Description  set an IOControl to default 

FNC". This parameter is 
d to the interface Xxx_ResetToDefault. 

Function name to request to application to re
value. (ResetToDefault-function). Only relevant if 
DcmDspDataUsePort=="USE_DATA_SYNCH_FNC or 
DcmDspDataUsePort==USE_DATA_ASYNCH_
relate

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
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minLength  --  
regularExpression  --  

Pre-compile time   Variants  X  All
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

dependency: DcmDspDidResetToDefault, DcmDspDataUsePort  
scope: ECU  

   
SWS Item  Dcm672_Conf :  
Name   DcmDspDataReturnControlToEcuFnc  
Description  an 

ly relevant if 
spDataUsePort=="USE_DATA_SYNCH_FNC or 

SE_DATA_ASYNCH_FNC". This parameter is 
ted to the interface Xxx_ReturnControlToECU. 

Function name to request to application to return control to ECU of 
IOControl. (ReturnControlToECU-function). On
DcmD
DcmDspDataUsePort==U
rela

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

dReturnControlToEcu, DcmDspDataUsePort  
scope: ECU  
dependency: DcmDspDi

   
SWS Item  Dcm675_Conf :  
Name   DcmDspDataShortTermAdjustmentFnc  
Description   signal. 

NCH_FNC or 
spDataUsePort==USE_DATA_ASYNCH_FNC". This parameter is 

x_ShortTermAdjustment. 

Function name to request to application to adjuste the IO
(ShortTermAdjustment-function). Only relevant if 
DcmDspDataUsePort=="USE_DATA_SY
DcmD
related to the interface Xx

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time   Variants  X  All
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

dependency: DcmDspDidShortTermAdjustment, DcmDspDataUsePort  
scope: ECU  

   
SWS Item  Dcm605_Conf :  
Name   DcmDspDataSize  
Description  ta has variable 

. 
Length of data in bits associated to the Data. If Da
datalength, that corresponds to the maximum datalength

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
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Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm879_Conf :  
Name   DcmDspDataType  
Description  Provide the data type of Data belonging to a DID. 
Multiplicity  0..1  
Type  EcucEnumerationParamDef  

BOOL f the signal is boolean. EAN  type o
SINT16  type of the signal is sint16. 
SINT3 . 2  type of the signal is sint32
SINT8  type of the signal is sint8. 
UINT16  type of the signal is uint16. 
UINT  is uint32. 32  type of the signal

Range  

UINT type of the signal is uint8. 8  
Pre-c X VARIANT-PRE-COMPILE, 

VARIANT-POST-BUILD  
ompile time  

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency  scope: ECU  

dependency: DcmDspDataSize  
   
SWS Item  m713_Dc Conf :  
Name   DcmDspDataUsePort  
Description  Define wich interface shall be used to access the data. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

USE_BLO ta using 
ckId 

ataBlockId 

CK_ID  The DCM will access the Da
the NVRAM Apis with the Blo
defined in DcmDspD

USE_DA

erface 
DataServices_<Data>. The R-Port is 
named DataServices_<Data> where 
<Data> is the name of the container 
DcmDspData. 

TA_ASYNCH_CLIENT_SERVER  The DCM will access the Data using 
an R-Port requiring a asynchronous 
ClientServertInt

USE_DATA_ASYNCH_FNC  The DCM will access the Data using 
the functions that are defined in 

of type 

r.

parameters 
EcucFunctionNameDef (but without 
DcmDspDataReadDataLengthFnc) in 
the DcmDspData container. 
E_PENDING return is allowed. 
OpStatus is existing as IN paramete

USE_DATA_SENDER_RECEIVER  The DCM will access the Data using 
an Port requiring a 

rt is 
<Data> where 

<Data> is the name of the container 
DcmDspData. 

SenderReceiverInteface 
DataServices_<Data>. The Po
named DataServices_

Range  

USE_DATA_SYNCH_CLIENT_SERVER  The DCM will access the Data using 
an R-Port requiring a synchronous 

<Data>. The R-Port is 
ClientServertInterface 
DataServices_
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named DataServices_<Data> where 

DcmDspData. 
<Data> is the name of the container 

USE_DATA_SYNCH_FNC  The DCM will access the Data using 
the functions that are defined in 
parameters of type 

ctionNameDef (but without 
DataReadDataLengthFnc) in 

the DcmDspData container. 

eter is 
e. 

EcucFun
DcmDsp

E_PENDING return value is not 
allowed and OpStatus param
not existing in the prototyp

USE_ECU_SIGNAL  ata using a The DCM will access the D
direct access to IoHwAb 

Pre ime  -compile t X All Variants  
Link time  --    

ConfigurationClass  

Po me  st-build ti --    
Scope / 
Dependency  

cos pe: ECU  

   
SWS Item  onf :  Dcm670_C
Name   DcmDspDataWriteFnc  
Description  pplication to write the data value of a DID. 

(WriteData-function). Only relevant if 
DataUsePort=="USE_DATA_SYNCH_FNC or 

sePort==USE_DATA_ASYNCH_FNC". This parameter is 

Function name to request a

DcmDsp
DcmDspDataU
related to the interface Xxx_WriteData. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspDataUsePort  
   
SWS Item  Dcm809_Conf :  
Name   DcmDspDataBlockIdRef  
Description  NRAM blockId to access the data. O

DcmDspDataUsePort==USE_BLOC
nly relevant if 
K_ID. 

Multiplicity  0..1  
Type  Reference to [ NvMBlockDescriptor ]  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  dependency: DcmDspDataUsePort  
   
SWS Item  Dcm811_Conf :  
Name   DcmDspDataInfoRef  
Description  Reference to 1 DcmDspDataInfo 
Multiplicity  1  
Type  Reference to [ DcmDspDataInfo ]  

Pre-compile time  X  All Variants  ConfigurationClass  
Link time  --     
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Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.33 DcmDspDataInfo 

SWS Item  Dcm810_Conf :  
Container Name  aInfo  DcmDspDat
Description  This container contains the configuration (parameters) of a Data 
Configuration Parameters  
   
SWS Item  8_Conf :  Dcm60
Name   DcmDspDataFixedLength  
Description  Indicates if the datalength of the Data is fixed true = datalength of the Data 

is fixed false = datalength of the Data is variable 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VA
POST-BUILD  

RIANT-PRE-COMPILE, VARIANT-

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  : ECU  scope
   
SWS Item  Dcm611_Conf :  
Name  DcmDspDataScalingInfoSize   
Description  If Scaling information service is available for this Data, it provides the size 

he scaling information. of t
Multiplicity  0..1  
Type  rParamDef  EcucIntege
Range     0 .. 4294967295 
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
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spDidInfo 10.2.34 DcmD

SWS Item  Dcm607_Conf :  
Container Name  DcmDspDidInfo  
Description This containe r contains the configuration (parameters) of the DID's Info 
Configuration Parameters  
   
SWS Item  Dcm612_Conf :  
Name   DcmDspDidDynamicallyDefined  
Description  Indicates if this DID can be dynamically defined true = DID can be 

dynamically defined false = DID can not be dynamically defined 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  sco
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspDidAccess  1  
DID
This container conta  configuration (parameters) of the 

 access  
ins the

   
 

10.2.35 DcmDspDidAccess 

SWS Item  Dcm609_Conf :  
Container Name  s  DcmDspDidAcces
Description  This container contains the configuration (parameters) of the DID access 
Configuration Parameters  
   
Included Containers  
Container Name  Multiplicity Scope / Dependency  

DcmDspDidControl  0..1  
s container contains the configuration (parameters) of the 

DID control.  
Thi

0..1  
This container contains the configuration (parameters) of the 
DID read.  

DcmDspDidRead  

DcmDspDidWrite  0..1  
This container contains the configuration (parameters) of the 
DID write.  

   

0.2.36 DcmDspDidControl 1

SWS Item  Dcm619_Conf :  
Container Name  DcmDspDidControl  
Description  This container contains the configuration (parameters) of the DID control. 
Configuration Parameters  
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SWS Item  Dcm624_Conf :  
Name   DcmDspDidFreezeCurrentState  
Description <b>This ind icates the presence of "FreezeCurrentState".</b> 
Multiplicity  0..1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm623_Conf :  
Name  DcmDspDidResetToDefault   
Description  <b>This indicates the presence of "ResetToDefault".</b> 
Multiplicity  0..1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm622_Conf :  
Name   DcmDspDidReturnControlToEcu  
Description  <b>T s inhi dicates the presence of "ReturnControlToEcu".</b> 
Multiplicity  0..1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm625_Conf :  
Name   DcmDspDidShortTermAdjustment  
Description  This indicates the presence of "ShortTermAdjustment". 
Multiplicity  0..1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-c piom le time  X  All Variants  
Lin   --     k time

ConfigurationClass  

Pos dt-buil  time  --     
Scope / Dependency  sco Cpe: E U  
   
SWS Item  Dcm923_Conf :  
Na me  DcmDspDidControlModeRuleRef  
Description  Reference to DcmDspModeRule Mode rule which controls this DID. If 

there is no reference, no check of the mode rule shall be done. 
Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     

288 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm620_Conf :  
Name   DcmDspDidControlSecurityLevelRef  
Description  Reference to DcmDspSecurityRow Security levels allowed to control this 

ce, no check of security level shall be done. DID. If there is no referen
Multiplicity  0..*  
Type  Reference to [ DcmDspSecurityRow ]  

Pre-compile time  RIANT-PRE-COMPILE, VARIANT-
ST-BUILD  

X  VA
PO

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm621_Conf :  
Name   DcmDspDidControlSessionRef  
Description  ssionRow Sessions allowed to control this DID. If 

re is no reference, no check of session level shall be done. 
Reference to DcmDspSe
the

Multiplicity  0..*  
Type  to [ DcmDspSessio   Reference nRow ]

Pre-compile time  RIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

X  VA

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.37 DcmDspDidRead 

SWS Item  Dcm613_Conf :  
Container Name  DcmDspDidRead  
Description  tains the configuration (parameters) of the DID read. This container con
Configuration Parameters  
   
SWS Item  Dcm917_Conf :  
Name   DcmDspDidReadModeRuleRef  
Description  Reference to DcmDspModeRule Mode rule which controls to read this 

eference, n de rule shall be done. DID. If there is no r o check of the mo
Multiplicity  0..1  
Type  cmModeRuleReference to [ D  ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm614_Conf :  
Name   DcmDspDidReadSecurityLevelRef  
Description  Reference to DcmDspSecurity

DID. If there is no reference, no check of security level shall be done. 
Row Security levels allowed to read this 

Multiplicity  0..*  
Type  cmDspSecurityRow ]  Reference to [ D
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Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm615_Conf :  
Name   DcmDspDidReadSessionRef  
Description  Reference to DcmDspSession

there is no reference, no check of session level shall be done. 
Row Sessions allowed to read this DID. If 

Multiplicity  0..*  
Type  cmDspSessio   Reference to [ D nRow ]

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.38 DcmDspDidWrite 

SWS Item  Dcm616_Conf :  
Container Name  DcmDspDidWrite  
Description  This container contains the configuration (parameters) of the DID write. 
Configuration Parameters  
   
SWS Item  Dcm922_Conf :  
Name  DcmDspDidWriteModeRuleRef   
Description  DspModeRule Mode rule which controls to write this 

ference, no check of the mode rule shall be done. 
Reference to Dcm
DID. If there is no re

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm617_Conf :  
Name   DcmDspDidWriteSecurityLevelRef  
Description  Reference to DcmDspSecurityRow  allowed to write this 

e is no reference, n ll be done. 
 Security levels

DID. If ther o check of security level sha
Multiplicity  0..*  
Type  Reference to [ DcmDspSecurityRow ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm618_Conf :  
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Name   DcmDspDidWriteSessionRef  
Description  Reference to DcmDspSessionRow ed to write this DID. If 

reference, no chec ne. 
 Sessions allow

there is no k of session level shall be do
Multiplicity  0..*  
Type  Reference to [ DcmDspSessionRow ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.39  DcmDspMemory 

SWS Item  Dcm784_Conf :  
Container Name  DcmDspMemory  
Description  This container contains the configuration of the memory access. 
Configuration Parameters  
   
SWS Item  Dcm912_Conf :  
Name   DcmDspUseMemoryId  
Description  If this parameter is set to false, the DCM will not use MemoryIdentifier 

m_WriteMemory and Dcm_ReadMemory callouts shall 
e MemoryIdentifier parameter. If this parameter is set 

ry 

shall be called with the MemoryIdentifier parameter. 

parameter. The Dc
be called without th
to true, the DCM will use MemoryIdentifier parameter to select the memo
device to use. The Dcm_WriteMemory and Dcm_ReadMemory callouts 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT
POST-BUILD  

-

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: module  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspMemoryIdInfo  

identifier used to select the 
 memory device This container contains the 

ry access requested through 

  

Provides the value of memory 

1..*  configuration of the memo
diagnostic services : Read

desired

MemoryByAddress, 
WriteMemoryByAddress, RequestDownload, RequestUpload

   

10.2.40 DcmDspM  emoryIdInfo

SWS Item    Dcm911_Conf :
Container Name  DcmDspMemoryIdInfo  

 
ier used to select the desired memory 

tains the configuration of the memory access requested 

Provides the value of memory identif
Description device  

This container con
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through diagnostic services : ReadMemoryByAddress, 
WriteMemoryByAddress, RequestDownload, RequestUpload 

Configuration Parameters  
   
SWS Item  Dcm913_Conf :  
Name   DcmDspMemoryIdValue  
Description  Value of the memory device identif rameter is only relevant 

ry Id parameter us emoryId = 
er used. This pa

if the memo e is enabled. (DcmDspUseM
TRUE) 

Multiplicity  0..1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

spUseMemoryId  
scope: ECU  
dependency: DcmD

   
Included Containers  
Container Name  Multiplicity Scope / Dependency  
DcmDspReadMemoryRangeI

ides the range of memory address allowed for reading  
nf

0..*  Prov
o  
DcmDspWrite
o  

MemoryRangeI
g. 

nf
0..*  Provides the range of memory address allowed for writtin

   

10.2.41  DcmDspReadMemoryRangeInfo 

SWS Item  Dcm785_Conf :  
Container Name  DspReadMemoryRangeInfo  Dcm
Description  Provides the range of memory address allowed for reading 
Configuration Parameters  
   
SWS Item  Dcm787_Conf :  
Name   DcmDspReadMemoryRangeHigh  
Description  High memory address of a range allowed for reading 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 

429496729
4  

  

Default value  --  
ConfigurationClass  Pre-compile 

time  BUILD  
X  VARIANT-PRE-COMPILE, VARIANT-POST-

Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm786_Conf :  
Name   DcmDspReadMemoryRangeLow  
Description  Low memory address of a range allowed for reading 
Multiplicity  1  
Type  EcucIntegerParamDef  
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Range  0 .. 
429496729   
4  

Default value  --  
ConfigurationClass  Pre-compile 

time
RIANT-PRE-COMPILE, VARIANT-POST-

  BUILD  
X  VA

Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm920_Conf :  
Name   DcmDspReadMemoryRangeModeRuleRef  
Description  Reference to DcmDspModeRule Mode rule which controls read 

acce  address. If 
of the mode rule shall be done. 

ss on this memory there is no reference, no check 

Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  
ConfigurationClass  Pre-

compil
e time  

RIANT-PRE-COMPILE, VARIANT-POST-X  VA
BUILD  

Link time  X  VARIANT-LINK-TIME  
Pos --     t-build time  

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm788_Conf :  
Na me  DcmDspReadMe Rmory angeSecurityLevelRef  
Description  Link to the Security Access Levels needed for read access on this 

memory address. If there is no reference, no check of security level 
shall be done. 

Multiplicity  0..*  
Type  Reference to [ DcmDspSecurityRow ]  
ConfigurationClas
s  

Pre-
compil
e time  

RE-COMPILE, VARIANT-POST-BUILD  X  VARIANT-P

Link t TIME  ime  X  VARIANT-LINK-
Post-build time  --     

Scope / 
Dependency  

scope: ECU  

   
No Included Containers  
   

10.2.42  DcmDspWriteMemoryRangeInfo 

SWS Item  Dcm789_C  onf :  
Container Name  cmDspWriteM ngeInfo  D emoryRa
Description  P range of memory address allo  rovides the wed for writting. 
Configuration Parameters  
   
SWS Item  Dcm791_Conf :  
Name   DcmDspWriteMemoryRangeHigh  
Description  llowed for writting. High memory address of a range a
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 ..   
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4294
4  

96729

Default value  --  
ConfigurationClass  Pre-compile X  VARIANT-PRE-COMPILE, VARIANT-POST-

time  BUILD  
Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm790_Conf :  
Name   DcmDspWriteMemoryRangeLow  
Description  writting Low memory address of a range allowed for 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  

6729   
0 .. 
42949
4  

Default value  --  
ConfigurationClass  Pre-compile X  VARIANT-PRE-COMPILE, VARIANT-POST-

BUILD  time  
Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm916_Conf :  
N ame  DcmDspWriteMemoryRangeModeRuleRef  
Description  Reference to DcmDspModeRule Mode rule which controls wr

access on this memory address. If there is no reference, no ch
of the mo

ite 
eck 

de rule shall be done. 
Multiplicity  0..1  
Type  Reference to [ DcmModeRule ]  
ConfigurationClass  Pre-

compil
e time  

BUILD  
X  VARIANT-PRE-COMPILE, VARIANT-POST-

Link time  X  VARIANT-LINK-TIME  
Post-build time     --  

Scope / Dependen CU  cy  scope: E
   
SWS Item   Dcm793_Conf : 
Name   DcmDspWriteMemoryRangeSecurityLevelRef  
Description  Link to the Security Access Levels needed for write access on this 

memory address. If there is no reference, no check of security level 
shall be done. 

Multiplicity  0..*  
Type  Reference to [ DcmDspSecurityRow ]  
ConfigurationClas
s  

Pre-
compil
e time  

RE-COMPILE, VARIANT-POST-BUILD  X  VARIANT-P

Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / 
Dependency  

scope: ECU  

   
No Included Containers  
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10.2.43 DcmDspPid 

SWS Item  Dcm626_Conf :  
Container Name  DcmDspPid  
Description  r d e availability of a P oThis containe efines th ID t  the DCM. 
Configuration Parameters  
   
SWS Item  Dcm627_Conf :  
Name   DcmDspPidIdentifier  
Description  1 byte Identifier of the PID 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build  time  --     
Scope / Dependency  Cscope: E U  
   
SWS Item  Dcm893_Conf :  
Name   DcmDspPidService  
Description  Allow to indicate if this PID is used for service $01 or/and $02. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

D rvice $01 CM_SERVICE_01  This PID is used for se
only. 

D
$02. Allowed with a PID 
configuration containing data 

CM_SERVICE_01_02  This PID is used for service $01 and 

elements on byte basis. 

Range  

D RV _  service $02 
only. Allowed with a PID 
confi t
elem  

CM_SE ICE 02  This PID is used for

gura
ents

ion containing data 
on byte basis. 

Pre-c X VARIANT-PRE-COMPILE, 
VARIANT-POST-BUILD  

ompile time  

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm870_Conf :  
Name   DcmDspPidSize  
Description  Length of the PID in byte. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm806_Conf :  
Name   DcmDspPidUsed  
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Description Allow 
true =

 to activate or deactivate the usage of a PID, for multi purpose ECUs 
 PID available false = PID not available 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspPidData   the parameter for a Signal in the PID.  1..*  This container defines

DcmDspPidSupportInfo  
This container defines the support information (typically byte A) 

re the usab -
 PIDs (e.g. 

0..*  to decla
mapped

ility o
PID

f the data bytes within the so-called bit
$68).  

   

10.2.44 DcmDspPidSupportInfo 

SWS Item  Dcm871_Conf :  
Container Name  DcmDspPidSupportInfo  

This container defines the support information (typically byte A) to declare 
Description  the usability of the data bytes within the so-called bit-mapped PIDs (e.g. 

PID$68). 
Configuration Parameters  
   
SWS Item  Dcm873_Conf :  
Name   DcmDspPidSupportInfoLen  
Description  Length of the supported information in bytes. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm872_Conf :  
N ame  DcmDspPidSupportInfoPos  
Description  Position of the supported information in bytes. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
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10.2.45 DcmDspPidData 

SWS Item  Dcm865_Conf :  
Container Name  dData  DcmDspPi
Description  fines the parameter for a Signal in the PID. This container de
Configuration Parameters  
   
SWS Item  Dcm866_Conf :  
Name   DcmDspPidDataPos  
Description  Thi e 0 

in case a s
s is th  position in bit of the PID structure and will not start at position 

upport information is availabe (for bit-mapped PIDs). 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 2040    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm628_Conf :  
Name  idDataSize  DcmDspP 
Description  Length of data associated to the PID in bit. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 2040    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspPidDataSupportInfo s container defines the supported information.   0..1  Thi

DcmDspPidService01  
Contains specific configuration parameter of PID for service 

is container exists only if DcmDspPidService is set to 
1 or DCM_SERVICE_01_02.  

0..1  $01. Th
DCM_SERVICE_0

DcmDspPidService02  0..1  
eter of PID for service 

$02. This container exists only if DcmDspPidService is set to 
E_02 or DCM_SERVICE_01_02.  

Contains specific configuration param

DCM_SERVIC
   

10.2.46 DcmDspPidService01 

SWS Item    Dcm894_Conf :
Container Name  DcmDspPidService01  

Contains specific configuration parameter of PID for service $01. This 
container exists only if DcmDspPidService is set to DCM_SERVICE_01 or 
DCM_SERVICE_01_02. 

Description  
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Configuration Parameters  
   
SWS Item  Dcm629_Conf :  
Name   DcmDspPidDataReadFnc  
Description  Function name for reading PID data value. This is only relevant if 

sePort==USE_DATA_SYNCH_FNC. This parameter is 
ace Xxx_ReadData. 

DcmDspPidDataU
related to the interf

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  U  

endency: DcmDspPidDataUsePort  
scope: EC
dep

   
SWS Item  Dcm720_Conf :  
Name   DcmDspPidDataUsePort  
Description  If this parameter is set to USE_DATA_SYNCH_FNC, the DCM will use the 

function defined in DcmDspPidDataReadFnc to get the PID data value. If this 
parameter is set to USE_DATA_SYNCH_CLIENT_SERVER, the DCM will have 
an R-Port requiring the interface DataServices_<Data>. If this parameter is set to 
USE_DATA_SENDER_RECEIVER, the DCM will have an R-Port requiring a 
SenderReceiverInterface The R-Port 
<Data> ta. 

is named DataServices_<Data> where 
 is the name of the container DcmDspPidDa

Multiplicity  1  
Type  EcucEnumerationParamDef  

USE_D DER_RECEIVER -- ATA_SEN   
USE_DATA_SYNCH_CLIENT_SERVER  -- 

Range  

USE_DATA_SYNCH_FNC  -- 
Pre-compile time  ts  X All Varian
Link time  --    

ConfigurationClass  

Post-b --    uild time  
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.47 DcmDspPid vSer ice02 

SWS Item  Dcm895_Conf :  
Container Name  DcmDspPidService02  

Description  
Contains specific configuration parameter of PID for service $02. This 
container exists only if DcmDspPidService is set to DCM_SERVICE_02 or 
DCM_SERVICE_01_02. 

Configuration Parameters  
   
SWS Item  Dcm887_Conf :  
Name   DcmDspPidDataDemRef  
Description  Reference to DemPidDataElement in DEM configuration. Allows to link

DCM PID and DEM PID configuration for Mode $02. 
 the 

Multiplicity  0..1  
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Type  Reference to [ DemPidDataElement ]  
Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     

 Scope / Dependency  

   
No Included Containers  
   

10.2.48 DcmDspPidDataSupportInfo 

SWS Item  Dcm874_Conf :  
Container Name  SupportInfo  DcmDspPidData
Description  This container defines the supported information. 
Configuration Parameters  
   
SWS Item  Dcm876_Conf :  
Name  DcmDspPidDataSupportInfoBit   
Description  referenced Bit of the SupportInfo 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIAN
POST-BUILD

T-
  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm875_Conf :  
Name   DcmDspPidDataSupportInfoRef  
Description  erence to DcmDspPidSupportInfo Ref
Multiplicity  1  
Type  Reference to [ DcmDspPidSupportInfo ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.49  DcmDspRequestControl 

SWS Item  Dcm637_Conf :  
Container Name  DcmDspRequestControl  

This container contains the configuration (parameters) of the "Request 
, test or component" service (Service $08). The 

 
estControlServices_<TID> where <TID> is the name of the container 

control of on-board system
Description  DCM will request the control using an R-Port requiring a PortInteface 

RequestControlServices_<TID> The R-Port is named
Requ
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DcmDspRequestControl. 
Configuration Parameters  
   
SWS Item  onf :  Dcm722_C
Name  tControlInBuff  DcmDspReques erSize  
Description  -- 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 4294967295    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm723_Conf :  
Na me  DcmDspRequestControlOutBufferSize  
Description  -- 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 4294967295    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency    scope: ECU
   
SWS Item  Dcm656_Conf :  
Na me  DcmDspRequestControlTestId  
Description   $08 Test Id for Service
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.50 DcmDspRoe 

SWS Item  Dcm858_Conf :  
Container Name  DcmDspRoe  
Description  Provide the configuration of the ResponseOnEvent mechanism. 
Configuration Parameters  
   
SWS Item  Dcm857_Conf :  
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Name   DcmDspRoeBufSize  
Description  Size of the buffer used to managed internally the subservice 

OnChangeOfDataIdentifier of ResponseOnEvent Service. 
Multiplicity  0..1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item    Dcm933_Conf :
Name   DcmDspRoeInitFnc  
Description  Function name to initialize an ROE event managed externally. 
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  -TIME  VARIANT-LINK

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm860_Conf :  
Name   DcmDspRoeInitOnDSC  
Description  lity is re-initialized on reception of service 

ol. 
If set to TRUE the ROE functiona
DiagnosticSessionContr

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  -TIME  VARIANT-LINK

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm856_Conf :  
Name   DcmDspRoeInterMessageTime  
Description  Provide the minimum time in ms between two transmissions of ROE event. 

It is used for the delay between two different consecutive Roe 
transmissions and between two transmissions of the retry mechanism. The 
AUTOSAR configuration standard is to use SI units, so this parameter is 

 as float value in seconds. DCM configuration tools must convert 
at value to the appropriate value format for the use in the software 

implementation of DCM. min: A negative value is not allowed. 

defined
this flo

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 5000    

Default value  --  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
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POST-BUILD  
Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  : module  scope
   
SWS Item  nf :  Dcm853_Co
Name   DcmDspRoeMaxEventLength  
Description  Provide the max size in byte of an ROE message that will be stored in the 

ROE transmission queue. 
Multiplicity  0..1  
Type  mDef  EcucIntegerPara
Range  1 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

endency: DcmDspRoeQueueEnabled  
scope: ECU  
dep

   
SWS Item  Dcm855_Conf :  
Name   DcmDspRoeMaxNumberOfRetry  
Description  Provide the max number of re-

transmission failure. If set to 0, no retry mechanism will be managed 
transmission of an ROE event in case of 

Multiplicity  1  
Type  mDef  EcucIntegerPara
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  sco
   
SWS Item  Dcm854_Conf :  
Name   DcmDspRoeMaxQueueLength  
Description  Provide the max number of element in the ROE transmission queue. 
Multiplicity  0..1  
Type  mDef  EcucIntegerPara
Range  1 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspRoeQueueEnabled  
   
SWS Item  Dcm852_Conf :  
Name   DcmDspRoeQueueEnabled  
Description  If set to TRUE, the RO

FALSE, the ROE even
E queue mechanism is enabled on DCM. If set to 
t will be sent without queuing. 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
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POST-BUILD  
Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm934_Conf :  
N ame  DcmDspRoeStopFnc  
Description  Function name to stop an ROE event managed externally. 
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  -COMPILE, VARIANT-VARIANT-PRE
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.51 DcmDspRoutine 

SWS Item  Dcm640_Conf :  
Container Name  DcmDspRoutine  
Description  This container contains the configuration (parameters) for Routines 
Configuration Parameters  
   
SWS Item  Dcm753_Conf :  
Na me  DcmDspRequestResultsRoutineFnc  
Description   request to application the results of a routine. 

n) This parameter is related to the 
Function name for
(Routine_RequestResults-functio
interface Xxx_RequestResults. 

Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspRoutineUsePort  
   
SWS Item  Dcm899_Conf :  
Name   DcmDspRequestResultsRoutineSupported  
Description  Indicates if the optional requestRoutineResults in the RoutineControl is 

ported true = requestRoutineResults is supportedsup
req

 false = 
uestRoutineResults is not supported 

Multiplicity  1  
Type  EcucBooleanParamDef  
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Default value  --  
Pre-compile time  LE, VARIANT-

ST-BUILD  
X  VARIANT-PRE-COMPI

PO
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm817_Conf :  
Name   DcmDspRoutineFixedLength  
Description   of the optional record in the RoutineControl 

uest and response is fixed. true = datalength of the optional record is 
d false = datalength of the optional record is variable In case 
DspRoutineFixedLength is set to FALSE, the 
DspRoutineSignalLength for the last signal is the maximum length (in 

l record. 

Indicates if the datalength
req
fixe
Dcm
Dcm
bits) of the optiona

Multiplicity  1  
Type  anParamDef  EcucBoole
Default value  --  

Pre-compile time  
POST-BUILD  

X  VARIANT-PRE-COMPILE, VARIANT-

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm641_Conf :  
Name   DcmDspRoutineIdentifier  
Description  2 bytes Identifier of the RID 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm724_Conf :  
Name  DcmDspRoutineUsePort   
Description  If this parameter is set to true, the DCM uses a port requiring a 

tInterface RoutineServices_<ROUTINENAME>. The R-Port is named 
tineServices_<ROUTINENAME> where <ROUTINENAME> is the 
e of the container DcmDspRoutine In that case, the configuration must 

n names in DcmDspStartRoutineFnc, 
opRoutineFnc or D RequestResultsRoutineFnc. If this is 

xpects to find mes of the functions to be used in 
outineFnc, DcmDspStopRoutineFnc or 

Por
Rou
nam
not provide functio
DcmDspSt cmDsp
false, the DCM e  the na
DcmDspStartR
DcmDspRequestResultsRoutineFnc. 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  sco
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SWS Item  Dcm807_Conf :  
Name   DcmDspRoutineUsed  
Description  Allow to activate or deactivate the usage of a Routine, for multi purpose 

= Routine available e ECUs true  false = Routine not availabl
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm664_Conf :  
Name   DcmDspStartRoutineFnc  
Description  Function name for request to application to start a routine. (Routine_Start-

is related to the interface Xxx_Start. function) This parameter 
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  

eUsePort  
scope: ECU  
dependency: DcmDspRoutin

   
SWS Item  Dcm752_Conf :  
Name  DcmDspStopRoutineFnc   
Description  Function name for

function) This para
 request to a
meter is rel

pplication to stop a routine. (Routine_Stop-
ated to the interface Xxx_Stop. 

Multiplicity  0..1  
Type  meDef  EcucFunctionNa
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmDspRoutineUsePort  
   
SWS Item  Dcm898_Conf :  
Name   DcmDspStopRoutineSupported  
Description   the RoutineControl is supported 

 = stopRoutine is supported false = stopRoutine is not supported 
Indicates if the optional stopRoutine in
true

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  RIANT-PRE-COMPILE, VARIANT-
ST-BUILD  

X  VA
PO

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
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SWS Item  Dcm642_Conf :  
Name   DcmDspRoutineInfoRef  
Description  his routine. Reference to DcmDspRoutineInfo containing information on t
Multiplicity  1  
Type  Reference to [ DcmDspRoutineInfo ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   

10.2.52 DcmDspRoutineInfo 

SWS Item  Dcm643_Conf :  
Container Name  DspRoutineInfo  Dcm
Description  This container contains the configuration (parameters) for Routine's Info. 
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspRoutineAuthorization
iguration (parameters) for the 

  1  
This container contains the conf
Routine Authorization.  

DcmDspRoutineRequestResOu Provide description of output parameter of RequestResult 
ervice for RoutineControl service.  

0..1  
subst  

DcmDspRoutineStopIn  
ription of input parameter of Stop subservice for 

0..1  
RoutineControl service.  
Provide desc

DcmDspRoutineStopOut  
ubservice 

for RoutineControl service.  
0..1  

Provide description of output parameter of Stop s

DcmDspStartRoutineIn  
cription of input parameter of Start subservice for 

RoutineControl service  
0..1  

Provide des

tRoutineOut  0..1  
Provide description of output parameter of Start subservice 
for RoutineControl service.  

DcmDspStar

   

10.2.53 DcmDspR orizationoutineAuth  

SWS Item  Dcm644_Conf :  
Container Name  DcmDspRoutineAuthorization  

This container contains the configuration (parameters) for the Routine 
Description  

Authorization. 
Configuration Parameters  
   
SWS Item  Dcm915_Conf :  
Name   DcmDspRoutineModeRuleRef  
Description  Reference to DcmDspModeRule Mode rule which controls this RID. If 

e, no checthere is no referenc k of the mode rule shall be done. 
Multiplicity  0..1  
Type  to [ DcmModeRuleReference  ]  
ConfigurationClass  Pre-compile time  RIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
X  VA
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Link time  X  VARIANT-LINK-TIME  
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm648_Conf :  
Name   DcmDspRoutineSecurityLevelRef  
Description  Reference to DcmDspSecurity

RID. If there is no reference, no check of security level shall be done. 
Row Security levels allowed to control this 

Multiplicity  0..*  
Type  cmDspSecurityRow ]  Reference to [ D

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm649_Conf :  
Name  DcmDspRoutineSessionRef   
Description  DspSessionRow Sessions allowed to control this RID. If 

no check of session level shall be done. 
Reference to Dcm
there is no reference, 

Multiplicity  0..*  
Type  Reference to [ DcmDspSessionRow ]  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Lin RIANT-LINK-TIME  k time  X  VA

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: U  EC
   
No Included Containers  
   

10.2.54  DcmDspRou Rtine equestResOut 

SWS Item  Dcm8 o31_C nf :  
Container Name  DcmD utspRo ineRequestResOut  

Description  
Provide desc  RequestResult subservice for 
RoutineControl service. 

ription of output parameter of

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspRoutineRequestResO Provide description of a routine signal used in 

trol service.  
utSigna

1..*  
RoutineConl  

   

10.2.55 DcmDspRoutineRequestResOutSignal 

SWS Item  Dcm836_Conf :  
Container Name  DcmDspRoutineRequestResOutSignal  
Description  Provide description of a routine signal used in RoutineControl service. 
Configuration Parameters  
   
SWS Item  Dcm838_Conf :  
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Name   utineSignalLength DcmDspRo  
Description  h in bits of the signal in the RoutineControl 

nse 
Provide the lengt
request/respo

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item    Dcm837_Conf :
Name   DcmDspRoutineSignalPos  
Description  Provide the position of the signal in the RoutineControl request/response. 

ined in bits. The position is def
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  -TIME  VARIANT-LINK

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm881_Conf :  
Name   DcmDspRoutineSignalType  
Description  Provide the type of the signal in the RoutineControl request/response. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

BOOLEAN  type of the signal is boolean. 
SINT16  type of the signal is sint16. 
SINT32 type of the signal is sint32.   
SINT8  e signal is sint8. type of th
UINT16  type of the signal is uint16. 
UINT32 type of the signal is uint32.   
UINT8  type of the signal is uint8. 

Range  

VARIABLE_LENGTH  type of the signal is 
uint8[(DcmDspRoutineSignalLength+7)/8]. This 

e last signal and when 
SE. 

is only valid for th
DcmDspRoutineFixedLength is set to FAL

Pre-compile time  X VARIANT-PRE-COMPILE, VARIANT
BUILD  

-POST-

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency scope: ECU  

dependency: DcmDspRoutineSignalLength  
   
No Included Containers  
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10.2.56 DcmDspRoutineStopIn 

SWS Item  Dcm832_Conf :  
Container Name   DcmDspRoutineStopIn 

Description  
put p rameter of Stop subservice for 

trol service. 
Provide description of in a
RoutineCon

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspRoutineStopInSignal
e description utine signal used in RoutineControl 

vice.  
 1..*  

ser
Provid  of a ro

   

10.2.57 DcmDspRoutineStopInSignal 

SWS Item  Dcm839_Conf :  
Container Name  ignaDcmDspRoutineStopInS l  
Description  Provide description of a rout  signal used in RoutineControl service. ine
Configuration Parameters  
   
SWS Item  onf :  Dcm841_C
Name   SignalLength DcmDspRoutine  
Description  Provide the le

request/respo
ngth in bits of the signal in the RoutineControl 
nse 

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency cope: ECU    s
   
SWS Item  cm840_Conf :  D
Name   cmDspRoutineSignalPoD s  
Description  ition of th rol request/response. 

defined in
Provide the pos
The position is 

e signal in the Routin
 bits. 

eCont

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  MPILE, VARIANT-X  VARIANT-PRE-CO
POST-BUILD  

Link time  VARIANT-LINK-TIME  X  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm882_Conf :  
Name   DcmDspRoutineSignalType  
Description  Provide the type of the signal in the RoutineControl request/response. 
Multiplicity  1  
Type  EcucEnumerationParamDef  
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BOOLEAN  type of the signal is boolean. 
SINT16  type of the signal is sint16. 
SINT32 type of the signal is sint32.   
SINT8  type of the signal is sint8. 
UINT16  type of the signal is uint16. 
UINT32  type of the signal is uint32. 
UINT8  type of the signal is uint8. 

Range  

VARIABLE_LENGTH  type of the signal is 
uint8[(DcmDspRoutineSignalLength+7)/8]. This 

alid for the last signal and when is only v
DcmDspRoutineFixedLength is set to FALSE. 

Pre-compile   -
BUILD  

 time X VARIANT-PRE-COMPILE, VARIANT-POST

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency scope: ECU  

dependency: DcmDspRoutineSignalLength  
   
No Included Containers  
   

10.2.58 DcmDspRoutineStopOut 

SWS Item  Dcm833_Conf :  
Container Name  DcmDspRoutineStopOut  

Pro
Rou

vide description of output parameter of Stop subservice for 
 

Description  
tineControl service.

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspRoutineStopOutSign
l  

Provide description of a routine signal used in RoutineControl 
  

a
1..*  

service.
   

10.2.59 DcmDspRoutineStopOutSignal 

SWS Item  Dcm842_Conf :  
Container Name  l  DcmDspRoutineStopOutSigna
Description  routine signal used in RoutineControl service. Provide description of a 
Configuration Parameters  
   
SWS Item  Dcm844_Conf :  
Name   DcmDspRoutineSignalLength  
Description   length in bits of the signal in the RoutineControl 

 
Provide the
request/response

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, V
POST-BUILD  

ARIANT-ConfigurationClass  

Link time  X  VARIANT-LINK-TIME  
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Post-build time  --     
Scope / Dependency cope: ECU    s
   
SWS Item  Dcm843_Conf :  
Name   cmDspRoutineSignalPoD s  
Description  rovide the position of th l request/response. 

The position is defined in
P e signal in the RoutineContro

 bits. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  
T-BUILD  

X  VARIANT-PRE-COMPILE, VARIANT-
POS

Link time  E  X  VARIANT-LINK-TIM

ConfigurationClass  

Post-build time       --
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm883_Conf :  
Name  DcmDspRoutineSignalType   
Description  Provide the type of the signal in the RoutineControl request/response. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

BOOLEAN  type of the signal is boolean. 
SINT16  type of the signal is sint16. 
SINT32 type of the signal is sint32.   
SINT8  pe of the signal is sint8. ty
UINT16  type of the signal is uint16. 
UINT32 type of the signal is uint32.   
UINT8  type of the signal is uint8. 

Range  

VARIABLE_LENGTH  type of the signal is 
uint8[(DcmDspRoutineSignalLength+7)/8]. This 

lid for the last signal and when is only va
DcmDspRoutineFixedLength is set to FALSE. 

Pre-compile X VARIANT-PRE-COMPILE, VARIANT-POST-
BUILD  

time  

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency scope: ECU  

dependency: DcmDspRoutineSignalLength  
   
No Included Containers  
   

10.2.60 DcmDspStartRoutineIn 

SWS Item  Dcm834_Conf :  
Container Name  neIn  DcmDspStartRouti

Provide description of input parameter of Start subservice for 
Description  

RoutineControl service 
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspStartRoutineInSignal
Provide description of a routine signal used in RoutineControl 
service.  

 1..*  
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DcmDspStartRoutineInSignal 10.2.61 

SWS Item  Dcm845_Conf :  
Container Name  DcmDspStartRoutineInSignal  
Description  Provide description of a routine signal used in RoutineControl service. 
Configuration Parameters  
   
SWS Item  Dcm847_Conf :  
Name   DcmDspRoutineSignalLength  
Description   of the signal in the RoutineControl 

ponse 
Provide the length in bits
request/res

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency e: ECU    scop
   
SWS Item  cm846_Conf :  D
Name   DcmDspRoutineSignalPos  
Description  rovide the position of th l request/response. 

he position is defined in
P e signal in the RoutineContro
T  bits. 

Multiplicity  1  
Type  amDef  EcucIntegerPar
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  ME  X  VARIANT-LINK-TI

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm884_Conf :  
Name   DcmDspRoutineSignalType  
Description  Provide the type of the signal in the RoutineControl request/response. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

BOOLEAN  type of the signal is boolean. 
SINT16  type of the signal is sint16. 
SINT32  type of the signal is sint32. 
SINT8  type of the signal is sint8. 
UINT16 type of the signal is uint16.   
UINT32  type of the signal is uint32. 
UINT8  type of the signal is uint8. 

Range  

VARIABLE_LENGTH  type of the signal is 
uint8[(DcmDspRoutineSignalLength+7)/8]. This 
is only valid for the last signal and when 

RoutineFixedLength is set to FALSE. DcmDsp
ConfigurationClass  Pre-compile   -

BUILD  
 time X VARIANT-PRE-COMPILE, VARIANT-POST
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Link time  X VARIANT-LINK-TIME  
Post-build time  --    

Scope / Dependency scope: ECU  
dependency: DcmDspRoutineSignalLength, DcmDspRoutineFixedLength  

   
No Included Containers  
   

10.2.62 DcmDspStartRoutineOut 

SWS Item  Dcm835_Conf :  
Container Name  DcmDspStartRoutineOut  

Provide description of output parameter of Start subservice for 
tineControl service. 

Description  
Rou

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspStartRoutineOutSigna
l  

Provide description of a routine signal used in RoutineControl 
service.  

1..*  

   

DcmDspStartRoutineOutSignal 10.2.63 

SWS Item  Dcm848_Conf :  
Container Name  l  DcmDspStartRoutineOutSigna
Description  Provide description of a routine signal used in RoutineControl service. 
Configuration Parameters  
   
SWS Item  Dcm850_Conf :  
Name   DcmDspRoutineSignalLength  
Description   of the signal in the RoutineControl 

e. 
Provide the length in bits
request/respons

Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 65535    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency e: ECU    scop
   
SWS Item  cm867_Conf :  D
Name   DcmDspRoutineSignalPos  
Description  rovide the position of th l request/response. 

he position is defined in
P e signal in the RoutineContro
T  bits. 

Multiplicity  1  
Type  amDef  EcucIntegerPar
Range  0 .. 65535    
Default value  --  
ConfigurationClass  Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
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Link time  E  X  VARIANT-LINK-TIM
Post-build time       --

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm885_Conf :  
Name   DcmDspRoutineSignalType  
Description  Provide the type of the signal in the RoutineControl request/response. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

BOOLEAN  type of the signal is boolean. 
SINT16  type of the signal is sint16. 
SINT32 type of the signal is sint32.   
SINT8  pe of the signal is sint8. ty
UINT16  type of the signal is uint16. 
UINT32 type of the signal is uint32.   
UINT8  type of the signal is uint8. 

Range  

VARIABLE_LENGTH  type of the signal is 
uint8[(DcmDspRoutineSignalLength+7)/8]. This 

lid for the last signal and when is only va
DcmDspRoutineFixedLength is set to FALSE. 

Pre-compile 
BUILD  

time  X VARIANT-PRE-COMPILE, VARIANT-POST-

Link time  X VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --    
Scope / Dependency scope: ECU  

dependency: DcmDspRoutineSignalLength  
   
No Included Containers  
   
 

10.2.64 DcmDspSecurity 

SWS Item  Dcm764_Conf :  
Container Name  DspSecurity  Dcm

Description  
he configuration ( DSP parameter) for security 

secu y level) Description This container contains 
mDspSecurityRow 

This container contains t
ration (per level configu

s of Dc
rit

Row
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspSecurityRow  

inition of a single Row of configuration for security level 
 The name of this container is 

 define the name of the R-Port through which the DCM 
face SecurityAccess_<LEVEL>. The R-Port is 

of security level shall be done.  

Def
configuration (per security level)

0..31  accesses the inter
used to

named SecurityAccess_<LEVEL> where _<LEVEL> is the 
name of the container DcmDspSecurityRow. If there is no 
reference, no check 

   

10.2.65 DcmDspSecurityRow 

SWS Item  Dcm759_Conf :  
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Container Name  curityRow  DcmDspSe

 

gle Row of c tion for security level configuration 
vel) The name of this container is used to define the name 

of the R-Port through which the DCM accesses the interface 
cess_<LEVEL>. The R-Port is named 

EL> where _<LEVEL> is the name of the container 
rity level 

Definition of a sin onfigura
(per security le

Description SecurityAc
SecurityAccess_<LEV
DcmDspSecurityRow. If there is no reference, no check of secu
shall be done. 

Configuration Parameters  
   
SWS Item  725_Conf :  Dcm
Name   cmDspSecurityADRSizD e  
Description  ize of the AccessDataRS ecord used in GetSeed 
Multiplicity  ..1  0
Type  cucIntegerParamDef  E
Range   .. 4294967295  1   
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  _Conf :  Dcm757
Name   DcmDspSecurityDelayTime  
Description  s (in ms). This is started after 

DcmDspSecurityNumAttDelay number of failed security accesses. The 
AUTOSAR configuration standard is to use SI units, so this parameter is 
defined as float value in seconds. DCM configuration tools must convert 
this float value to the appropriate value format for the use in the software 
implementation of DCM. min: A negative value is not allowed. 
upperMultiplicity: Exactly one delay time must be specified per security 

ity: Exactly one delay time must be 
security levbel configuration. origin: Standard AUTOSAR 

Delay time after failed security acces

levbel configuration. lowerMultiplic
specified per 
configuration parameter. 

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 20000    

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm726_Conf :  
Name   DcmDspSecurityDelayTimeOnBoot  
Description  Start delay

standard i in 
seconds. D to the 
appropriate value format for the use in the software implementation of 
DCM. min: A negative value is not allowed. upperMultiplicity: Exactly one 
delay time must be specified per security level configuration. 

actly one delay time must be specified per security 

 timer on power on (in ms) The AUTOSAR configuration 
s to use SI units, so this parameter is defined as float value 

CM configuration tools must convert this float value 

lowerMultiplicity: Ex
level configuration. 

Multiplicity  1  
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Type  EcucFloatParamDef  
Range  

0 .. 20000    

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm760_Conf :  
Name  DcmDspSecurityKeySize   
Description  size of the security key (in Bytes). 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  1 .. 4294967295    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm754_Conf :  
Name  DcmDspSecurityLevel   
Description  Value of Security level. Level 1 is the highest security level. The locked 

state cannot be configured explicitly. 1,2,3...63: configuration dependent -
Conversion formula to calculate SecurityLevel out of tester requested 
SecurityAccessType parameter: SecurityLevel = (SecurityAccessType + 1
/ 2 Type: Dcm_SecLevelType 

 

) 

Multiplicity  1  
Type  EcucIntegerParamDef (Symbolic Name generated for this parameter)  
Range  1 .. 63    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: Module  sco
   
SWS Item  Dcm762_Conf :  
Name   curityNumAttDelayDcmDspSe   
Description   security acceNumber of failed sses after which the delay time is activated 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  1 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIA
POST-BUILD  

NT-

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  

dependency: DcmDspSecurityDelayTime  
   
SWS Item  Dcm755_Conf :  
Name   DcmDspSecuritySeedSize  
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Description  d (in Bytes). size of the security see
Multiplicity  1  
Type  ramDef  EcucIntegerPa
Range  1 .. 4294967295    
Default value  --  

Pre-compile time  X  -COMPILE, VARIANT-VARIANT-PRE
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
No Included Containers  
   

10.2.66 DcmDspSession 

SWS Item  Dcm769_Conf :  
Container Name  DcmDspSession  

Description  
ntains the co ) session control 
r session con is container contains Rows of 
Row 

This container co
configuration (pe

nfiguration ( DSP parameter
trol) Th

DcmDspSession
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

0..31  
Definition of a single Row of session control configuration (per 
session control)  

DcmDspSessionRow  

   

7 DcmDspS10.2.6 essionRow 

SWS Item  Dcm767_Conf :  
Container Name  DcmDspSessionRow  

Description  
f a single Row of s (per session Definition o ession control configuration 

control) 
Configuration Parameters  
   
SWS Item  Dcm815_Conf :  
Name  DcmDspSessionForBoot   
Description  This p

Bootlo
session doesn't allow to jump to Bootloader the value DCM_NO_BOOT shall be 
chose

arameter defines whether this diagnostic session allows to jump to 
er (OEM Bootloader or System Supplier Bootloader). If this diagnostic ad

n. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

DCM_  
. 

NO_BOOT  This diagnostic session doesn't allow
to jump to Bootloader

DCM_OEM_BOOT  n allows to jump This diagnostic sessio
to OEM Bootloader. 

Range  

DCM_
em Supplier Bootloader. 

SYS_BOOT  This diagnostic session allows to jump 
to Syst

Pre-compile time  X VARIANT-PRE-COMPILE, 
VARIANT-POST-BUILD  

ConfigurationClass  

Link ti X VARIANT-LINK-TIME  me  
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Post-b --    uild time  
Scope / Dependency  scope: Module  
   
SWS Item  Dcm765_Conf :  
Name   DcmDspSessionLevel  
Description  Value of the Session control. The symbolicName represents the Name of 

the Session SWS defines the Dcm  DEFAULT_SESSION 2
MING_SESSION 3 _SESSION 4 

M_DIAGNOS ESSION 5...63 Reserved by 
26 <configuration dependent (according 

 DiagnosticSessionControl request> 
127...254 Reserved by Document 255 ALL_SESSION_LEVEL 

_SesCtrlType: 1
PROGRAM  EXTENDED_DIAGNOSTIC
SAFETY_SYSTE TIC_S
Document 64...1
"diagnosticSessionType" parameter

Multiplicity  1  
Type  EcucIntegerParamDef (Symbolic Name generated for this parameter)  
Range  0 .. 255    
Default valu --  e  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm766_Conf :  
Na me  DcmDspSessionP2ServerMax  
Description  This is the session value for P2ServerMax in milliseconds (per Session 

TOSAR SWS for DCM as a uint16. The 

de s  
this float value to the appropriate value format for the use in the software 
implementation of DCM. 

Control). This is defined in the AU
AUTOSAR configuration standard is to use SI units, so this parameter is 

 a float value in seconds. DCM configuration tools must convertfined a

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 1000    

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Module  
   
SWS Item  Dcm768_Conf :  
Name   DcmDspSessionP2StarServerMax  
Description  

TOSAR configuration standard is to use SI units, so this parameter is 
defined as a float value in seconds. DCM configuration tools must convert 

propriate value format for the use in the software 
n of DCM. 

This is the session value for P2*ServerMax in milliseconds (per Session 
Control). This is defined in the AUTOSAR SWS for DCM as a uint16. The 
AU

this float value to the ap
implementatio

Multiplicity  1  
Type  mDef  EcucFloatPara
Range  

   0 .. 100000 

Default value  --  
Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
ConfigurationClass  

Link time  X  VARIANT-LINK-TIME  
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Post-build time  --     
Scope / Dependency  scope: Module  
   
No Included Containers  
   

10.2.68 DcmDspTestResultByObdmid 

SWS Item  Dcm771_Conf :  
Container Name  DcmDspTestResultByObdmid  

This container contains the configuration (parameters) of the "Request on-
Description  

board monitoring test results" service (Service $06). 
Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

DcmDspTestResultObdmidTi
d  

This container con meters) of a 
ID and the a est on-board 

oring test res rvice (Service $06).  

tains the configuration (para
d TIDs for the "Requ1..*  OBDM

it
ssig
ults"

ne
 semon

TestResultTid  

container contains the configuration (parameters) of a 

). The DCM will access the Data using an 
rtInterface DTRServices. The R-Port is 

This 

1..*  
 (Service $06

R-Port requiring a Po

single TID for the "Request on-board monitoring test results" 
service

DcmDsp
named DtrServices_<OBDMID>_<TID> where <TID> is the 
name of the container DcmDspTestResultTid and <OBDMID> 
is the name of the container DcmDspTestResultObdmidTid.  

   

DcmDspTestResultObdmidTid 10.2.69 

SWS Item  Dcm773_Conf :  
Container Name  DspTestResultObdmidTid  Dcm

This container con
the assigned TIDs 

tains the co
for the "Req

rvice $06). 

nfigu
ues

ration (parameters) of a OBDMID and 
t on-board monitoring test results" Description  

service (Se
Configuration Parameters  
   
SWS Item  Dcm684_Conf :  
Name   DcmDspTestResultObdmid  
Description  OBDMID for Service $06 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  
DcmDspTestResultObdmidTid
s  

This container contain ion (parameters) of the 
TIDs belonging to the OBDMID for the "Request on-board 

s the configurat
1..*  

319 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

monitoring test re ervice (Service $06).  sults" s
   

10.2.70 DcmDspTestResultObdmidTids 

SWS Item  Dcm892_Conf :  
Container Name  DcmDspTestResultObdmidTids  

 
This container contains the configuration (parameters) of the TIDs 

BDMID for the "Request on-board monitoring test Description belonging to the O
results" service (Service $06). 

Configuration Parameters  
   
SWS Item  Dcm686_Conf :  
Na me  DcmDspTestResultObdmidTidUaSid  
Description  Unit And Scaling ID for Service $06 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compil -e time  X  VARIANT-PRE-COMPILE, VARIANT
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Pos  tt-build ime  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm685_Conf :  
Name   DcmDspTestResultObdmidTidRef  
Description  Link to reported TIDs of this OBDMID upperMultiplicity / lowerMultiplicity:: 

 for an OBDMID At least one TID must be reported
Multiplicity  1..*  
Type  Reference to [ DcmDspTestResultTid ]  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  X  VARIANT-POST-BUILD  
Scope / Dependency  

rotocolRxPduRef, DcmDslBuffer  
scope: ECU  
dependency: DcmDslP

   
No Included Containers  
   

10.2.71 DcmDspTestResultTid 

SWS Item  Dcm634_Conf :  
Container Name  DcmDspTestResultTid  

Description  

tains the co
st on-board monito rvice $06).  

cess the Data  PortInterface 
e R-Port is n trServices_<OBDMID>_<TID> 

s the name of the container DcmDspTestResultTid and 
<OBDMID> is the name of the container DcmDspTestResultObdmidTid. 

This container con nfiguration (parameters) of a single TID for 
the "Reque ring test results" service (Se

 an R-Port requiring aThe DCM will ac
DTRServices. Th

 usin
ame

g
d D

where <TID> i

Configuration Parameters  
   
SWS Item  Dcm o635_C nf :  
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Name   DcmDspTestResultTestId  
Description  Test Id for Service $06 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
   
 

10.2.72 DcmDspVehInfo 

SWS Item  Dcm630_Conf :  
Container Name  DcmDspVehInfo  

Description  
This container contains the configuration (parameters) of the "Request 

rmation service" (svehicle info ervice $09). 
Configuration Parameters  
   
SWS Item  Dcm631_Conf :  
Name   DcmDspVehInfoInfoType  
Description  value of InfoType. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE, VARIANT-
POST-BUILD  

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
Included Containers  
Container Name  Multiplicity Scope / Dependency  
DcmDspVehInfoData  1..*  Data Item of an InfoType; post-fix of the port interface name.  
   

10.2.73 DcmDspVehInfoData 

SWS Item  Dcm888_Conf :  
Container Name  DcmDspVehInfoData  
Description  Data Item of an InfoType; post-fix of the port interface name. 
Configuration Parameters  
   
SWS Item  Dcm891_Conf :  
Na me  DcmDspVehInfoDataOrder  
Description  f the data item in the InfoType; values: 0..255; first data 

er number 0; the next 1 and so on. The configuration of 
Defines the order o
item having the ord
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order needs to be unique per InfoType. 
Multiplicity  1  
Type  EcucIntegerParamDef  
Range    0 .. 255  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency    scope: ECU
   
SWS Item  Dcm889_Conf :  
Na me  DcmDspVehInfoDataReadFnc  
Description  Function name for reading InfoType data item. 
Multiplicity  0..1  
Type  EcucFunctionNameDef  
Default value  --  
maxLength  --  
minLength  --  
regularExpression  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm890_Conf :  
Name   DcmDspVehInfoDataSize  
Description  e data item. Size in bytes of the InfoTyp
Multiplicity  1  
Type  EcucIntegerParamDef  
Range    0 .. 255  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency    scope: ECU
   
SWS Item  Dcm727_Conf :  
Na me  DcmDspVehInfoDataUsePort  
Description  When the parameter DcmDspVehInfoUsePort is set to true the DCM will 

equiring a PortInteface 
Info e
InfotypeServic
name of the container DcmDspVehInfoData. In that case, the 
DcmDspVehInfoDataReadFnc is ignored and the RTE APIs are used. 

r DcmDspVehInfoDataUsePort is false, the DCM calls 
 in DcmDspVehInfoDataReadFnc. 

access the Data using an R-Port r
typeS rvices_<VEHINFODATA>. The R-Port is named 

es_<VEHINFODATA>. where <VEHINFODATA> is the 

When the paramete
the function defined

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
No Included Containers  
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10.2.74 DcmGeneral 

SWS Item  Dcm822_Conf :  
Container Name  ral  DcmGene

This container contains the configuration (parameters) for Component 
Description  

wide parameters 
Configuration Parameters  
   
SWS Item  Dcm823_Conf :  
Na me  DcmDevErrorDetect  
Description  h to enable or disable the Development Error Detection Preprocessor switc

(DET) mechanism. 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: module  sco
   
SWS Item  onf :  Dcm783_C
Name  ufacturerNot Enabled  DcmRequestMan ification 
Description  Allows to enable or disable the requested notification mechanism for the 

Manufacturer. 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  pe: ECU  sco
   
SWS Item  onf :  Dcm868_C
Name   plierNotificati led  DcmRequestSup onEnab
Description  Allows to enable or disable the requested notification mechanism for the 

Supplier. 
Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm600_Conf :  
Name   DcmRespondAllRequest  
Description  will not respond to diagnostic request that 

h is in the range from 0x40 to 0x7F or in the 
o 0xFF (Res

If set to FALSE the DCM 
tains a service ID whiccon

range from 0xC0 t ponse IDs). 
Multiplicity  1  
Type  ramDef  EcucBooleanPa
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
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Scope / Dependency  scope: ECU  
   
SWS Item  Dcm820_Conf :  
Name   DcmTaskTime  
Description  Allow to configure the time for the periodic cyclic task. Please note: This

configuration value shall be equal to the value in the ScheduleManager
module. The AUTOSAR configuration st

 
 

andard is to use SI units, so this 
parameter is defined as float value in seconds. DCM configuration tools 

loat value to the appropriate value format for the use in 
ntation of DCM. min: A negative value is not allowed. 

must convert this f
the software impleme
upperMultiplicity: Exactly one TaskTime must be specified per 
configuration. lowerMultiplicity: Exactly one TaskTime must be specified 
per configuration. 

Multiplicity  1  
Type  EcucFloatParamDef  
Range  

0 .. 100    

Default value  --  
Pre-compile time  RIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
X  VA

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: module  
   
SWS Item   :  DCM821_Conf
Name   DcmVersionInfoApi  
Description  able or disable the output Version info of the 

ctionality. 
Preprocessor switch to en
fun

Multiplicity  1  
Type  anParamDef  EcucBoole
Default value  --  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: module  
   
No Included Containers  
   

10.2.75 DcmPageBufferCfg 

SWS Item  Dcm775_Conf :  
Container Name  DcmPageBufferCfg  

 
guration (parameters) for Page Buffer This container contains the confi

handling 
Description 

Configuration Parameters  
   
SWS Item  Dcm776_Conf :  
Name   DcmPagedBufferEnabled  
Description  Allow to enable or disable

handling enabled false = 
 the Page buffer mechanism. true = Page buffer 
Page Buffer handling disabled 

Multiplicity  1  
Type  EcucBooleanParamDef  
Default value  --  
ConfigurationClass  Pre-compile time   Variants  X  All
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Link time  --     
Post-build time  --     

Scope / Dependency  scope: ECU  
   
SWS Item  Dcm774_Conf :  
Name   DcmPagedBufferTimeout  
Description  Allow to configure the Timeout (in ms) towards the application for filling th

next page. This parameter is only relevant if the Page Buffer handling is 
enabled. (DcmPagedBufferEnabled = TRUE) Defined in the DCM SWS as
uint16, this parameter contains a value in milliseconds. The AUTOSAR 
configuration standard is to use SI units, so this parameter is de
float value in seconds. DCM configuration tools must convert this float 
value to the approp

e 

 

fined as 

riate value format for the use in the software 
lementation of DCM. min: A negative value is not allowed. 

tly one Timeout must be specified per configuration. 
licity: Exactly one imeout must be specified per configuration.

imp
upperMultiplicity: Exac
lowerMultip  T

Multiplicity  0..1  
Type  EcucFloatParamDef  
Range  

0 .. 1000    

Default value  --  
Pre-compile time  RIANT-PRE-COMPILE, VARIANT-

POST-BUILD  
X  VA

Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  

dependency: DcmPagedBufferEnabled  
   
No Included Containers  
   

10.2.76 DcmProcessingConditions 

SWS Item  Dcm932_Conf :  
Container Name  DcmProcessingConditions  

This container contains the configuration ( DSP parameter) for mode 
arbitration functionality of the Dcm 

Description  

Configuration Parameters  
   
Included Containers  
Container Name  MultiplicityScope / Dependency  

This con

1..*  

DcmModeCondition shall contain either one DcmSwcModeR
or one DcmBswModeRef. Please note that the Dcm acts as well 

tainer contains the configuration of a mode condition 
be used as argument in DcmModeRules. One 

ef 

as mode manager. Therefore the references DcmSwcModeRef 
or one DcmBswModeRef. might point to provided 

the Dcm itself as well as to 
eclarationGroupPrototypes of other Bsw 
are components.  

which can 

DcmModeCondition  

ModeDeclarationGroupPrototypes of 
provided ModeD
Modules or softw

DcmModeRule  1..*  
Condistions or 

other DcmModeRules as arguments. All arguments are 
 the operator defined by DcmLogicalOperator, fo

This container contains the configuration of a mode rule which 
represents a logical expression with DcmMode

processed with r
instance: Argument_A AND Argument_B AND Argument_C  
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10.2.77  DcmModeCondition 

SWS Item  Dcm928_Conf :  
Container Name  DcmModeCondition  

Description  

tains the configuration of a mode condition which can be 
odeRules.  

 

This container con
used as argument in DcmM
One DcmModeCondition shall contain either one DcmSwcModeRef or one 
DcmBswModeRef. Please note that the Dcm acts as well as mode 
manager. Therefore the references DcmSwcModeRef or one 
DcmBswModeRef. might point to provided 
ModeDeclarationGroupPrototypes of the Dcm itself as well as to provided
ModeDeclarationGroupPrototypes of other Bsw Modules or software 
components. 

Configuration Parameters  
   
SWS Item  Dcm929_Conf :  
Name  DcmConditionType   
Description  This parameter specifies what kind of comparison that is made for the evaluation 

of the mode condition. 
Multiplicity  1  
Type  EcucEnumerationParamDef  

DCM_EQUALS  -- Range  
DCM_EQUALS_NOT  -- 
Pre-compile time  X All Variants  
Link ti --    me  

ConfigurationClass  

Post-b    uild time  -- 
Scope / Dependency  scope: Instance  
   
SWS Item  Dcm931_Conf :  
Na me  DcmBswModeRef  
Description  This parameter references a mode of a ModeDeclarationGroupPrototype 

e Module used for the condition. Please note 
roupPrototype are owned by a Basic Software 

Module Description in the role providedModeGroup. 

provided by a Basic Softwar
that such ModeDeclarationG

Multiplicity  0..1  
Type  Instance reference to [ MODE-DECLARATION context: MODE-

DECLARATION-GROUP-PROTOTYPE ]  
Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: Instance  
   
SWS Item  Dcm930_Conf :  
Name   DcmSwcModeRef  
Description  This param

soft  c
eter references a mode in a particular mode request port of a 

omponent that is used for the condition. ware
Multiplicity  0..1  
Type  Instance r

COMPOS
PORT-PROTOTYPE MODE-DECLARATION-GROUP-PROTOTYPE ]  

eference to [ MODE-DECLARATION context: ROOT-SW-
ITION-PROTOTYPE SW-COMPONENT-PROTOTYPE P-

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Po dst-buil  time  --     
Scope / Dependency  sco spe: In tance  
   
No Included Containers  
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10.2.78 DcmModeRule 

SWS Item  Dcm925_Conf :  
Container Name  DcmModeRule  

Description  

sents 
odeRules 

D 

This container contains the configuration of a mode rule which repre
a logical expression with DcmModeCondistions or other DcmM
as arguments.  
All arguments are processed with the operator defined by 
DcmLogicalOperator, for instance: Argument_A AND Argument_B AN
Argument_C 

Configuration Parameters  
   
SWS Item  Dcm926_Conf :  
N ame  DcmLogicalOperator  
Description  This parameter specifies the logical operator to be used in the logical 

expression. If the expression only consists of a single condition this parameter 
ll not be used. sha

Multiplicity  0..1  
Type  EcucEnumerationParamDef  

DCM_AND  -- Range  
-- DCM_OR  

Pre-compile time  X riants  All Va
Link time  --    

ConfigurationClass  

Post-build time  --    
Scope / Dependency  scope: Instance  
   
SWS Item  Dcm949_Conf :  
Name   DcmModeRuleNrcValue  
Description  Optional parameter which defines the NRC to be sent in case the mode 

rule condition is not valid. 
Multiplicity  0..1  
Type  EcucIntegerParamDef  
Range  0 .. 255    
Default value  --  

Pre-compile time  X  VARIANT-PRE-COMPILE  
Link time  X  VARIANT-LINK-TIME  

ConfigurationClass  

Post-build time  --     
Scope / Dependency  scope: ECU  
   
SWS Item  Dcm927_Conf :  
Name  DcmArgumentRef   
Description  This is a choice reference either to a mode condition or a an other mode 

rule serving as sub-expression. 
Multiplicity  1..*  
Type  Choice reference to [ DcmModeCondition , DcmModeRule ]  

Pre-compile time  X  All Variants  
Link time  --     

ConfigurationClass  

Post-build time  --     

 Scope / Dependency  

   
No Included Containers  
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10.3 Protocol Configuration Example 

 

Figure 10 Examples of protocol configuration with focus on buffer / DcmPduId settings 

s protocol configuration at the use cases examples OBD and 
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communication, there are functional and physical reques
DcmPduRxIds for functional and physical reception. 

ts. There will be separate 

 

 

 

 

Concerning buffer configuration it is proposed to use a separate buffer for the 
functional requests. This in corresponde o support the keep alive logic with
functional addressed TesterPresent commands. 
It is D commands. This in
reference to support the protocol switch functionality. 
It is allowed to share for both protocols the transmit buffer. 
Please no
The DcmDslProtocolRx has two possible configurations: 

The phys endency to the Dc nnection.
(which means: DcmDslProtocolRxPduRef in combination 
DCM_PROTOCOL_RX_ADDR_TYP = physical can exist only once per “Module”) 
The functional shall have a 1:n dependency to the DcmDslMainConnection. (which 
means: DcmDslProtocolRxPduRef in combination 
DCM_PROTOCOL_RX_ADDR_TYP = functional can exist several times per 
“Module”)
The DcmDslProtocolTx shall exist only once per “Module” 

10.4  

[Dc  published parameters as required by 

BSW00402 in the General Requirements on Basic Software Modules [1] shall be 
published within the header file of this module and need to be provided in the BSW 
Module Description. The according module viation can be found in the List of

Bas

 
Additional module-specific published parameters are listed below if applicable. 

nce t

 also proposed to use a separate receive buffer for the OB

te:  

 functional  
 physical  

ical shall have a 1:1 (or 1:0) dep mDslMainCo

  

Published Information

m  ⌈ The standardized common914]

 abbre

ic Software Modules [9].⌋()  
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11 Changes to Release 3.1 

11.1 Deleted SWS Items 

SWS Item Rationale 
Dcm427 DEM Api change 
Dc DEM Api change m432 
Dc DEM Api change m428 
Dcm138 Inconsistency with Api definition 
Dcm471 Not needed Api 
Dcm374 Rework of Reset interfaces 
Dcm375 Rework of Reset interfaces 
Dcm477 Rework of Reset interfaces 
Dcm142 Session change indication is now done by BswM module  
Dcm472 Data has fixed length for writting 
Dcm274 Session check is now done in DSD 
Dcm391 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm429 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm430 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm43 Limitation of service 0x1 19 with subfunction 0x05 to OBD freeze frame 
Dcm479 Redundancy with Dcm478 
Dcm480 Redundancy with Dcm478 
Dcm347 changes in buffer management between PduR and DCM 
Dcm348 changes in buffer management between PduR and DCM  
Dcm278 Availability PID for service $02 is now managed DCM internally  
Dcm497 Delete container DcmDspDownloadMemoryRangeInfo 
Dcm498 Delete container DcmDspUploadMemoryRangeInfo 
Dcm661 Requirement replaced by API table 
Dcm662 Requirement replaced by API table 
Dcm663 Requirement replaced by API table 
Dcm664 Requirement replaced by API table 
Dcm665 Requirement replaced by API table 
Dcm666 Requirement replaced by API table 
Dcm667 Requirement replaced by API table 
Dcm546 The callout Dcm_<DiagnosticService> no longer exists 

11.2 Changed SWS Items 

SWS Item Rationale 
Dcm384 DEM Api change 
Dcm385 DEM Api change 
Dcm439 Inconsistency 
Dcm438 Inconsistency with ISO 14229-1 
Dcm137 Inconsistency with ISO 15765-3 
Dcm004 Wrong DTC number 
Dcm024 New configuration parameter 
Dcm473 Data has fixed length for writting 
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Dcm388 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm389 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm390 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm092 Update of PduR interface 
Dcm556 Update of PduR interface 
Dcm557 Clarification 
Dcm44 Clarification 5 
Dcm284 Availability PID for service $02 is now managed DCM internally  
Dcm0 File name reference corrected 54 
Dcm403 Configuration parameter correction 
Dcm405 Configuration parameter correction 
Dcm055 Correction of header file names 
Dcm040 Update description of errors 
Dcm530 Change condition on Dcm__MainFunction call 
Dcm642 “BUFREQ_E_OK” has been replaced by “BUFREQ_OK” 
Dcm094 “BUFREQ_E_OK” has been replaced by “BUFREQ_OK” 
Dcm092 Delete TP_NOENTRY reference from RetryInfoPtr defnition 
Dcm687 Correct SenderReceiver interface DataServices_<Data> definition 
Dcm054 Correction of header file names 
Dcm055 Correction of header file names 
Dcm461 Add clarification on transmit cancellation behavior 
Dcm577 Add clarification on receive cancellation behavior 
Dcm371 Update for reading extended data 
Dcm372 Update for reading freeze frame data 
Dcm135 Modify this requirement according to the storageState parameter 
Dcm638 Update this requirement to clarify endianess conversion management 
Dcm639 Update this requirement to clarify endianess conversion management 
Dcm640 Update this requirement to clarify endianess conversion management 
Dcm641 Update this requirement to clarify endianess conversion management 

Update this requirement with DcmSendRespPendOnTransToBoot 
Dcm654 

parameter management 
Update this requirement with DcmSendRespPendOnTransToBoot 

Dcm535 
parameter management 

Dcm690 Update the interfaces 
Dcm400 Specifiy that currentDataLength is provided in bits 
Dcm401 Specifiy that currentDataLength is provided in bits 
Dcm092 Clarification added to the description of Dcm_CopyTxData 
Dcm686  Update the interfaces 

Update description of API GetSeed and signature definit
DcmDspSecurityADRSize parameter value 

ion according to 
Dcm685 

Dcm333 Add the type TPParameterType 

Dcm26
Replace 
Dcm_ExternalProce

9 
DsdInternal_ProcessingDone by 

ssingDone 

1 Added S1.3 WS Items 

SWS Item Rationale 
Dcm481 New requirement 
Dcm482 New requirement 
Dcm483 New requirement 
Dcm484 Debugging concept 
Dcm485 Debugging concept 
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Dcm486 Debugging concept 
Dcm487 Debugging concept 
Dcm488 Add support of service WriteMemoryByAdress 
Dcm489 Add support of service WriteMemoryByAdress 
Dcm490 Add support of service WriteMemoryByAdress 
Dcm491 Add support of service WriteMemoryByAdress 
Dcm492 Add support of service ReadMemoryByAdress 
Dcm493 Add support of service ReadMemoryByAdress 
Dcm494 Add support of service ReadMemoryByAdress 
Dcm495 Add support of service ReadMemoryByAdress 
Dcm496 Add support of service RequestDownload 
Dcm497 Add support of service RequestDownload 
Dcm498 Add support of service RequestDownload 
Dcm499 Add support of service RequestUpload 
Dcm500 Add support of service RequestUpload 
Dcm501 Add support of service RequestUpload 
Dcm502 Add support of service TransferData 
Dcm503 Add support of service TransferData 
Dcm504 Add support of service TransferData 
Dcm505 Add support of service RequestTransferExit 
Dcm506 Debugging concept 
Dcm507 Debugging concept 
Dcm508 Debugging concept 
Dcm509 Debugging concept 
Dcm511 Add support of service CommunicationControl 
Dcm512 Add support of service CommunicationControl 
Dcm513 Add support of service CommunicationControl 
Dcm514 Add support of service CommunicationControl 

Split application check in Manufacturer application check and Supplier 
Dcm516 

application check 

Dcm517 
Manufacturer application check and Supplier Split application check in 

application check 
Split application check in Manufacturer application check and Supplier 

Dcm518 
application check 

Dcm519  
Dcm520 New interface 
Dcm521 New interface 
Dcm522 Roe requirement 
Dcm523 Roe requirement 
Dcm524 Roe requirement 
Dcm525 Roe requirement 
Dcm526 Roe requirement 
Dcm527 Dcm_OpStatusType requirement 
Dcm528 Dcm_OpStatusType requirement 
Dcm529 Dcm_OpStatusType requirement 
Dcm53 Dcm_OpStatusT0 ype requirement 
Dcm53 Bootloader Inter1 action 
Dcm532 Bootloader Interaction 
Dcm533 Bootloader Interaction 
Dcm535 Bootloader Interaction 
Dcm536 Bootloader Interaction 
Dcm537 Bootloader Interaction 
Dcm538 Bootloader Interaction 
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Dcm539 Dcm_ReadMemory callout 
Dcm540 Dcm_WriteMemory callout 
Dcm548 SRS General requirement 
Dcm549 SRS General requirement 
Dcm550 SRS General requirement 
Dcm551 SRS General requirement 
Dcm552 SRS General requirement 
Dcm553 SRS General requirement 
Dcm554 SRS General requirement 
Dcm555 SRS General requirement 
Dcm556 Dcm_CopyRxData Api 
Dcm557 Management of BUFREQ_E_NOT_OK status 
Dcm558 Roe requirement 
Dcm559  
Dcm560 Usage of NvM_ReadBlock 
Dcm561 Usage of DcmDspDidUsed parameter 
Dcm562 Usage of DcmDspDidUsed parameter 
Dcm563 IOCBID requirement 
Dcm564 Usage of DcmDspDidUsed parameter 
Dcm565 IOCBID requirement 
Dcm566 IOCBID requirement 
Dcm567 IOCBID requirement 
Dcm568 RoutineControl requirement 
Dcm569 RoutineControl requirement 
Dcm570 RoutineControl requirement 
Dcm571 RoutineControl requirement 
Dcm574 Duplicate requirement Id 
Dcm575 Reception cancellation requirement 
Dcm576 Reception cancellation requirement 
Dcm577 Reception cancellation requirement 
Dcm578 IoHwAb access requirements 
Dcm579 IoHwAb access requirements 
Dcm580 IoHwAb access requirements 
Dcm581 IoHwAb access requirements 
Dcm582 ROE requirement 
Dcm583 Reset Interface 
Dcm584 Reset Interface 
Dcm585 Session change Interface 
Dcm586 Communication control requirement 
Dcm587 ISO 15031-6 evolution 
Dcm588 ISO 15031-6 evolution 
Dcm589 EcuReset requirement 
Dcm590 Signal based concept for RoutineControl 
Dcm591 Communication control requirement 
Dcm592 System supplier bootloader 
Dcm593 Main Function Processing for Un-Initialized Module 
Dcm594 EcuReset interface with BswM 
Dcm595 ROE support 
Dcm597 ROE support 
Dcm598 ROE support 
Dcm599 ROE support 
Dcm600 ROE support 
Dcm601 ROE support 
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Dcm602 ROE support 
Dcm603 ROE support 
Dcm604 ROE support 
Dcm605 ROE support 
Dcm606 ROE support 
Dcm607 ROE support 
Dcm608 ROE support 
Dcm609 ROE support 
Dcm610 ROE support 
Dcm611 ROE support 
Dcm612 ROE support 
Dcm613 ROE support 
Dcm614 New DEM Interface for ROE 
Dcm615 New Interface for BswM 
Dcm616 Check of subservice allowance according to diagnostic session 
Dcm617 Security level check for subservices 
Dcm618 Initialization of ROE event on S3Server timeout 
Dcm619 Initialization of ROE event on S3Server timeout 
Dcm620 Limitation for dynamic datallength of a DID 
Dcm621 PID Support information 
Dcm622 PID Support information 
Dcm623 PID Support information 
Dcm624 Clarification of protocol stop 
Dcm625 Clarification of protocol stop 
Dcm626 Stop of IOControl 
Dcm627 Stop of IOControl 
Dcm628 Stop of IOControl 
Dcm629 Naming of Dcm_<ModeName>ModeEntry 
Dcm630 Naming of Dcm_<ModeName>ModeEntry 
Dcm631 Naming of Dcm_<ModeName>ModeEntry 
Dcm632 Limitation of service 0x19 with subfunction 0x05 to OBD freeze frame 
Dcm001_PI n Rework of Published Informatio
Dcm643 Negative response for Dcm_WriteMemory 
Dcm644 Negative response for Dcm_ReadMemory 
Dcm645 Negative response for block sequence error 
Dcm646 DynamicallyDefineDataIdentifier requirement 
Dcm647 DynamicallyDefineDataIdentifier requirement 
Dcm648 DynamicallyDefineDataIdentifier requirement 
Dcm649 DynamicallyDefineDataIdentifier requirement 
Dcm650 DynamicallyDefineDataIdentifier requirement 
Dcm651 DynamicallyDefineDataIdentifier requirement 
Dcm652 DynamicallyDefineDataIdentifier requirement 
Dcm653 DynamicallyDefineDataIdentifier requirement 
Dcm654 Sending of NRC 0x78, before switching to bootloader 
Dcm655 Clarification on return value of Dcm_StartOfReception 
Dcm656 Clarification on return value of Dcm_StartOfReception 

Add condition check by BswM before jumping to bootloader Dcm657 
Add condition check by BswM before jumping to bootloader Dcm658 
Add DCM behaviour in case of E_NOT_OK return value Dcm659 
Add DCM behaviour in case of E_NOT_OK return value Dcm660 
Add DCM behaviour in case of E_NOT_OK return value Dcm661 
Add DCM behaviour in case of E_NOT_OK return value Dcm662 
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Add DCM behaviour in case of E_NOT_OK return value Dcm663 
Add DCM behaviour in case of E_NOT_OK return value Dcm664 
Add DCM behaviour in case of E_NOT_OK return value Dcm665 
Add DCM behaviour in case of E_NOT_OK return value Dcm666 
Add DCM behaviour in case of E_NOT_OK return value Dcm667 
Add DCM behaviour in case of E_NOT_OK return value Dcm668 
Add DCM behaviour in case of E_NOT_OK return value Dcm669 
Add DCM behaviour in case of E_NOT_OK return value Dcm670 
Add DCM behaviour in case of E_NOT_OK return value Dcm671 
Add DCM behaviour in case of E_NOT_OK return value Dcm672 
Add DCM behaviour in case of E_NOT_OK return value Dcm673 
Add DCM behaviour in case of E_NOT_OK return value Dcm674 
Add DCM behaviour in case of E_NOT_OK return value Dcm675 
Add DCM behaviour in case of E_NOT_OK return value Dcm676 
Add DCM behaviour in case of E_NOT_OK return value Dcm677 
Add DCM behaviour in case of E_NOT_OK return value Dcm678 
Add DCM behaviour in case of E_NOT_OK return value Dcm679 

Dcm680 IoControl management 
Dcm682 IoControl management 
Dcm683 Add of Dcm_Types.h file definition 
Dcm684 Computation of NOfDataItems for Mode $9 

Add requirement number for Standardized AUTOSAR Interface 
Dcm685 

definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm686 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm687 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm688 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm689 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm690 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm691 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm692 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm693 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm694 
definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm695 
definitions 

Dcm696 Add DSD request length check 
Dcm697 Add requirement for negative response suppression 

Add requirement number for Standardized AUTOSAR Interface 
Dcm698 

definitions 
Add requirement number for Standardized AUTOSAR Interface 

Dcm699 
definitions 
Add generic requirement to avoid misuse of Dem_SetDTCFilter() 

Dcm700 
special DTCStatusMask value 0x00. 

Dcm701 Add this requirement to define the expected range for a TID in a Routine 
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control request with the OBD Service 0x08 
Add this requirement to manage Dem_DisableDTCRecordUpdate return 

Dcm702 
value 

Dcm703 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm704 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm705 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm706 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm707 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm708 Clarify diagnostic answer according to Dem_ClearDTC() return 
Dcm709 Specify the storage state parameter for Response on Event 

Add this requirement to specify FIFO queue management for ROE 
Dcm710 

events 
Add this requirement to specify the EventWindowTime parameter 

Dcm711 
management  
Add this requirement to specify the EventWindowTime parameter 

Dcm712 
management  
Add this requirement to specify the EventWindowTime parame
management  

ter 
Dcm713 

Add this requirement to specify the EventWindowTime parameter 
Dcm714 

management  
Add this requirement to specify the behaviour in case of 

_NOT_OK 
Dcm715 

Dcm_SetProgConditions() returns E
Dcm716 Add this requirement for endianess conversion management 
Dcm717 Add this requirement for endianess conversion management 
Dcm718 Add this requirement for endianess conversion management 

Add this requirement for DcmSendRespPendOnTransToBoot pa
manageme

rameter 
nt 

Dcm719 

Add this requirement for DcmSendRespPendOnTransToBoot pa
manageme

rameter 
nt 

Dcm720 

Dcm721 Add session and security check for service $2A 
Dcm722 Add session and security check for service $2A 
Dcm723 Add session and security check for service $2C 
Dcm724 Add session and security check for service $2C 
Dcm725 Add session and security check for service $2C 
Dcm726 Add session and security check for service $2C 
Dcm727 Add  for handling of parallel requests with the same prioritization 
Dcm728  Add  for handling of parallel requests with the same prioritization
Dcm729 Add  for handling of parallel requests with the same prioritization 
Dcm730 Add Dcm_StopROE description 
Dcm731 Add Dcm_RestartROE description 
Dcm732 Add during rework of chapter 8.9 
Dcm733 Add during rework of chapter 8.9 
Dcm734 Add during rework of chapter 8.9 
Dcm735 Add during rework of chapter 8.9 
Dcm738 Add during rework of chapter 8.9 

Add this requirement to clarification the expected behavior if 
Dcm739 

Dem_GetStatusOfDTC returns DEM_STATUS_PENDING 
Add this requirement to clarification the expected behavior if 

Dcm740 
Dem_GetNextFilteredRecord returns DEM_FILTERED_PENDING 

Dcm741 Add functional description of confirmation to SW-C  
Dcm742 Add functional description of confirmation to SW-C  
Dcm743 Add requirement on LinkControl service 
Dcm744 Add requirement on LinkControl service 

336 of 339 Document ID 018: AUTOSAR_SWS_DiagnosticCommunicationManager 

- AUTOSAR confidential - 



Specification of Diagnostic Communication Manager 
 V4.2.0 

R4.0 Rev 3 
 

Dcm747 
ndowTime parameter Add this requirement to specify the EventWi

management  
Add this requirement to specify the EventWindowTime parameter 

Dcm748 
management  

Dcm750 Add this requirement for header file inclusion 
Dcm760 Add this requirement for API tables in chapter 8.9 
Dcm761 Add this requirement for API tables in chapter 8.9 
Dcm762 Add this requirement for API tables in chapter 8.9 
Dcm763 Add this requirement for API tables in chapter 8.9 
Dcm764 Add this requirement for API tables in chapter 8.9 
Dcm765 Create the new port interface "GeneralROE" 

Dcm766 
uirement related to Dem_GetDTCByOccurrenceTime Add req

 call 
Dcm767 Added for bootloader interaction 
Dcm768 Added for bootloader interaction 
Dcm769 Add ClientServerInterface DataServices_DIDRange 
Dcm770 Add description to chapter 7.3.4.7 Initiate transmission 
Dcm772 Create the new interface GeneralRequiredROEServices 
Dcm772 Create the new interface GeneralRequiredROEServices 
Dcm773 Added for mode management 
Dcm774 Added for mode management 
Dcm775 Added for mode management 
Dcm776 Added for mode management 
Dcm777 Added for mode management 
Dcm778 Added for mode management 
Dcm779 Added for mode management 
Dcm780 Added for mode management 
Dcm781 Added for mode management 
Dcm782 Added for mode management 
Dcm783 Added for mode management 
Dcm784 Added for mode management 
Dcm785 Added for mode management 
Dcm786 Added for mode management 
Dcm788 Added for parallel request management 
Dcm789 Added for parallel request management 
Dcm790 Added for parallel request management 
Dcm793 Add requirement ID for API tables 
Dcm794 Add requirement ID for API tables 
Dcm795 Add requirement ID for API tables 
Dcm796 Add requirement ID for API tables 
Dcm797 Add requirement ID for API tables 
Dcm798 Add requirement ID for API tables 
Dcm799 Add requirement ID for API tables 
Dcm800 Add requirement ID for API tables 
Dcm801 Add requirement ID for API tables 
Dcm802 Add requirement ID for API tables 
Dcm803 Added for mode management 
Dcm804 Added for mode management 
Dcm805 Added for mode management 
Dcm806 Added for mode management 
Dcm807 Added for mode management 
Dcm808 Added for mode management 
Dcm809 Added for mode management 
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Dcm810 Added for mode management 
Dcm811 Added for mode management 
Dcm812 Added for mode management 
Dcm813 Added for mode management 
Dcm814 Added for mode management 
Dcm815 Added for mode management 
Dcm818 Added for mode management 
Dcm819 Added for mode management 
Dcm820 Added for mode management 
Dcm821 Added for mode management 
Dcm822 Added for mode management 
Dcm823 Added for mode management 
Dcm824 Added for mode management 
Dcm825 Added for mode management 
Dcm826 Added for mode management 
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1 pplicable 

[Dcm999] ڿ These req  to this specification. ۂ (BSW159, 

B BSW0038 75, BSW00416, BSW00406, 
B 7, BSW16 25, BSW00426, BSW00427, 
B 8, BSW004 433, BSW00336, BSW00339, 
B 2, BSW004 385, BSW00386, BSW00455, 
B BSW162, 164, BSW00326, BSW00342, 
B 3, BSW004 307, BSW00314, BSW00447, 
BSW00361, BSW00328, BSW00439, BSW00378, BSW00440, BSW00443, 
BSW00444, BSW00445, BSW00446, BSW172, BSW010, BSW00321, BSW00341, 
BSW00334, BSW) 
 

2 Not a requirements 

uirements are not applicable

SW170, 3, BSW00387, BSW003
SW0043 8, BSW00423, BSW004
SW0042 29, BSW00432, BSW00
SW0042 17, BSW00409, BSW00
SW161, BSW005, BSW00415, BSW
SW0045 13, BSW00347, BSW00
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