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The Infrastructure software required for autonomous driving technology
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The significance of AP AUTOSAR for high-level autonomous driving
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The significance of AP AUTOSAR for high-level autonomous driving
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ACC (Braking) ACC (Steering) Highway Driving Highway Driving Robo-taxi
Lane Keeping Lane Changing ~ SOmph ~100mph Autonomous Shuttie

Auto Emergency Traffic Jam Assist Driver Initiated Lane Automated Lane All driving conditions
Braking Overtaking Assist Change Change

o iy Automated Valet Park Crutsing Chauffeur
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User Application
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Functional Cluster

Supported protocols

Application

AUTOSAR Runtime for Adaptive applications - ARA

A
POSIX
PSES51 /
C++STL

Operating o
System Communication

Interface Management
SOME/IP; 52S; DDS;
zero-copy IPC

Platform Foundation Functional Clusters (FCs)

Execution Management Diagnostic Intrusion Detection
ara::exec Management System Manager
ara::diag ara::idsm

Communication Management

SOME/IP protocol incl. service discovery
protocol

S28S - Signal2Service

DDS - Date Distribution Service (by OMG)

Platform Service FCs Standardized Vehicle Service FCs

Appl/interface FCs

zero-copy IPC - Inter-Process
Communication

Diagnostic Management

DolP - Diagnostics over IP (ISO 13400-2)

Sensor Interfaces
ara:adi:sensoritf service

Update and Config
Management
ara:ucm service

Vehicle Update and
Config Management
ara:vucm service

UDS - Unified Diagnostic Services (ISO
14229-1)

) 1SO 23150

SQOVD - Service Oriented Vehicle
Diagnostics (by ASAM)

IDS - Intrusion Detection System Protocol

ISO 23150 - Data communication between
sensors and data fusion unit for automated
driving functions

UdpNM - AUTOSAR Network Management
Protocol

gPTP = IEEE 802.1AS

AUTOSAR provides the Time
Synchronization Protocol Specification
which is an extension and profiling of this
IEEE Norm

Network Manag Persistency Time Synchronization Cryptography State Management - -
ara:nm ara::per ara::tsync ara:crypto ara::sm service Intrusion Detection System Manager
UdpNM PP Sensor Interfaces

Raw Data Stream Platform Health Log and Trace
ara:rds Management ara::log Network Managemem
ara::phm
TCP, UDP DLT - - -
Time Synchronization
Firewall Core
. . .
ara::fw ara::core . . . .
. . . .
Base Software Raw Data Stream
POSIX 0S

TCP - Transmission Control Protocol for
IPv4 and IPv6

UDP - User Datagram Protocol for IPv4 and
IPv6

Log and Trace

DLT - Log and Trace Protocol Specification
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User Application

Application

AUTOSAR Runtime for Adaptive applications - ARA

r
POSIX Platform Foundation Functional Clusters (FCs)
PSE51/
C++ STL
Operating N . ) ; 0 .
System Communication Execution Management Diagnostic Intrusion Detection
Interface Management ara::exec Management System Manager
ara::com ara::diag ara:idsm
Safe E2E “Authentic” boot,
Communication Resource Groups
Ni k M: it Persi cy Time Synchronization Cryptography
ara:nm ara::per ara:tsync ara::crypto
L Safe Storage J L Safe Time J
Raw Data Stream Platform Health Log and Trace
ara:rds Management ara::log
ara::;phm
Alive, Deadline,
Logical Supervisions
Firewall Core C
ara::fw ara::core .

Exception-less
API design

Base Software

Platform Service FCs

Update and Config
Management
ara::ucm service

State Management
ara::sm service

Coordination of
\ Degradation
1

.

.

.
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Standardized Vehicle Service FCs Functional Cluster

Safety feature

App/interface FCs —
Communication Management

Safe E2E Communication

Sensor Interfaces Vehicle Update and Execution Management

Trusted Platform

ara:adi::sensoritf service Config Management

ara:vucm service

Resource Groups

Update and Configuration Management Safe update
Persistency Safe Storage
Time Synchronization Safe Time

State Management

Coordination of Degradation

Platform Health Management

Alive/Deadline/Logical Supervisions

Watchdog

Core

Exception-less API design

POSIX 05
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User Application

Application

AUTOSAR Runtime for Adaptive applications - ARA

AR A
POSIX Platform Foundation Functional Clusters (FCs) Platform Service FCs Standardized Vehicle Service FCs
PSE51/ App/interface FCs
C++ STL
Operating N . . . . .
System Communication Execution Management Diagnostic Intrusion Detection Update and Config Sensor Interfaces Vehicle Update and
Interface Management ara::exec Management System Manager Management ara:adi::sensoritf service Config Management
- ara:idsm Secure update Secure update
Secoa AT(;'S ==E S:f'lﬁmyﬁccfss' (confidentiality, authenticity, (confidentiality, authenticity,
580 Trusted Platform enealion down-grade protection ) down-grade protection )
it Persistency Time Synchronization Cryptography State Management
ara :nm ara::per ara:tsync ara::crypto ara::sm service
Certificate and key
Secure storage : management, access to
(confidentiallty, authenticlty) crypto primitives
Raw Data Stream Platform Health Log and Trace
ara:rds Management ara::log
ara::;phm Authenticated
logging
Firewall Core C
ara::fw ara::core . . . -
- 3 3 5

Base Software

POSIX 05
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Functional Cluster

Security features

Communication Management

SecOC - Specification of Secure Onboard
Communication Protocol (PRS UID 969)

(D)TLS - (Datagram) Transport Layer
Security (by IETF)

IPSeC - Internet Protocol Security (by IETF)

MACsec - MAC Security IEEE 802.1AE

Execution Management

Trusted Platform

Diagnostic Management

SecurityAccess - Service 0x27 in UDS

Authentication - Service 0x29 in UDS

Authorization - SOVD

Intrusion Detection System Manager

IDS - Intrusion Detection monitoring and
reporting

Update and Configuration Management

Secure update -
confidentiality/authenticity/down-grade
protection

Vehicle Update and Configuration
Management

Secure update -
confidentiality/authenticity/down-grade
protection

Persistency

Secure storage - confidentiality/authenticity

Time Synchronization

Secure time - authenticated time
synchronization

Cryptography

Certificate and key management/access to
crypto primitives

Access to secure hardware (e.g
TPM/HSM/TEE)

Log and Trace

Authenticated services for logging

Firewall

Filtering on inbound messages based on
rules
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